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Abstract

Aiming at the characteristics of large data volume, strong spatial correlation, and high real-time
security requirements for satellite remote sensing images, a satellite image encryption algorithm
based on a novel 2nd-order hyperchaotic map and dynamic DNA coding is proposed. Firstly, a novel
2-Dimensional Hyperchaotic Exponentially-Coupled Iterative Map (2D-HEICM) with double positive
Lyapunov exponents and full-mapping chaotic properties is constructed, and an initial secret key
deeply associated with the plaintext is generated using the SHA-256 algorithm. Secondly, row-col-
umn circular shifting driven by chaotic sequences is utilized to achieve spatial confusion. Finally, a
high-speed dynamic DNA diffusion strategy is designed. By leveraging bit-wise operations and ma-
trix indexing, dynamic switching of DNA rules and parallel diffusion are achieved, effectively over-
coming the efficiency bottleneck of pixel-by-pixel string conversion in traditional DNA encryption
schemes. Experimental analysis shows that the information entropy of the ciphertext generated
by the proposed algorithm approaches the theoretical limit of 8, and the correlation coefficients
between adjacent pixels are reduced to the magnitude of 10-2. While maintaining extremely high
security strength, the algorithm requires only approximately 0.08 seconds to encrypta 512 x 512
image, which can well meet the real-time secure transmission requirements of satellite observa-
tion data.
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Figure 1. Comparison of bifurcation diagrams of the 2D-HEICM system with other systems
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Figure 2. Lyapunov exponents analysis and complexity comparison of the 2D-HEICM system
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Figure 3. The two-dimensional phase trajectory diagram of the 2D-HEICM system
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Figure 4. The autocorrelation analysis results of the 2D-HEICM system
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Sensitivity‘ to Initial Cpnditions (6I = 1e-15)
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Figure 5. Initial value sensitivity test of the 2D-HEICM system
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BExh TR G EE B EOK B AR SR VE R SR IS /i, AR B IFSRBL T —Ahah & WSO A5 )8k AT
Y EEL N BN DNA BN MO 75 58 508 2 2 R S 1 L], B /e At sk 22 408
JZ 5 SE AL R .

3.1. BREMSAKE

FRAEAT o 22 RS, 505 RS0 ) 22 A PR B 78 K T 3 M. 9 TN R G Re s A 803t
OV 40 B SC B e A 3 W e ey, ASSCBI N T SHA-256 (Secure Hash Algorithm 256)503%: . @ik B SC 1%
MRRIE(S B SR R R MVIEIRSIATIRIES e, WIT “—B—%" Mraritt. AEmEHERS
HAEWSHE R T
W1 BISCHR SR AL
W E K TR EG N Py, JRSN M x No 8 96k BGAR 3 FE AT DR SR 5640 — 4
I, HFIH SHA-256 HH MR AE Ho A E R — MKy 256 AL @k w741, fETHEE
HIE RN N 64 N Sk AL ) A R
H={k,ky ks, kg, b,k €{0,1,+-,9,A,-,F} )
Hr, LARRBA TSR PRE AN N T T SHA-256 S B3y, JEEG G H s s —
AN bit AR, #2 FEUX 64 MR AERIZIAAL.
IR 2. WEAS T AIMEME S 0 — 1k
NT AR H ORI RS G, KBHSUH R 8 M TH, BATHAE S
AR R 8 S | AT HS R IE— A REUE R s A EAON:
hex2dec (ky,_ kg -+ ky; )
h = 732
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PEIZINH, hex2dec ()RR EH T AT + 7N HERI 745 5 Bk h BB e 4. 1T 8 Ar 7Nkl Hu) i
KAE R 22— 1, MREBRUA 22 AT H B 5, B0 8 b IR 21T XA [0, 1) .

AR 3 R REYME SRS H A

FRAS R — A BUE I { by, by g} > S EAEBSS TR A2 ) 2D-HEICM R GERIHIIRIEACRES
& (xo, yo) K AR IR S a, b, co HHEARUTT:
xo = (M +h, +hy)mod1

o = (h, + s + b )mod1
a=a (h xlO]O)mod( —a,.) (6)
b:bmin+(h4x10'°)mo (Bae ~boin )
c=c,, +(h7 ><1O‘°)m0d(cmax —Cpin)

A, mod FRBMAREZH . T Hifk 2D-HEICM RGN LR IR I8 T 7E MR RE BRI DX, A
HGESBMBST AT A: ae[2,5], be[50,100], ce[10,20].

I bR B I SR L, IR ) B R R H S A S WA E IR
JEIRIE AL o XA BT SR IRZ T R 1 e (K S U I AN 22 70 e

3.2. B&ITHIEARL KT

LR BB R S KT A AR DA (g 7 ARARSS), S BUH R R A7 AR = B S T AR SR . B
ALE B (A% O H AR FT BR A 28 (RIS AH DG o ARSI EE T Arnold WS sl Ry HE P (¥) B AL S0 A A0 B o 2
P TR RGN, A3k 1 s 0 3930 Sk g 1) S22 P e ) R 12] 0 ik, ASSCBETE T — it 2D-
HEICM & SRS AT SUIEA RS A B LT 5, AEGRAEST ALACR RIS, KiEdRTH T EALACR.

HARE AL T -

AP IR A AL B

FUF 3.1 AL BIIRIAGE 4 (xo, o, a, b, )FEH 2D-HEICM REEMILASA:, RAERPI KK ER L=M
+ N+ No FHRTESERF ) X AN Y. MR RGRIAA IR N, SE98 PSRN RERLIE, B S & 38 a0 No (AL
HX No=1000)1MERE . BEJE, AFHI X SPBEHT M A TCRM AT F 5 Sy AT Y BT N A
TER MBS H S

{SR(i):X(iJrNO), i=1,2,,M o
Sc(j)=Y(j+N,), j=12,--,N

IR 2. ATIEIA AL
FEEBETRTEE S Sp W N BECP K A& Ve, H TGRS AT E. 58 i TR AL
Ko TR
v, =| S, (1)x10"* |mod N (8)
b, | R N B AL 10M R TR BUSURS BV s B NS 70 CATSOR IR T Bl e SRR Wl SO IR
NP, AT AL E I A BRHE MRS P A A R T R IR -
P'(i,:) = CireShift (P(i,:),v, ), i=12,-,M )

Herf, CireShift(:, vi) &R —4EAT R A A TEA S B0 v ML E
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AR 3 FIEA AL
[FIEE, KRS Sc WU N BB KR Ve, 5 j SIRTEIAREALPAC vy THE TR

v, =| S (/)x10" |mod M (10)

FErp I R PIRIEAS b, XA ST I TR AR, 19 2R I B AL BAERE P
P"(:, j) = CireShift(P'(:, j).v, ). j=12,.N (11)

’Cj

SRR — 4R BRI RS vy NMLE

o3t LR TR S R IR AR A AL, Jidn TR B R R A Xt AR g 58 43T L. ALE
THREREWMERRINHFE, ZATHERTT RALTEIAT M+ N IRFEALERAE, WORHIBRAR 1 S0 i a) 52 2%
&, ARG AT AR BRSSP SR A P K RURE T A WL 4

3.3. RIEENAS DNA ¥ #0%3t

B B RETHE 7GR BRSO, EIFRBR &N E T Egtitt A 8 TS5
Prideede, DAY BLE], 5B SCRUN R RES IR “ 55 ” 2R . fL40K DNA B N5
O R AR B (g A A, ELRUEAR R 1 7 A R e, AR AR B i 1) TR R N A A %
SVEAS R S 1A R 2 B RO RS it ARSCIRM T AT ALE M GE SIS DNA §HOR
W% o

3.3.1. DNA B 5= g

TR, DNA 591 B AR (A) HIEIE(C) 1 04 (G A i FR I 0 (T) DU R BRI L A, LIS A
5 TR, CY5 GRAEEAMNEN6]. EREER G, FMREMIEE Y 0~255, ATHRN 8 fiff) ik
BIFFA. #5082 A0 EH1%0(00, 01, 10, 11)WSA—> DNA G, U3 & FLANEC B -2 V4 )
A 8 b, e 1 TR,

Table 1. Eight legal DNA coding rules
@ 1. 8 MIATER) DNA 4Re3 AN

F o = 00 01 10 11
1 A C G T
2 A G C T
3 C A T G
4 C T A G
5 G A T C
6 G T A C
7 T C G A
8 T G C A

FAUT AR RIS 5, DNA e 2 [ 0] DL SURBUE 5 . AR SR RE A U IR R E T
DNA F{(XOR, @)igH, HsHMN % 2 Fix.
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Table 2. The rules of DNA XOR (&) operation
% 2. DNA Re(®)zZHHM

D A C G T
A A C G T
C C A T G
G G T A C
T T G C A

3.3.2. RIS HRRE
NI RIR” 5 “BhA” , ARSCPFE TR IR R R, K B LS R AERE P B R
AP P A, FFRI A 2D-HEICM YR 51 A4 Rl AR 51 AR, 8 H0 MR A7 T 0k 58 i 8. BARD
PRUNE
W1 BAS PN FERDHE A K
k2% 4% 2D-HEICM 541, #HURER M x N MIRESE B NGEEGIFERE Ry, 5 IR HE
Miyasie FIRARA0)H MG S X REHES DNA GRS R 51468 R (BUE 1~8) M HERS 14 K AEFE K
(BUH 0~255):
R(i,j) =| Ry, (i./)x10° jmod8+1
K(i,j)=| M, (i, j)x255 |

Horf, ie[LM]. je[LN] . KRR EHR R — MR AR AT ELBELE) DNA LB, B2
BRF T LA SRR

SR 2. HT LB IR YT 4

FURGL S GR BRI, 45 BTG P SRR K 700 4 AR . ARG IR RN
1&” H

(12)

L, =(P" bitand 192)>6
L, =(P" bitand 48) > 4
L, =(P" bitand 12)>2
L, =(P" bitand 3)

[FIPE, RN K 709 Ki~Kao BEIRAEAEIRIZAEREAERE SE R, WIS 1R+ e ey — 3k 775
3 Bt RS T #E

LR 3: Z)dS DNA JHT a5 A

WRAE S RUFERE R, K537 70 J5 W BMEFERE MLy DNA BREEFERE, JF &R (R 2T AT R ez 5.
WA ENERID . 7 E SIS SR8 4 DR S RZHEEN Dy, Do, Ds, Day MR S EIER
FERE € A A B 2 B

C=(D, < 6)+(D,<4)+(D, <2)+D, (14)

L 5N RS IS VI SN, AEAT B SR R AN SR AR 2 AL B AW TN SR AN F
FIEE AR . ARSI R AR, ZRRAE SIS R F BN 5 BT BRI R, eI
IR EEREPN T R S0z i & S

(13)
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AT PP A SCHR R T8 2D-HEICM 5325 DNA 2wt i) T2 UGN Rk A 2ot 5 42 4
P, AR ESE MATLAB R2025a 847 6 N EAT 7V /R0 5256 SLIe il {4 PR 5500 B A Intel (R) Core (TM)
Ultra 9 275HX (2.70 GHz)4b ¥ 88, 32 GB W 7%, Windows 11 #{E R 5.

N T BRSO AN (R SO HE R SRS 1 5@ 1, WA B S0 B F I R B ) USC-SIPT B4 5L
W E PR PR EGE . AN EiE T =i EAAREMER 512 x 512 K EGEHTINE,
I3 Wi 448 Tmagel (B 2<3735HF) Tmage2 (5 15)F1 Image3 (#:11).
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Figure 6. Comparison of visual effects of encryption and decryption of three different satellite images
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Table 3. Comparison of information entropy of different satellite images before and after encryption

3. PRI EEGMEREHE ST

MR (512 * 512) J5 EIAE S0 A BN HARE

Imagel (& 44 3LA8HF) 7.3526 7.9993 8
Image2 (515) 6.0193 7.9993 8
Image3 (#1) 6.5022 7.9993 8
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Figure 7. Comparison of scatter plots of adjacent pixel correlation before and after encryption of Imagel satellite image
B 7. Imagel D2 E G INERIFHIAEBERE XM HRERI L
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Table 4. Comparison of the correlation coefficients of adjacent pixels before and after encryption of different test satellite
images

3 4. FERINA D EEGMERFRIEME R X R

T B RZE IKFT7 T FEETH Xt F 28 77 19)
JR 0.8074 0.7820 0.7029
Imagel
L 0.0075 0.0022 0.0060
JRE 0.9225 0.9373 0.8980
Image2
15’8 -0.0125 0.0453 0.0099
R 0.8766 0.8638 0.8097
Image3
B 0.0191 0.0126 -0.0063
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Table 5. Encryption time test of the algorithm proposed in this paper under images of different resolutions (unit: seconds)

5. AXEREFR D HREG TR MBI (R4 #)
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512 %512 0.0312 0.0022 0.0535 0.0869 0.0800
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BEARE T SBEAT TR LE
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Table 6. Comparison of time consumption for processing 512 x 512 images by different encryption algorithms (unit: seconds)
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