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Abstract

As cyber attacks grow increasingly composite and defense devices remain fragmented into isolated
silos, how to achieve intelligent analysis and dynamic response of cybersecurity threats based on
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multi-source heterogeneous data has become a core issue in situational awareness and active defense.
Multi-source security data is highly heterogeneous in origin, structure, and quality; its redundancy,
false positives, and label scarcity set a hard upper bound on any fusion or detection model. Around
the sense-identify-respond loop, D-S evidence theory and fuzzy/Bayesian reasoning remain the dom-
inant paradigms for fusing incomplete and uncertain evidence, while machine learning and knowledge
graphs progressively contribute data-driven detection and semantic attribution. Event grading, au-
tomated mitigation, access control, and platform-centric collaboration form the dynamic response
chain. Yet the current framework’s trustworthy deployment is constrained by four challenges: data-
quality governance, model interpretability, false-positive misinjury in automated response, and ad-
versarial robustness. In the future, efforts should shift from pursuing higher automation rates to
achieving verifiable credibility.
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