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Abstract

Phishing refers to the behavior of attacking end-users through computer technology and taking

DOI: 10.12677/ap.2021.114109


http://www.hanspub.org/journal/ap
https://doi.org/10.12677/ap.2021.114109
https://doi.org/10.12677/ap.2021.114109
http://www.hanspub.org

S g
i 35

advantage of human psychological weaknesses. Investigating what shapes phishing susceptibility
can improve the level of network security and reduce the damage of phishing. From the perspec-
tive of psychology, this paper summarized the influential factors of phishing from three levels: the
individual level, the email level and the system level. Meanwhile the dynamic processes of the link
of those factors are also explored. At the individual level, people with high score in some specific
individual are easier to be attached by phishing, but acquired knowledge and accumulated expe-
rience can reduce the risk of getting phished. At the email level, identity camouflage and context
setting can make use of users’ psychological weaknesses, and thus directly affect the possibility to
respond to phishing email. At the system level, system features affect users’ trust in automation
security and reliability, which in turn affects phishing risk. Future research could be focused on
three aspects: first, to refine the comprehensive influence of different personalities on overall
phishing susceptibility and to establish the susceptibility model; second, to qualify the influence of
email characteristics on users’ the dynamic decision-making process; third, to establish a protec-
tive system based on the comprehensive impact of individual traits, email characteristics and sys-
tem features.
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1. 5|15

I 28 44 #11 (phishing) & 48 FI| F T SEHLEARFI N K103 55 5 515 P AL 2645 B0 4 ik 5 1E 4T 5 B0
4E4T J9(Aaron, 2019).  “phishing” £ 1996 EH ERAEH, &2 “fishing” Al “homophone” [1)45& 44,
KOs B Rl s S, FroUH “Ph” UK “F7 , BEONIRE “B7 BIHMMER . B TR A
&, MegfmiEFRAGES, HEYI5IERPMANERETAZHER, WREE. Java #ERG
. RS FRIRH 2 A B R 515, 0 S50 B (0, 2017), 1H2 MRk sh 2
H AT = G T R (9, 2012). S ot Fofs 8] 7 SE B s e T2 00, (HEKZ
Bt SR ST R R BRI B IT, M2 1 A TR D AL B Bt 3 i OB R 3. BRI, RSO
HEMABK, RIS, WAME SRR G = AN J5 TR 2 s R 2,
R IR PR IMCL B, A5 B 5 S0 T AR 7 ) I A0 I 4 22 A4 HH AL

2. MR E =

MNHIFER, MSP IR R 2O =0 — 2 AR NS S i 2 #F
HRAH AR, X050 EZ MRS A ERAE M ARG . A AR IR 5 2
AR HE AR R SEAF AL A0 T2 7 KB (R AT, 3K 5208 R ARE BN Tl fe. =R A RS
A AR 0 7 WAt A RE I R ST AT DAAS B AT TSE S th R m B S A, 305 T 8 Je AL M 1 i
PRIE, FRATTRE AN BT 2R 8 =5 T X 190 465 4 #8018 2[R 3R 203 EA T i

2.1 MEEE
IR B TR WA T I P IRVERS, — S P 2RSS A B AR E B2, pro g B R
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AL “ZHE BN o AT ERNMEZERHRZEHE: Atk (Halevi, Lewis, & Memon, 2013), %R
216 (Downs, Holbrook, & Cranor, 2007). {={E{#i = (Alseadoon, Othman, & Chan, 2015). X &7 (Moody,
Galletta, & Dunn, 2017)F1 XU B %1 (Wright, Chakraborty, Basoglu, & Marett, 2010)+ A %10 L7 = (Vishwanath,
2015)%%,

2.1.1. AF&

KNSR W2tk 72 e FH I AR RRAE, TORIN R 5 M 8 0 AR AN FIFEE A oG . BN
PRI BT DAIE [ F0000 F P )4 0 5 Bk o BN A3 m R TR 2 I S B 1T, H ) 4 £ i
K58 715 2 (Modic & Lea, 2011). FFBCPEAS 73 = BB ik 2 A6 2 B8 2 B () oK 1] &2 4 £ IR 44 (Alseadoon et al.,
2015), FFRCPEEE E 0 2ot T 2 b s T B B IR A B 4, (EPE S e B bR R IAH DG 45 R (Halevi et al.,
2013). TAMETPE TTAT ORI #H 22 J0T 7E TOUI X 285 4 0 5 JB ik B AFAEAS — B S SR . AMBIPEAR 2> i AR TE
HEAZ BHEAA T 22 4 AT G R0 5B 9T E A (Halevi et al., 2013), 5 22 4[] 5 44 1 5 44 (Alseadoon et al., 2015),
EARHRE T D2 YREJi(Modic & Lea, 2011). ST CARREE 515 53 i B BEARTE IR 43 2845 55 h R 3
B4 (Welk et al., 2015), {EARAT]H 23 5 2 1 i By fa A . Weirich %5 A (2001) I\ 5T O e AN A 22 I
BOBGE SR, PRACIEI EAGHESR KA. BN, STAECom MR SR BB, A B AR 1S
it i B BRI 2R (Vishwanath, 2015), 128 AN E PR AMA B T B0 3 3 B0 i 44 b 44 1)
RE 7% (Weirich & Sasse, 2001).  AMEHEFXF T - B0 £ £ BB 14 B8 77 (52 i vl e 5 A B RNR 256 BY
HAWASBE R KA AR, Rk, Wi e X ek £ R I T 5.

2.12. WIREW

W 2% 4 AT 7T i K B ARSI A4 THENEIR AR W22 5R. WKL, ML IRTER
RAZIGSE . Downs %5 A\ (2007) A& I HI1TE P 45 £ f1 78 SR R X 286 4 e IR W2 35 FRAEG, AAT T B8 20 s 4
R, NS ANFAEA S B . R0 — MR, TR Mg R B R A, R RN 2
F & AR > A R R, A& D NI AE RN 56 2 55 W P 28 DX v S A AN 4 I A R B o
L FH P8 52 21 B4 o 7 i 28 2% AT PRI I 285 4 £ XU (Allseadoon et al., 2015) . Vishwanath %% A (2015) & 31
FR B 22 fE MR MR AL A 25 (Ve ORIV A, E s gl i sk . B AEvdh, IRZRHEHE L4
MK, A T HEMEIRVETIE ABEBTE . FITA G50 23 A5 B 7 B 20 4 8 o5 3 17 S 2 10 0 3 75 7 XU
LI NN R 2 56 T DAAE Dy 2R E 9 265 42 0 JRURG: 1) 2 B2 T T B o

2.13. f&fF

EHF RS IES T, BEMR e T AT A EZ B G O S0R0E, RS2 TR 2%
) —FhCo PR 25 (Gefen, Karahanna, & Straub, 2003). 2% 5 FHAS At N\ B4 T 1 58 K i ks XU, 3 s £ 1
LWt 43 F3E 52 (Wang, Herath, Chen, Vishwanath, & Rao, 2012). Welk £ A\ (2015)HF 51 45 5% B 25 5 A
B AN BT U0 RIS N At A i 1) B A iR A 2 RS FE SIS, X R B d i . (HR, (SRR
IOR) 245 6 1 XIS PR 5 ) 2 52 800 LA 2% A (D2 0, 451 a6 R 20 56 S A2 A B Ry T {5 R 45

2.1.4. KBREA

IR TSR A A 6T T A0 8 3 00 IR 160 R RO, I SR ] b 55 IR £ L 00 4] B R 32 W00 32 )
BE 51 AL UG B 54T . Moody 55 A (2017) A B IV 55 4 4 SN T A APl BE /b i el P S E 42,
N2 2 4 AR 350/ N R A 0] 524 # S PF AOME3 BE v Wiright 25 A (2014) I 585 17 DX e R g SV A
AT RSN, AERA R BRSNS VR AT A R R &, AR AN AT RE B TR ok H R Bl 5t
0 £ VR RS B R 52 B oA AR 5, 5 R 2 06 RO R
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2.15. WA TSR

RN T 7 B, R0 Kk U (Heuristic-Systematic Model, faiFx HSMYH#iA &1 n T.05 304>
NARGAME RN RGN TRIET S &G Rl MLR, HMiEEREMERemn s BK
LR A R RIEASH, BT KREREMEIERM S e 7. BRAZ “BR/MARIS R
W7 F8 T, A T 98 R B IR R N R4 R SR B [E] (Grriffin, Neuwirth, Giese, & Dunwoody, 2002).
Vishwanath (2015) & 8l 5 i k& s TR EL, R G 20m TRl D m & 2 . 3t— 2Rk
SIS 2w L SR 47 W L e T L7 /R I i Sl a W i 1 B R RV P o
(Vishwanath, Harrison, & Ng, 2018). A W, A0 T 5 22 2 mi i 45 2 s X I 22 R R, R L
AN S AT IR BEIN AR IR, AT 25 BUAS B 0or &, 308 B LRI S 5 R I

g BT, AMRZE SR RN W % A R (LN R . AR . AR URHIER A, s L0y =
G CAIE X A B f S B AT A R . (AR RR, XUER R I AR s s e W 4y, (R E
IR E AL G H B RN HAEH . RIE B EE X SRR I RIUBE T, 08 MAERE I i 52
W FE P e RIS A R S W, F 0 P R TP T SRS [ 1 N o ) 2 ) 2 1503 B 0 e 22 4 XU

22. [REEEAR

BT MARZE S LAAE, BB PN 2R B R S X 4 Y I BB R B B a3 R N O B 55 R O
BE—MIEEL, W AIR . AR SHEIRR S T BS (D, BT, 2014). SRR E RN HE W
7 REFE: D3R N & (Jagatic, Johnson, Jakobsson, & Menczer, 2007). #sHfefd: AHH<15 B (Flores,
Holm, Nohlberg, & Ekstedt, 2014). & & 2R HL(Vishwanath et al., 2011)% .

221 REAG R AE

BEONRAE NBGRE B NP2 e 4alk . A Bk NS . Jagatic 25 \(2007) R EIHIRE £ &
ok B IR . AEF DN S ST BRI N R IE R, 8 IR 2R IE N BEBE. Holm %5
N (2014) 53 I A2 BEAN 22 4 O R 48 SUER R AT, 45 3R I 22 B0 4 U B Fe I Aof [ A2 M e
WhINT 22.1%. (B2 WA RKIA—BHISE 5, Wright 25 A (2014) 5 31K B FIE 324 R F031738 1) 424 #2015 14
PRI 2% W35 220 o AEBIT 3 T T AR 9 R IR v X R A N B DRt ] DA AR % A B A PR R D 26
Nicholson 25(2017) s se B Fp R A N RESS « HBAG HuhE S E], SRR AB o7 &, 45 R AR I mE =
M IR IR AR, AT, RAEN G m M y ta  E B R R, (HR M N BUS IS
By R A R — R I AT

FERE A2 S B 1 B DI R 3R 22— B iR b B e A R H B R (1R - 103.45.3.79) IS i 4%
(%: www.Tabao.com), SCFEEFE L FREBARMEE ZE R, MMM, FERII%E . Moody
5N (2017 ) A B SC - B HE R R F A T 2 S 3 v T B - R R B R ) ) 2 AR AR N Sl T
B AR B R, H H AT S AR D

222 WHEAHEXER

A NARSRAE BRIV E IR N AL IS AR mIE R TR E R KRS E RS AN
ek N RAE B AT AR b NI, (R (gl ik (Bl B2 R AF 255K . Holm 25 A (2014) R B =i indie i Nk 44 Bir
R ARREMRAT )G, P I BRI N T 22.1%. Bullee %5 A (2017) & Bt SR i (B R 1
LA ) HoA% G2 R (ORI AR W) B D 2 3 v 17 1,693 % . Wrright 45 A (2014) BT 76 B R BRI AT ELIE L
AT HIERPEAR L, B A T B B B RS R T 2.6 i, VEE VNI A A E BT LU
AP FISRARL T 3 A s R DR D3
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223 BEEEXR

JUARFE 228 A M T TS AT 55 1 28 BSEIN PR RISOR Mok FH 0o 355 s (Vishwanath et al., 2011). %
BN ) S M AT 2 15 2 P ol B LR 7 2

RO\ BT B FiE AU E SE B, G REIEE BB SR RS . Wright 25 A (2014) K ILEE K
7. R [E] R A Bl A ) SR A R BRR D) #5319 % - Wang 55 A\ (2012) W\ 9t 55 B 4 2 1 23 RN X
PRI, WpE) St H P ), EF P R s g, DR IRE IR B AR S ) R I
BOHRR WO BB TS 4 SO, FEan Bl Meav s ZER A Ba G N, AITE RS AR
TR YRAR e 5 (Dambacher & Hiibner, 2015).

WE MM TEAH R R S 7 6, Wg FH P 3=, S H P 05 S8 S 34 Wi (Vishwanath
etal., 2011). Goel &5 A (2017) [ # ik A 1& \ BB s, 45 R o 5 BB A MR B AT AHEL, 1
W ZAE S SUDAL &R A ipad, SRR AT RFR WA . Harrison %5 A (2016) &% 38 2l £ i 3 A 11
BRI RRE BEE R, (HRERHUOYIRFOR — A “TREAL S B 2% 44 8 XU B

i bR, TEER S R R D B N R, Mo I AR A Y S O R
O TR PR I ESORB N SR BT hig DR AT 6 S5 S NS s USSP RAE FETT R GEAIE 7E,  LLIA B =B 4
REJIHI H .

2.3. RAGHER

F G AE A 0 A KL M Y B 2 A & (Chancey, Bliss, Proaps, & Madhavan, 2015), M A 1R % K80 T
B B AR 2 By 0 XU, (HR A N R X B T B I (Alsharnouby, Alaca, & Chiasson, 2015), FfH
FH P4 W8 M4 4k 282 330 U6 £ % X 7T (Egelman, Cranor, & Hong, 2008). [RIMAF 5T 2 T8 % s A 22 SE R iE f
BEvE R4 e, At TR AR SR 5 P 1% RGO B O, BARTE R 4840 f 4T b R 48 m]
VAR AU D, BANIAE BRI SCER T E N EZE 25, o WLARHE LSS : nT %21 (Chen, Mishler, Hu,
Li, & Proctor, 2018), /&1#(Chen etal., 2018), #%ti%& P (Ramesh, Selvakumar, & Venugopal, 2017)%%.

231 RGATEM

AIEEVE R RGTE— B I [A] [X (8] Y SE R — 8 THRE I 6 1 (Barlow, 1984), & RAUEATIE R EEAY, w4
PER = FH 70 RG4S AR /K PR = (Chavaillaz, Wastell, & Sauer, 2016). BFF RN, 4 P RKBLRS ™4
S 5 UL B R I £ PRARAS /R /K P (de Vries, Midden, & Bouwhuis, 2003), X i 5t 2 5 AT 4% 2
(Chancey, Bliss, Yamani, & Handley, 2017). Hillesheim 1 Rusnock (2016)%% A % B 7] 55 11 7K - il 5%
RO o FEAEFHIBE RGN, WA RN SEE 2 P RIS AT, Chen 5 A (2018) A& I AT 5 14k
s, BRI RS AT, AR RGO TR, AT IE AR R

232. ARG R iR

X KRG MEAEZ BN AR R, G 5 vt A 14 A0 L S (Sharples et al., 2007; Spain & Bliss,
2008). TEM LML, TEBRA T, #iR00 RGUIRHRA MmN, (ERAE 5 E 18 MR BRI,
Yt SO A AT SEME R IE I YEF (Chen et al., 2018). it RGt R BE RS EMEE RS, H2WMNRS
W M e e R TR B

2.33. RGIEAE

FRGUE W] 2 S X 2 £ U o AT T 3 W BRI R G AR AT 5 AT LAS i o 2R 4 1) S A PR
fEHE/K¥-(Ramesh et al., 2017). Ramesh % AJFK T BT R, S S di bRy, S5 R
FRACAIR B T 4, 5 B LU DA B AL O AR 12k o AP 9 45 SRR IR S (R M A2 2R 40 4 T PO A AT A e T LA By
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FI P BRAE RGO, SEmxt i R G EAEKCT, I BEAN BB BURIBEAR . Chou %5(2004) 1 A i/ 4
B, AP 0 B R R I 2 R R 4 S R R RO Rt URL, [ R 344 55 — R AR B g R, 3
B 0

ik, RGTEENE. ST ANE W 2 e P ) R G (RS2 RS 28RS, Rl iRt
R GRS AT R T2 B R 25 o H AR — QU A AT T D, SR R S S A
AT AA B TR BRI RS, SR NS RGUMERESE, PRI RS, 3 2% 2 2tk

2.4. Mg ELER T I RRE

B 1577 TR IR 2 B S DR 3 2 A, o5 DR 3R RIS o B TS Rt AR AT 9 38 R IR L R
W) 8% 4 e R AL S A Al P AL BE A R AR Sh A I R R ST B AR A, b O R ) B R Dy
Vishwanat %5 A {5415 80 TALR(2011) A1 Harrison /M40 T i AR &Y (Harrison et al., 2016).

Vishwanath F#E&15 BEAANE 1 Fs. AT SRR . B AFERE . FIHRE IS S5 AR 22 7 T i
Aab TR IS AP T )00 B [0, 3K AT ) 2 5 M0 o FHIS AP % G 3 PR A T S ey 2 P 23 B 0D L, e 2B R IRl &
TR GiRKIL, BEAERIRT LTI 46% 11 (01524708, 5 N2 RS A7 i 2 52 M Xof IR A 76 3R ROV E 3 )
AYHC, IXPPE R 4O 25 2 5 S S T I T B S I 45 A B I . PR B R R AR R RS
BRI AT Ny, TGS A RN S TR I E R B EAT A, I DA 22 57t 2 B MR 4 #8 S APF F)
EN ki s X 45 44 B AT N .

..............................................................................

gk pAE ARk paliifEe XSG
KIER W TR R

---------------------------------------

HIRA 5 AT A

WA 47 4

FL A B
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Figure 1. Vishwanath’s (2011) integrated information processing model of phishing
susceptibility
1. Vishwanath (2011)#9$9 & 5 BB S E 2N TER

Harrison % A (2016) A9 BBAFRFAE S AN 22 57 2 R0 P (R0 Tl ARt T 5 i o 46 44 0 5 SV
AR MR AR AN 2 From o AR AR U0 AR PR AR SR AR A 5 B R 2 2 M e 4 £
(I T AREE, i HLEAJ PR 2 B0 R 19X 2% 249 82 R0 R 2 T BSOS A1 o T F) P G i o 1 (R S 1Pl o
LR X 25 B 0 5y SR o WIF T4 RAIESIE T M0 56 M0 1 2% SRR =R B AR Rt S S AN K- 5 v
AT 2 S A BEAT IR 2 RN M PR I 2 AT s BRORAN[F) d AR I 2 R A B[] < 22 e, (HE
W CIRBUR —AMHRERIIPL S IBGRTE 2 R R A AR, R, SRR BRI R IE 2 L R
M [0 2% 4 #8150

DOI: 10.12677/ap.2021.114109 973 o3 2


https://doi.org/10.12677/ap.2021.114109

bui
b

C&g

IS AR ALE

T /A2 B

Tf

T

B IgES
RS Ak n L

E
AT \\\‘ ‘ :
//, RESLIER T S0

AN
EREpsipal

Figure 2. Harrison’s (2016) individual processing model of phishing email
[&] 2. Harrison (2016) 8954 & BB 4N i Tid F24= 8

EIRAS TR O AL R A S AR RE SR T 2% B OB e AT DA O AR R s 8t S ke, (HLZ
M AN Herr Vishwanath R1RE & 45 000 TALRDE IR 1R A AR AR 8 2 Aok, O SEARREXT B AN A e
RUESMEENE; 1 Harrison B9/ MAIN T FEARGE B 25 T MBAHRFAERIREM, DO SR R ARG 56
PRI 3R 2 S WAL RN et A T 500 O 5% 4% 0 5 v o (B B R 3 A 25 DRI R AR SE R Y e (9 4
POE, BRI TCT T — A B 3 A AR AL I e 25 N 26 B £ 5 AR e ERE AR AL, IR TG T R an (T i 25 R 3
PUEE SEEUA R T, BT BLJE St SR A 25 BRR HOAE Y U B A RSB & H A

M 2 By g o BEIN TR T DR Y, AR SR BB REEAS 2 SR T4 s AR i in ot 7R, A
I 2 om0 [0 AT . HI R RNRZR 06 15 46 N P2 S50 BB ) A APFARF A 1 S0P R e 3R [ 4
N TR AR S0 R AT, B LUE ST PP B E E R R B e, B E R R
[AIHREE (I Bh AL AR

3. M ERE
3.1. INg

R EpTd, WA — R IRTET B, RN B DB RO AT VRS . A SOAMAE, P
AL =R S5 MR MR R, IR 2 77 IR R RS sh A e . MEZE T A& B
AP MBI RE ST, B AR L AT AT 9 S50 T2 4 26 XU, BT A AS [ AR N i
2%z A 2 AT A B P P RE 22 4 XU o Ui BRI AR SR P S B 2 SO, sk
REERE, FAE T SRR, T LA ) RGBS AR R AR B B R A 0 A 20T 3
RGURHE 2 M 0 R G R B R FEAE AR KT, TR P 5 R SR UM E AN R 28 XSz o e A
ARG EHR T EEE, RO RS R AR AN S B A DI B o BR 1T T R R 2 R 2% 2
5y e, IR A EAE R a2 ATy AMARZE AR 2 SE FAE R I ki Tl e, 3t
T S0 £ Ji R SRAT 9, T DA ST P BOAN B S s DR B AR Y, B R TR 3R S T BB 46 1Y)
EIFSUR

32. RE

RUEM N G T T A R I TT 1, T A I 2% A s B T R R TR S5, ARSR AT ST T A EA
T TTHRETT
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Pz, AR FUE A P8 AR I AE EAE T o BT LA S T8 TR AN AR 5% DR 32068 190 2% 2 i XU ) L A4 52
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