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Abstract

In view of the current situation that cyber attacks pose a serious threat to the safe operation of
power systems, this paper analyzes the quantitative risk assessment of cyber-physical power sys-
tems for cyber attacks. Based on the typical power outages caused by cyber attacks, the sources of
risk and the mechanisms of risk propagation within cyber-physical power systems is elucidated.
Then, compared with traditional information systems and power systems, the distinctive character-
istics of risk quantification assessment for cyber-physical power systems are discussed. Further-
more, based on nodal risk probability, risk propagation probability, and physical quantity loss,
the quantitative risk calculation methods for power systems is summarized. Finally, facing the
development direction of network attacks, suggestions and prospects for future research are pro-
posed.
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Table 1. Typical events of blackout accidents caused by information system risks

* 1 ERAGRESHBENEHHREN
HF FRARGNAK
2003 oK A5 AL A REMIT SRR EAPRSEEL. [4]
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TR EMS R 4E, 2 A& HTLERAR FiL 3t A 92 11 55 45 R AL

2018 RS AT B B 1R R SRR ). (6]
2019 4 MK BE KB H SRS ROR 2 R St (7]
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BZ B EE R XS R s i R AF RIR S G R R iR T, B ER
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Figure 1. The structure figure of cyber physical power systems
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Figure 2. Characteristic analysis of risk quantification assessment of cyber physical power sys-
tems
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FORAE B Me 59V S 2 4B Mt . SCHR[29]A 82 1 EFL LT ) CPS MBS 4R brfk 5, HAEFRAS KB T AL o
FEHIE TN BTG A0 EEHE DY G SCER[30] U4 L W 0 Gk T BRLIX — AR 55
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JEE BN IR B AN 27 30 J 75 I8 8] BEAT Ak o SCHR[B917E I IR Bty il D 2 b 25 58 17 i 3 S iR R o 4
BRRE AR B P AL TR R

3.3 TREREABEL

R4t i1 ) R GEI RS TG 25 FE AR B O R EAR R BUR I RSk, — AR5 R I Bl et
WEFEH R R AR, A MV R R BAA B, 3028 R RS AE R ST (A% 4 -

MAEHJ) CPS ARG, BN GO B AL, B I s R BOF A RE B HIE i BB Bk,
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— B B AR AE T R AR o RURS £ 5 A IR A% AR (1 S A O T X 9 s R G OR R A, 2R Ty
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3.3.1. EEHE

SCHR[A0]5E SC T BEAN TS RURl BT Sk S 1 M 20 AR A A1 R5ORT o] BT — 15 R PR R U 3 DA A5 I M
JE B R R AL RS AE HL ) CPS A 38 o SCHR[4 1156 T B 3 k0T T 1 A PR 52 i RO 236 (5 T35 1 A8 il
B AU ER), A USRS KA AR B R I B R G SR A 3R A o LSRR AR FE PRI T R AN 2 45
SEWIE, T2 AR RORAS S E A THE, 8O S HE USRS R A FE R U, PR XURIR
A AT HE A RS AL FR I AR

IRFBIRAS B HEIE, Ba /R A RAA (Hidden Markov Model, HMM) [42] [43]H 52— I & 48X
AL R T, HAE R R G RGBUIRES 2 90 7 TR 3, 8 T T Boae ks il 1) W9 2% R Gt 22 4Pt .
—ANSEE HHM EEAHE 5 BUTE, b RE T RES S, WIFERE V, RSB A, WLH FE
B FIVIAAIRASFERE po JETHILARASFERE p FURSHFLFERE AL WIAERE B B AT 3R15 XU A4 5 i FE ok
AR RS T R) RAIMER, AR U T [44]

Py (i + J) = poi+j,klﬁ A—l,l (4)

=i+l

A pv AL Bivjx 2 HUNPTEEIRSFEFE p AUIRSHBIERE A WIAERE B H TR,

332 BHEE

Tt AR AN UL S8 X 2% 2 LU 5 3L A PR S BT 3 B 1 s () U A R (0 70 . 2 T R BR AR 10
TR LA T L, e ] R 10— Ay AR R XU A iR I R 7 1 Tt A2 10 U FRAR[45]-[47]

FE DU 407 R0 2% (¥ 25 11 D5 95 [48] [A91 M 17 407 R 2% B AL AR BN R A5 AN R R QIR B AL 3, L
A EVEHERLRE ), REWS LUBHE b AL R 2% XU ME R [50] o AEAF R AT RURER 2 )5, 5
SFATFBERRRALY IR R R, RO IR SRR NG IR [51]. RMARIEREAR R 1
FEARETT RS2 2 EU T TREPE, 1Z A MR S5 PREST RO RO R A R [52] 0 B MIRAE T A
PRI LRSS T T RS AT R SRR 2B T M e e 2 ik 22 4 RIER A5 T RERE M
BRI SEIOARES, TP DLt 307 o 255 20 5 V538 AT DARE — 28 T SR PPAl 2 Ui iR 1) 2% R 1 1) 22 4 X
W, BRIMER[53]. BEi, JT DU R 25 i Bt (5 3208 ] DASEBRUS: R Bh a1 A4 [54]
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5 RE I A G I 5 S T PRI G, B e e N AR AW R R, TR AE S e R
Tt B R PR A R 20 T«

P2 b AR T Te B AR R CRA SR AIBENLYE,  HT 225 I e Bl AT B, A DU P s it
Gt R, B H AT S B S R R P R EEGR N T2 T, R 2 2% AFEAT 7
BOMITEIAL, PIREAFAETH SRR A IR i T Al AT K P S B ATR,  H07) CPS XU O HER P-4t K

DOI: 10.12677/app.2024.149067 636 N Py


https://doi.org/10.12677/app.2024.149067

B %

T RS FERA LS R0 57 B 2 e, @7 BSR40 %) i ) CPS I8 ATIRAS, 2 T8 w7t

B, aia NLREATNERRIMEBERIZITEE /1, SR G A WX 25 BGh i3, 3R IR
WS A% FEARFALE o
E&WH

HLFE B H B4k B A R A BRI H (SA23 i ERYg); MU AR FE ST LT H
(2024NSFSC0493) .
SEEk
[1] Yu, X. and Xue, Y. (2016) Smart Grids: A Cyber-Physical Systems Perspective. Proceedings of the IEEE, 104, 1058-

[2]

(3]

(4]
(5]

(6]

(7]
(8]
(9]

[10]
[11]

[12]

[13]
[14]

[15]
[16]

[17]
[18]

[19]
[20]

[21]

1070. https://doi.org/10.1109/jproc.2015.2503119

sKIE, WRRET, TH, S5 B B E R G AT R S A AR AL TE[D]. HE T AE AR, 2024, 52(4): 1205-
1218.

TR, 8, H28, % BiE B RS W% W5 B 5 sl (—) 25 514 0], B RGE sk,
2019, 43(9): 9-21.

Hmag, SHVLR, #hpiieE. 2003 4 E bR TE USRS H L, 2004, 28(3): 1-4, 9.

B, PNEEE, SRINEE, 25 meE MR RS O R B e BUIR F S [0]. Rk S TRE, 2015, 35(1):
181-185, 192.

PR, EHR, ToE, % MY w2 EREGERRRERASS TN B RS E3h1ME, 2016, 40(5):
145-147.

W, BRE, PVE, & MRIEE N B RSE B2 e R g ]. Bl 5{ER, 2017, 54(23): 68-74.

iR Vg, BETN, BXEH, ZF. ZE P ERRLORE BE R K T T FE R 22 4 (D). H 1 5 RE IR, 2019, 40(6): 674-677.

National Institute for Standards and Technology (NIST) (2010) Guidelines for Smart Grid Cyber Security: Vol. 3, Sup-
portive Analyses and References: NISTIR 7628.

Rawat, D.B. and Bajracharya, C. (2015). Cyber Security for Smart Grid Systems: Status, Challenges and Perspectives.
SoutheastCon 2015, Fort Lauderdale, 9-12 April 2015, 1-6. https://doi.org/10.1109/secon.2015.7132891

B EY, 05, FROUHT, & BEEHE K E EYIERELS B RS e AR s 2 e NS PEAE (9], P E E L AR
2£4%, 2016, 36(6): 1500-1508, 1763.

Deng, S., Zhang, J., Wu, D., He, Y., Xie, X. and Wu, X. (2023) A Quantitative Risk Assessment Model for Distribution
Cyber-Physical System under Cyberattack. IEEE Transactions on Industrial Informatics, 19, 2899-2908.
https://doi.org/10.1109/tii.2022.3169456

Lachkov, P., Tawalbeh, L. and Bhatt, S. (2022) Vulnerability Assessment for Applications Security through Penetration
Simulation and Testing. Journal of Web Engineering, 21, 2187-2208. https://doi.org/10.13052/jwe1540-9589.2178

Kumar, D., et al. (2019) All Things Considered: An Analysis of 10T Devices on Home Networks. Proceedings of the
28th USENIX Conference on Security Symposium, 14-16 August 2019, Santa Clara, 1169-1185.

A, FOEEK, TR, T BERE RS KSR RESE[]. THREAL LR 5 AL, 2016, 38(9): 1803-1811.
Bk, E35, B, & vh R T fE K 22 28 2 ) RS RT AL k] 0 IR HOR, 2022, 41(3):
14-21.

ETUHE, I, TR, S R T BRI 0 P 25 BT AL o A VR ). TEEHLAA R, 2010, 33(9): 1748-1762.
Mell, P., Scarfone, K. and Romanosky, S. (2006) Common Vulnerability Scoring System. IEEE Security and Privacy
Magazine, 4, 85-89. https://doi.org/10.1109/msp.2006.145

Poolsappasit, N., Dewri, R. and Ray, I. (2012) Dynamic Security Risk Management Using Bayesian Attack Graphs.
IEEE Transactions on Dependable and Secure Computing, 9, 61-74. https://doi.org/10.1109/tdsc.2011.34

Abraham, S. and Nair, S. (2015) A Predictive Framework for Cyber Security Analytics Using Attack Graphs. Interna-
tional journal of Computer Networks & Communications, 7, 1-17. https://doi.org/10.5121/ijcnc.2015.7101

RN, LB, KO, . BRI 4 B D B IS B EE R GRS = AL TTEAN D], BT R E Bk, 2019,
43(21): 12-22, 33.

DOI: 10.12677/app.2024.149067 637 N


https://doi.org/10.12677/app.2024.149067
https://doi.org/10.1109/jproc.2015.2503119
https://doi.org/10.1109/secon.2015.7132891
https://doi.org/10.1109/tii.2022.3169456
https://doi.org/10.13052/jwe1540-9589.2178
https://doi.org/10.1109/msp.2006.145
https://doi.org/10.1109/tdsc.2011.34
https://doi.org/10.5121/ijcnc.2015.7101

K 4%

[22]
[23]
[24]

[25]
[26]

[27]

[28]

[29]
(30]

[31]

[32]

[33]

[34]
[35]

[36]
[37]
[38]
[39]
[40]
[41]

[42]
[43]

[44]
[45]
[46]
[47]
(48]

[49]

Hou, D., Sun, Y., Jin, H., Du, X., He, Y. and Zhou, W. (2022). Risk Assessment Method of Distribution CPS Based on
Entropy Weight Fuzzy Analytic Hierarchy Process. 2022 Power System and Green Energy Conference (PSGEC), Shang-
hai, 25-27 August 2022, 620-625. https://doi.org/10.1109/psgec54663.2022.9881081

JA5E, R, MR, 5. EE RGN E S IP BT 5T 0], 1845 4K, 2009, 30(2): 71-76.

BT, TEE, kM, 55 SEFHEREGN TOPSIS MEBLHM CPS RS MEIFGE[]. Al KM (A
SRBIEAAR), 2023, 50(1): 56-66, 131.

[k BT, XL, 3T H AT -2 B8 (1) B P 22 42 IR PEAG [J]. B HR, 2020, 44(11): 4302-4309.

FERE, BEZFY, EOAEE, A& W R O S B I A R 4% XU AL PR [D]. HR D R G IR SR, 2023,
51(11): 64-76.

Wi, AT, 25, % &£F D-S iEHHEHE) Tl EH REME B L EREEEI]. EAR T R
(ESRFLR), 2014, 40(4): 500-505.

WIENI, T, BE, 5 5T D-AHP f TOPSIS [k B il R 4115 B2 & XA [I]. #%H)5 ¥e3k, 2019,
34(11): 2445-2451.

s, E0R, K, S BRI L 24 RS TE ARk R R e R[], S, 2025, 57(8): 130-137
Bl SR, N, 55 EFENBEIEE R RS2 RIS 7 0], THEAURNE, 2019, 46(22): 428-
432.

FHEE, /AR, BTN, A Autoencoder J7iAMEE ) RGNS A MR BIARD]. PRBA Toll K22 244R, 2023,
45(4): 366-370.

B, Mk, RV, 5 BTl SR T B 48 22 4 RS VA k0] T 515 B4, 2013, 35(11):
2630-2636.

XMz, kR, B B HMM 256 10 422 4 U Pl 7 VAR 7031 A5 PRS2 B 4 (1 A8 BH#AR), 2015,
28(1): 146-150.

A, BN, JEIRENES W4 AR RS S AL PP 7 L FE (3], THEPL B, 2018, 35(4): 408-411, 466.

TRk, XIEE, XIWH, & —FETIEME 4G ML @ & RIS 7k []. THEHL TS, 2021, 47(3): 139-
146, 154.

FALE, BN TS RN B G B RS RA NS T[], B RS AL, 2016, 40(17): 99-
105.

Qin, H., Weng, J.M,, Liu, D., et al. (2021) Risk Assessment and Defense Resource Allocation of Cyber-Physical Distri-
bution System Under Denial of Service Attack. CSEE Journal of Power and Energy Systems.

Zhang, Z., Huang, S., Chen, Y., Li, B. and Mei, S. (2022) Diversified Software Deployment for Long-Term Risk Miti-
gation in Cyber-Physical Power Systems. IEEE Transactions on Power Systems, 37, 377-387.
https://doi.org/10.1109/tpwrs.2021.3086681

OO, B, 2R BT EEEENEEYHE RGE B2 a7k 0]. tHENUN L, 2016, 36(1): 203-206.

AR, Gk, XIE, A ST AR REVR LI 5 B EERL & R GRS R L d i ). e S,
2019, 28(4): 139-147.

WG, T—, K27, % ETREKAEREREIEEMERGREAAF D] RS HE3IM, 2021,
45(15): 1-10.

WRRT, VRIEZE, skepak, &5 STl i 2% 22 2 KU P8 595 ] THAEDLEEE, 2010, 37(9): 94-96.

), EEE, HKTEH, A A S B R AT AR A F I 2% 22 A PRAG ). A RUHI HLUK 22 4R, 2010, 33(6):
121-124.

BN, WIS, B, & BT EEE WM E S CPS 4 RS PPE[J]. = [ B 7, 2019, 52(1): 48-56.

DAL, FlfE FET ZH BRI M 2% 22 4 KR PP TR [D]. {5 HR, 2007, 40(11): 283-285.

TRA, EERH, ik, & FET U IR ) N 4 2 AP I E[I]. GEAE 244k, 2007, 28(3): 29-34.

F&75, FINE. HETIEEE R EE B RA NS NG []. BHAEAR S T2, 2023, 23(28): 12175-12181.

THF, Bow, RRE, % ETFEHEE X SCADA RA AN T &EITE AN ARG A,
2020, 44(11): 25-31.

Lyu, X., Ding, Y. and Yang, S. (2020) Bayesian Network Based C2P Risk Assessment for Cyber-Physical Systems.
IEEE Access, 8, 88506-88517. https://doi.org/10.1109/access.2020.2993614

DOI: 10.12677/app.2024.149067 638 N ) R


https://doi.org/10.12677/app.2024.149067
https://doi.org/10.1109/psgec54663.2022.9881081
https://doi.org/10.1109/tpwrs.2021.3086681
https://doi.org/10.1109/access.2020.2993614

B %

[50]

[51]

[52]

[53]

[54]
[55]
[56]

[57]

[58]

[59]

[60]

[61]

[62]
[63]

[64]

[65]

Wu, C.S,, Xie, W.Q., Ji, Y.X,, et al. (2019) Survey on Network System Security Metrics. Journal on Communications,
40, 14-31.

T3, PBE. TAEEREME RS RS RN NERI P2 HIPABIEI[]. % 5 ik, 2021, 36(8): 1939-
1946.

XIS, FhF3C. BENLIR & KRG IR K ICPS sha8 XU PEAE[I/OL]. I FRg S5 M H: 1-9.
http://kns.cnki.net/kcms/detail/44.1240.tp.20240229.1727.012.html, 2024-07-24.

e, e, PR, & ET TG B A RSP R D]. DU K S 4R (TR R AR), 2016,
48(1): 111-118.

MRS, kB, g, S 5T DU Bl I P4 5 2 AR B[], TRELRLAE, 2023, 50(12): 349-358.
R, A, BT UM B3P EL ) CPS 224 KRS Tl 77 v [3]. 15 BHR, 2020, 44(10): 7-11, 18.

Hu, B., Zhou, C., Tian, Y., Du, X. and Hu, X. (2023) Attack Intention Oriented Dynamic Risk Propagation of Cyberat-
tacks on Cyber-Physical Power Systems. IEEE Transactions on Industrial Informatics, 19, 2453-2462.
https://doi.org/10.1109/tii.2022.3168774

Li, B., Chen, Y., Huang, S., Yao, R., Xia, Y. and Mei, S. (2019) Graphical Evolutionary Game Model of Virus-Based
Intrusion to Power System for Long-Term Cyber-Security Risk Evaluation. IEEE Access, 7, 178605-178617.
https://doi.org/10.1109/access.2019.2958856

FENS A, SREA, KROS5, SRS AU DU AR R B FE AR PR R GRS A Y], R ROR S TR,
2023, 23(14): 6063-6073.

mEIsH, A, kR, & B TR IS CPS W4 KUK A4 3% BB I & 7 i%[]. B RS A3k, 2020,
44(4): 16-23.

dkihin, SEHL STAE, & ETWBIKGFRLAN CPPS HHIHMIEE T S XA []. B RGP %],
2023, 51(5): 164-171.

Cao, G., Gu, W.,, Li, P, Sheng, W., Liu, K., Sun, L., et al. (2020) Operational Risk Evaluation of Active Distribution
Networks Considering Cyber Contingencies. IEEE Transactions on Industrial Informatics, 16, 3849-3861.
https://doi.org/10.1109/tii.2019.2939346

Yan, K., Liu, X., Lu, Y. and Qin, F. (2023) A Cyber-Physical Power System Risk Assessment Model against Cyberat-
tacks. IEEE Systems Journal, 17, 2018-2028. https://doi.org/10.1109/jsyst.2022.3215591

PRSI, XARF, GAEHE, 5. W7 s S A & W g 2 B s R R R TG [I]. T R & A Sk,
2024, 48(12): 89-99.

Ten, C., Yamashita, K., Yang, Z., Vasilakos, A.V. and Ginter, A. (2018) Impact Assessment of Hypothesized Cyberat-

tacks on Interconnected Bulk Power Systems. IEEE Transactions on Smart Grid, 9, 4405-4425.
https://doi.org/10.1109/tsg.2017.2656068

Zeng, R, Cao, Y., Li, Y., Hu, S, Shao, X., Xie, L., et al. (2024) A General Real-Time Cyberattack Risk Assessment
Method for Distribution Network Involving the Influence of Feeder Automation System. IEEE Transactions on Smart
Grid, 15, 2102-2115. https://doi.org/10.1109/tsg.2023.3302287

DOI: 10.12677/app.2024.149067 639 N


https://doi.org/10.12677/app.2024.149067
http://kns.cnki.net/kcms/detail/44.1240.tp.20240229.1727.012.html
https://doi.org/10.1109/tii.2022.3168774
https://doi.org/10.1109/access.2019.2958856
https://doi.org/10.1109/tii.2019.2939346
https://doi.org/10.1109/jsyst.2022.3215591
https://doi.org/10.1109/tsg.2017.2656068
https://doi.org/10.1109/tsg.2023.3302287

	面向网络攻击的电力信息物理系统风险量化评估研究综述
	摘  要
	关键词
	A Review on Quantitative Risk Assessment of Cyber-Physical Power Systems for Cyber Attacks
	Abstract
	Keywords
	1. 引言
	2. 电力信息物理系统风险分析
	2.1. 典型事件分析
	2.2. 风险来源分析
	2.3. 风险跨域传播分析

	3. 电力信息物理系统风险量化评估
	3.1. 电力信息物理系统风险量化评估的特点
	3.2. 单个信息节点失效概率
	3.2.1. 脆弱性
	3.2.2. 威胁性

	3.3. 节点间风险传播量化
	3.3.1. 矩阵方法
	3.3.2. 图方法

	3.3. 物理损失量

	4. 结语
	基金项目
	参考文献

