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Abstract

In an era where digital technology intersects with population aging, deepfake technology is exerting
a subtle yet persistent risk pressure on the elderly population. Highly realistic synthetic audio and
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video have continuously undermined the conventional judgment basis of “seeing is believing” in daily
life, leaving the elderly more vulnerable to situations where truth and falsehood are indistinguishable
in family communication, information identification, and property disposal. This has led to problems
such as psychological distress, financial losses, and voluntary withdrawal from digital life. More alarm-
ingly, such risks are not confined to the individual level; they have gradually evolved into structural
hazards including eroded family trust, elevated social interaction costs, and the marginalization of the
elderly. How to address the genuine security needs of the elderly amid rapid technological advance-
ment and prevent digital development from exacerbating intergenerational inequality has become
an urgent practical issue.
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