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Abstract

With the vigorous development of social economy and science and technology, smart elderly care,
supported by technologies such as the Internet of Things and artificial intelligence, has become an
important strategic direction to address the challenges of population aging. However, precise and con-
venient elderly care services require the collection of various information data, including sensitive
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information of the elderly. Improper collection of sensitive personal information, such as biometric
data, health and medical records, and mobility tracking of the elderly, has raised severe privacy, se-
curity, and compliance risks. The elderly face particular issues during information collection due to
the digital divide, changes in cognitive abilities, and inequalities in the realization of their rights. This
makes non-compliant collection of sensitive information from the elderly likely to cause specific prac-
tical problems, leading to multiple harms such as erosion of trust in the elderly care service system.
Therefore, it is necessary to build a collaborative compliance mechanism involving three parties:
information collectors, regulators, and the elderly. Only under a framework of collaboration among
ethical technology use, comprehensive regulation, and humanistic care can sustainable and healthy
development of smart elderly care be achieved.
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