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Abstract

With the iterative upgrading and widespread application of artificial intelligence-generated con-
tent (AIGC) technology, fraud crimes targeting the elderly population are undergoing a profound
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transformation in their form. Traditional emotional-induction fraud is integrating deeply with ad-
vanced technologies such as deepfake, speech synthesis, and intelligent dialogue, forming a new
form of “digital traps”, which exhibits a qualitative leap in terms of deception, accuracy, and harm.
Based on the review of current case reports on “digital traps” targeting the elderly population, this
paper builds an analytical framework using the “4C mechanism” model, deeply analyzes the gener-
ation logic of fraud risks targeting the elderly population in the AIGC era, and proposes counter-
measures from dimensions such as subject cognition, technology adaptation, ability matching, and
social regulation, to construct a security protection network for the elderly population to resist “dig-
ital traps”.
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Table 1. Risk patterns of “digital traps” for the elderly population under the dimension of trust and pressure
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Figure 1. Four-dimensional analytical framework of “subjective cognition
- technology adaptation - interaction ability - social regulation”
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