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Abstract

As the two major processes of population aging and digitalization deeply intersect, the elderly have
become a high-risk group for privacy leakage and targeted fraud. From the perspective of digital
divide theory, this paper takes four typical cases reported by media outlets such as Farmers’ Daily,
CCTV Today’s Legal Report, and Xiaoxiang Morning News as analytical objects, employs case analy-
sis method, and systematically examines the core mechanisms, additive effects, and governance
pathways of elderly privacy leakage. The study finds that there are three core mechanisms of el-
derly privacy leakage: the information extraction mechanism, in which criminals exploit the el-
derly’s access divide and knowledge divide to obtain information without their knowledge; the trust
manipulation mechanism, in which criminals exploit the pre-digital trust patterns retained by “dig-
ital immigrants” to induce the elderly to voluntarily disclose personal information; and the technol-
ogy amplification mechanism, in which new technologies such as Al outbound calling transform sin-
gle incidents of information leakage into large-scale, continuous harm. Further analysis reveals that
the superposition of usage divide and cognitive limitations, the superposition of cognitive limita-
tions and technological iteration, and the independent effect of cognitive limitations form different
levels of vulnerability gradient: the more layers of superposition, the stronger the vulnerability.
Accordingly, this paper proposes a three-dimensional governance pathway targeting the usage di-
vide, cognitive limitations, and technological iteration. The study argues that the root cause of el-
derly privacy leakage lies not in individual “ignorance” or “gullibility”, but in the simultaneous fail-
ures of multiple systems, including technological design, social support, and legal protection.
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