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Abstract

This study aims to systematically elucidate the dual effects of internet use on older adults’ suscep-
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tibility to fraud and their underlying mechanisms. Through an in-depth analysis of the protective
pathways and risk-inducing pathways generated by internet use, the study reveals that the internet,
as a vehicle of “digital dividends”, can construct dual cognitive and emotional defenses against fraud
risk for older adults by expanding authoritative information channels and strengthening intergen-
erational social connections. However, the existence of the digital divide—particularly the defi-
ciency in operational skills and the limitations in digital cognition—exposes older adults to the dual
risks of passive exposure and targeted “algorithmic predation” within algorithm-driven online envi-
ronments. SKill deficiencies at the operational level render account security vulnerable, while cogni-
tive limitations are amplified by algorithmic recommendations, forming a vicious cycle of “cognitive
depression” and “information cocoons”, which significantly elevates fraud susceptibility. The study
proposes that safeguarding older adults from fraud risk requires a dynamic balance between “divi-
dend enhancement” and “divide bridging”, alongside the establishment of a multi-stakeholder collab-
orative governance framework involving families, communities, and digital platforms. Such a compre-
hensive protection system is essential to reconcile technological empowerment with risk prevention,
thereby providing systematic safeguards for the elderly population.
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