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Abstract

With the rapid development of the Internet, network infringement has changed from a novel social
phenomenon to a ubiquitous infringement act, among which the infringement in “doxing” is well-
known to the public. The punishment standards for illegal acts are stipulated by laws and
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administrative regulations, and various branch laws have been gradually adding provisions to pro-
tect personal information. However, information data attached to cyberspace cannot be effectively
prevented from leakage from its technical form, and its illegal use is also difficult to curb. The
Crawler technology can steal personal information in bulk without leaving any traces. Therefore,
while revising laws and regulations, it is necessary to strengthen the technical cooperation be-
tween network service providers and law enforcement agencies, enhance network management
efficiency, add more channels for public reporting and appeals, strengthen education on network
order awareness, and to reduce the natural impulses of vigilante justice for the public from using
“doxing”.
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