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Abstract

In the era of intelligent algorithms, while enterprises bring convenience to users through auto-
mated data collection and algorithm recommendation services, it also raises concerns among users
about individual privacy protection. This study is based on grounded theory and explores the influ-
encing factors of privacy protection behavior, multidimensional individual privacy protection, and
multi-agent privacy protection mechanisms from the perspective of human-computer interaction
through in-depth interviews with 10 respondents. Research has found that user privacy protection
behavior is mainly influenced by Data Source Characteristics, Platform Factors, Relevance of Rec-
ommended Content, and User Perception, and is manifested as protective behaviors such as Infor-
mation Hiding and Trace Removal. A multi-agent collaborative privacy protection model has been
developed, proposing that platforms should optimize privacy settings, governments need to strengthen
supervision, and users need to improve their privacy literacy to achieve a balance between algo-
rithm services and privacy protection, providing theoretical reference and practical inspiration for
building a healthy digital ecosystem.
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Table 1. Interviewee structure
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Table 2. Interview outline
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Table 3. Example of the formation process of initial concepts
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Table 4. Basic categories and initial concepts
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Figure 1. A model of influencing factors on individual privacy protection behavior

Bl 1. MARFMRIFIT AN mE R R

DOI: 10.12677/ass.2025.149777 63 FESRERTH


https://doi.org/10.12677/ass.2025.149777

MR, Tk

4.4, EEIRIAMEIOL

AR AN AT SR UG U5 IR ES SR AR Ui AR AU 50 &R, T AT 3 A%
WETARA, ATUAONIEEIALIRES[22]. /£ EIRIENTE ST, ASCREHE 14 L VTE N AR, &
P BN

5. IREERSMR LI
5.1 MERRFAGRIFHIRME =

HRIE AT TR B MAFS AL ORI A R S, Btk TR N EME.
K& AR B AL DRI B HT R R 3

SR A F A R T P i 1 e S B AL R S B R RS AA R LT —F & Bk
ME, ARG AFBE EICEAMER) & 215 RN RAE4] [23], FEARH P B SK &
JE[5], P UAAHEC T — MBCPEHESE P50 F M0 S AR AT 1R R R M MR B AL TR

FERERF, REPEERE . FUAEWE R0 2 BRRAARY . ARSI N RS2, Bl
N AEFBITE T W, RPERIERCR, ERTIIMERR R AR, SN ES
P BIAR R IE S i, R GUE AEIE R B A, A 7 5 57 188 [24] . FH P B 24 B2 m Ja e il A3l
WAL BN BN RARIC S IE MR MRS AR AT Jy, It i A8 S “ i IR GE A KA
EAnI AR AL T 1S, AT RE ISt M k. 7 BEAh, WU A2 B3] “IGEBRERLILR
2R TR, RARESEEZ INELE M, BT SRR e g AR AR, 7

5.2. ZEAFBRTFARIP

M VTRA AL BRI ERARE: DA BURRCT G, R AR GRS AT 9 B 1 2 B
BRGNS . TERRE ;s BURRARIT N EIREUNIEE: T 8RBT BT LA,

EFANNEARY, A OB 7 =B KO Bk e 3 B S AS N AL A B
PRI MERE[25], Bl A P R 0L L 7 S AT FR AL ORI [26] . AR AT 385 “AT7: Br 7RI Z 5k
MG, HARKEZA EPIER % UM%, AR — A — N 7 BeAh, IR
H OO, SR RmRIE . Bl SRR, HEINSCRRBUR G AR SR AR AL 5
BEAT I . BUF S AT B HR ORI BRAA R T B AL B2 = N ATk
B P Bt 25 07 sCRE AT R T L Xt B AL R R iR, kP i 9 HAR B AURIEL3]. T B RaAh ik
BRERARAL SR P KRR AME 2271, 2T G fe (it RaAA B & HL IV REA R0, BEA 280 9540 50 R 20 ik
A B AL ST, e AL0 $23): PSR A RAMEHER XA BE, IR
MREERGHN. BT 3. MBAKE, REMREEMIE R REZR, ERREARAT TR
. ”

6. FIRERE

AT T ANV SIS T 2 4 2R B AL ORI 2 R R AN 2 AR DR AT 0, W3 1 MR
TRAPAT I R R, A0t S e T AMARSAL RS AT 9 5 25 AR 2 1Al AR T R A, N ARRESAL IR
PAT NI SR T EIR S %

PR E: © BT AR G BRI NMRRRRL GRS ML, A AR IR BOR
FRAEZAERT, HR 7UBEIERIE. FEBIER. HELE N B AU ] RRAE P A2 B0 MR RS FA R

DOI: 10.12677/ass.2025.149777 64 FESRERTH


https://doi.org/10.12677/ass.2025.149777

MR, Tk

PR @ R CANSEAER” BEEL SRART R R, ekt O i
B SRR NIRRT P4, R R SA T IR S5, AT “BEER7 HE R, BT
FRRIRMAERA B R; @ HESWE GEEIA LR NBURG B SCRAT IR I, Wi
A Al SRR RS & © MWEZ EAIEINA N RIER RS G0, THREVES i
TR, SCHUHER SRBINE . 15 R 5 S R A TEAL, SEIURH R .

AL RRERIFT AR %, ARV T 14 2HES 5%, BREB/NIFEA, HOESHH
WA AR, ARKAT PR A A FE K AT . FK, RSO X3 A RIRANE & 1 5k
HRG . AR, WLXAFRRMT G WEEER RGITH. Bn, FURBIRIR AL & Fh P 2= 2 (8]
M BRMR AR, ARRA LU AR @ B A 5 SRR FO 7 I 4l &, BEAT € BT, RS A
Ewdlilio} 2T S

EHEWH

HRTHABAN AR ZREGIE “ AVLESW A N EIEAL SRR R 00 0 5 & J& AL ] o
7 (HESS: 23SKGH172).

SE 3k

[1] R, JFiE#. Ao EAAR R P BRFATH A AR TR i I B RA R 1 I AR IRAIE (3], 0B /AT S5 R0 R B, 2021,
5(7): 111-125.

[2] Z=MFm, EBA. BOMIRTL S BIEAERE R BRAA A SRR AT S RRI[I]. #riE 5 B4R, 2022(1): 22-29.

[3] Tang,J., Zhang, B. and Akram, U. (2021) What Drives Authorization in Mobile Applications? A Perspective of Privacy
Boundary Management. Information, 12, Article 311. https://doi.org/10.3390/info12080311

[4] Zhu, Y.and Kanjanamekanant, K. (2021) No Trespassing: Exploring Privacy Boundaries in Personalized Advertisement
and Its Effects on Ad Attitude and Purchase Intentions on Social Media. Information & Management, 58, Article ID:
103314, https://doi.org/10.1016/j.im.2020.103314

[5] Zhu, Y., Kanjanamekanant, K. and Chiu, Y. (2023) Reconciling the Personalization-Privacy Paradox: Exploring Privacy
Boundaries in Online Personalized Advertising. Journal of the Association for Information Systems, 24, 294-316.
https://doi.org/10.17705/1jais.00775

[6] 7. Sk B REALRRAI RSO EE S AR UL L), BT 5 54, 2021(9): 12-20.
[71 VR RRra & k. LSRRI IACHERR(h EfL R 244R), 2021, 43(1): 7-12.

[8] GKAW, ZEURAN. “PILL R s S HE A M ME . ARdEL s AP 5 REIR P[], A RkfE AT, 2021, 8(5):
42-55.

[9] Xie, X., Du, Y. and Bai, Q. (2022) Why Do People Resist Algorithms? From the Perspective of Short Video Usage
Motivations. Frontiers in Psychology, 13, Article 941640. https://doi.org/10.3389/fpsyq.2022.941640

[10] ZedaBe, 225, PR TN Y NE A S A RIRRE]. SEMEE 22T, 2022, 9(1): 41-58.
[11] ZK3L, RE). #EAC M4 R B AL Iy I CRAF AT U SERIE FUREIR (3], H7IIAiE 92 5 1), 2021, 12(16): 60-62

[12] X R, 2. SRR S A7 XCE A TG B AT A LB 0], BURE R, 2023, 43(4):
137-149, 164.

[13] MRZ%, k&, Bi& FERSGHPRARRERA R BRI RD]. BIREEG 55928,, 2022, 45(2): 168-175.

[14] AREE, WEH=. WENRMBIH S E L BEFARRRAA R R LRD]. T, 2021(1): 36-42.

[15] milE 4, FESCE. BRI AT ARHLER A 78 —— DAAE 32 M 28 iR i oA B [0]. T 16 5 52k, 2022, 45(9): 110-
118.

[16] XIEHE, xIE . BRAEY BRI App F P BEAL 22 &5 47 NIRRT 7T [J]. MR Tk 2658 224K, 2022,
27(2): 211-220.

[17] FkKHs, WIMEL BRABE SRR o 55 BB RERA G &I SSIE T[], RS 5 ik
2021, 44(7): 101-110.

[18] HIJy. HIKKF & FEFABURAE B A8 ¥ SRg [0, & BEIANAL, 2021, 41(6): 69-71.

DOI: 10.12677/ass.2025.149777 65 FESRERTH


https://doi.org/10.12677/ass.2025.149777
https://doi.org/10.3390/info12080311
https://doi.org/10.1016/j.im.2020.103314
https://doi.org/10.17705/1jais.00775
https://doi.org/10.3389/fpsyg.2022.941640

MR, Tk

[19]

[20]
[21]

[22]
[23]
[24]
[25]

[26]

[27]

L7, B JERAUE B 55 BHEIIIE . HARAT MR R R —— R ARG A TR I [9]. BHEE AT
%, 2021, 41(1): 160-165.

TRZEF. BERTARIIBRA R PERE. BT 0 KR RBRIR ], iz, 2022, 5(16): 4-10.

Glaser, B.G., Strauss, A.L. and Strutzel, E. (1968) The Discovery of Grounded Theory; Strategies for Qualitative Re-
search. Nursing Research, 17, 364. https://doi.org/10.1097/00006199-196807000-00014

Rhives, Boeik, V2. BRI N REHESE A U AT N LA 7L ). BAIETR, 2023, 43(2): 42-
55.

Chen, C. (2024) How Consumers Respond to Service Failures Caused by Algorithmic Mistakes: The Role of Algorithmic
Interpretability. Journal of Business Research, 176, Article ID: 114610. https://doi.org/10.1016/j.jbusres.2024.114610
BRRE, ST, M, S5 RINAT LM T EVEEE A S AR App FREE(ERIMREMAL]. R E EIL,
2023, 26(3): 178-190.

Duffy, B.E. and Chan, N.K. (2018) “You Never Really Know Who’s Looking”: Imagined Surveillance across Social
Media Platforms. New Media & Society, 21, 119-138. https://doi.org/10.1177/1461444818791318

Oz, M. and Yanik, A. (2022) Fear of Surveillance: Examining Turkish Social Media Users’ Perception of Surveillance
and Willingness to Express Opinions on Social Media. Mediterranean Politics, 29, 1-25.
https://doi.org/10.1080/13629395.2022.2046911

Bobkgz, sk, BREZER. R TR ARSI P BRAA GRS B B AL PR 9], R BRI, 2024, 43(2):
109-121.

DOI: 10.12677/ass.2025.149777 66 FESRERTH


https://doi.org/10.12677/ass.2025.149777
https://doi.org/10.1097/00006199-196807000-00014
https://doi.org/10.1016/j.jbusres.2024.114610
https://doi.org/10.1177/1461444818791318
https://doi.org/10.1080/13629395.2022.2046911

	基于人机隐私共有的多维度个体隐私保护和多主体隐私保护机制研究
	摘  要
	关键词
	Research on Multi-Dimensional Individual Privacy Protection and Multi-Subject Privacy Protection Mechanisms Based on Human Computer Privacy Shared
	Abstract
	Keywords
	1. 引言
	2. 文献综述
	2.1. 智能算法传播
	2.2. 隐私保护行为

	3. 研究设计
	4. 扎根分析
	4.1. 开放式编码
	4.2. 主轴编码
	4.3. 选择性编码
	4.4. 理论饱和度检验

	5. 模型阐述与研究发现
	5.1. 个体隐私保护的影响因素
	5.2. 多主体隐私保护

	6. 结论与展望
	基金项目
	参考文献

