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Abstract

With the development of the digital era, the number of cybercrimes has surged, making digital evi-
dence central to conviction. However, the traditional concept and rules regarding electronic evidence
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have become inadequate. Furthermore, the relevant procedural rules in the “Criminal Procedure
Law” are often principle-based, leading to frequent issues of evidence exclusion and dilemmas such
as ambiguity in forensic authorization. The 2012 “Criminal Procedure Law” incorporated “elec-
tronic data” into the legal framework, and subsequent rules have provided further details, clarifying
the distinctions between three types of data: electronic, network, and digital. It points out that dig-
ital technology has given rise to five new types of digital evidence and elaborates on the constraints
imposed by the three major procedural law principles on electronic data. Controversies exist re-
garding the subject and jurisdiction of evidence collection, as well as rights protection. In the review
and determination process, challenges include the absence of authenticity verification and jurisdic-
tional discrepancies. Consequently, adaptive countermeasures are needed in legislation, judiciary,
and technology to construct a theoretical and regulatory system for digital evidence suited to the
digital age.

Keywords

Electronic Data, Digital Evidence, Data Forensics, Cybercrime

Copyright © 2025 by author(s) and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY 4.0).
http://creativecommons.org/licenses/by/4.0/

1. 5|8

T MU AR A HCE B B A R . BB Ll B 5N T AT . AR 2024 £ 9 F
iE: EE N ZPREETT R 5 2024”7 LUUTE), XA RNZEELTRES, KIEN™NE
T, RIS ILIR R 11.9 TR SFETFRIE B 2 WU B & 20 IRk, IPEATEEM 4.9
TR, B 3.5 ARIK, 3128 6500 R, 1EHEEAFHE L 50 RTT%K. NIXLHHE T LUIE H&FE
IR 28 JRIRRE 2 %, R 28 B0 A T4 il RO DA SR AR A AR A% O SR BEIE S, L E PR H 23
M.

A2F NN OHSEVRIAED X i 788 (R 7 WL TSR AE, BT AR =) ik S B v DRI R e 3OBE 3 20
IESEHEER (RS DU - AN 2016 4F “ TRYIPRAR 5 19 AR 55 & BUIE - BIBUM 28 — I X HUBEAF AR 5R — 37
IEAR BT 1 S Wt R 2R I R vl S R P R A7 A BOIE SR B o AR R . AR
A JE B =R AL, SRR, BEE N EUTBORMIARE, ARG T R M AR SR U © 2 TR
RO S A 2 AR B RS [ 1] X S BRATTRE S B () 7 B S AT B VS I 5, IR R BRI £k
FARYEE AN, AR AR AR BT B R e R A &R

2. MR FIERENTSEIRIRZEER
2.1. ERIESEREGR

2012 4 (FRISRIRE) F “ BT 8dE” ERMAZNEE ISR, AR TSR T a4
RIE N GARYE o XTI 0 28 B IR R U, HIRE AT 2 8 &, AU IR B A 1R
% RE T EE T MAOR AR TR . AL RS R LA Y BT SR AR T E LT
B, A BABRRALFEVERN 52 . (HR R BNLIERUE S ok 2 B — @ s vEn, B H Al

'https://baike.baidu.com/item/H 4% %5/19259333

DOI: 10.12677/ass.2025.14121061 21 BRI


https://doi.org/10.12677/ass.2025.14121061
http://creativecommons.org/licenses/by/4.0/
https://baike.baidu.com/item/%E5%BF%AB%E6%92%AD%E6%A1%88/19259333

iy
i

il

HIH T IESE NIRRT AME 28 TIRKRIIAAL, A RECE AN TR REBOR KIS, 7 iEdE A HATAE
a A, #RBENSE R SR P (2]. BT IR RBHUE 7RSI RN, SIS b IR
R FAAAAE—EE X[3].

A2 T B IE S SN S, AERIE S B EJTIRBORRIZ M T[4]. EE 2010 4 “PH
w7 = CORTAMEETR S o AR S T AR RE ) (LLRAR “ ZpBBETH SRR HLE )3 29
% % EHIRMNENREMRERZEPERRUE 7 “HTEds " B9 R AL SN . 2012 SEXHRHYRIAE
BEATAECSON R “HTUESE SO R T EAE T N IERSLYE, AR 2012 4 (i N RIERER THEH] (R
NERILAE T FRAE) SRR (BLRRR TSR ATRMRE " b il 7 “ ZpFRAETH AR A€
HA O HL T B 1 AT RE « 32016 SERATIN (9% T B S S A WA SR BORT B A W vl B s T
LA ED 45 2019 SR LA G R (A ZHLRIPHTR S R AF BT Bl BGER ) 5, FLFERY & T HUE
AN A HIFR AR BB I LB AR . o By i e U EAT T S R G PR R IR E - 2021 4
(TR HURIAEMRE " SESE T BT RIVE AR RERLE 1]

22. FRERT “BTFHIRE" MIIMNE

HHl CRSURMED 55 50 265 54 Z5IHUE ALY BORRTHE 720 v] LUEiEds, (EBRIEVEE IS
b2 32 EARI LSS A SME R DU U Rl 7y, RS 930k ROHIE IR T AR E e A, i Kk
FO0F “UETTIR” M “AUESE BORE” R B X %%M%&m%%¥ﬁﬁﬂkuﬁﬁﬂ iR A
1982 55 — R DAL 20 @A BRI A4 BRI AL, 4R SO, AR BORLAN LN £ 77 50 R4
MW ORI A2 AR A, AEFRIE 1982 48 (IRFHFIMEGRIT)) o, KBRS “MWrdiel” Gaisad.
& TN TR AR B BAETR(5]. A FH WA T E L NI ARE, ERIEZE R
FMINAEREISEE . A REBHEKRER T, WURAEME. A, SCRSA B EILxR TR RE
B RIOGHEASIE; S SHUACEE Bk, WndE B B gl WA RSO0, UeEIE . 3RS
TrAACEE; AR, MBI E . Mt B EE, HRIER L, WO, HRIONHER,
HI AL BERL6]

LRE LA EEE RO AL, G i T 40 i e Y e BRAS B H AT AR A TR 7 AR T B B
ARo RTRTHEE. BBl 5 M50 =F 2 WEN IZAEMMNMX Y, Br8ELRzEEA, B
A A 28 B AR A R P IR AR N, i R A, BRI A, AT A
FEWE LSRG . 22 1 AN 1 2 R BT RASCR,  DIBLIUAE R H 28 2% K R AU R, 4%
G HL T BUR AR B R BORMI MBS BERE, TEIRAE D S 78 TR R AL B

Table 1. Characteristics of the three types of data
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Figure 1. The relationship between the three types of data
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Figure 2. Composite review mode
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