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Abstract

This study focuses on the current situation and countermeasures for college students’ prevention
of online fraud in Nanjing Xianlin University Town, using a combination of questionnaire surveys,
interviews, and field investigations through quantitative and qualitative research methods. The aim
of the research is to analyze this group’s awareness of different types of scams, their own prevention
awareness and behaviors, experiences of encountering fraud and handling it, and to explore the
influencing factors at the levels of schools, families, society, and the students themselves, while also
proposing targeted countermeasure suggestions. The investigation reveals that college students
have an incomplete understanding of common types of online fraud, exhibit insufficient prevention
awareness and behaviors, and some students have encountered fraud and inadequately responded
to it. Based on this, the study proposes countermeasures such as strengthening the school’s cyber-
security education system, improving family prevention education, enhancing social publicity and
regulation, and guiding college students to improve their self-prevention awareness, aiming to pro-
vide theoretical support and practical guidance for reducing the harm of online fraud to college stu-
dents and creating a safe campus network environment, while promoting the collaborative con-
struction of a complete prevention system to protect the interests and development of college stu-
dents.
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