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Abstract

This paper focuses on governance research concerning deepfake technology within the field of ar-
tificial intelligence. It systematically examines the technical principles and application scenarios of
this technology, revealing the problems arising from its rapid development, including infringement of
personal rights, disruption of social order, and threats to national security. Through a comparative
study of existing laws and regulations in representative countries and regions, significant deficien-
cies are identified in China’s current regulatory framework, particularly concerning applicable laws,
responsibility allocation, complaint mechanisms, and the oversight system. Based on this analysis,
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the paper proposes targeted governance recommendations, such as refining legal applicability, de-
fining clear responsibility boundaries, establishing appropriate complaint thresholds, and innovat-
ing regulatory models. These measures aim to provide a reference for ensuring the healthy devel-
opment of artificial intelligence technology and the stability of social order.
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Table 1. Application scenarios of deepfake technology
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Table 2. A comparative analysis of deepfake technology regulations across countries and regions
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