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Abstract

With the explosive development of generative Al technologies represented by ChatGPT and Sora,
the mechanisms of rumor generation and dissemination have undergone fundamental transformations.
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These technologies not only drastically reduce the cost of creating online misinformation but also
enable unprecedentedly realistic content through deepfake techniques. Leveraging algorithmicrec-
ommendations and social bots, they facilitate targeted, intelligent viral propagation, posing signifi-
cant challenges to legal frameworks. Current regulatory systems face multiple difficulties in com-
bating such rumors, particularly regarding ambiguous liability determinations and attribution
principles. When algorithms rather than humans directly generate misinformation, allocating re-
sponsibility among tech developers, service providers, and users becomes particularly complex.
Grounded in the “control theory”, this study proposes reconstructing a multi-tiered liability frame-
work centered on control capacity. The attribution principle should adopt fault-based liability, sup-
plemented by presumed fault and strict liability mechanisms tailored to different entities and sce-
narios. By clarifying each party’s duty of care and applying the “notice-necessity” rule through
analogy, we can effectively curb the harm caused by online rumors while encouraging technolog-
ical innovation, achieving harmonious development between technological progress and social
security.
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*https://bidenwhitehouse.archives.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-
development-and-use-of-artificial-intelligence.
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