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Abstract

With the advent of the digital age, data have become a key element for social progress and economic
development. How criminal law should respond to data crimes has emerged as a significant issue in
theoretical discussions. Current research on data crimes suffers from conceptual ambiguity, and it
is essential to recognize that data is fundamentally distinct from concepts such as computer systems
and information, and should not be used interchangeably. China’s criminal law exhibits deficiencies

XES|I: 5. B e ek A N EGEIL IR EID). SR AR, 2026, 15(5): 398-407.
DOI: 10.12677/ass.2026.155413


https://www.hanspub.org/journal/ass
https://doi.org/10.12677/ass.2026.155413
https://doi.org/10.12677/ass.2026.155413
https://www.hanspub.org/

ZEoR

in regulating data crimes, including insufficient protection throughout the entire data lifecycle and
unclear criteria for determining the constitutive elements of data crimes. To effectively address
data crimes, it is necessary first to clarify the legal interests infringed upon by such crimes. Center-
ing on independent data security legal interests, the independent status of data should be estab-
lished, comprehensive protection throughout the data lifecycle should be achieved, and data crimes
should be distinguished from other related offenses.
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'http://www.pishu.com.cn/skwx_ps/ps/literature?SitelD=14&I1D=16441716.
2https://flk.npc.gov.cn/detail2. htmI?ZmY4MDgwODE2ZiNIOTI4AMTAXxNmY O0MjUyMzE0OTJk.
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DOI: 10.12677/ass.2026.155413 399 ey =g B


https://doi.org/10.12677/ass.2026.155413
http://creativecommons.org/licenses/by/4.0/
http://www.pishu.com.cn/skwx_ps/ps/literature?SiteID=14&ID=16441716
https://flk.npc.gov.cn/detail2.html?ZmY4MDgwODE2ZjNlOTI4MTAxNmY0MjUyMzE0OTJk
https://flk.npc.gov.cn/detail2.html?ZmY4MDgwODE3MjA3MTc2YzAxNzI3YzE3MTE1YTA3ODk

Rt

MIA 2K, A IRHERIIE IR o — BER IR IR P SR 4 (L AR, X — B A o st Tz Ak,
SRR IL SR AL, AU EBEIEARIT TR 5 I ISR AR5 17, FEAS X A BURHIE 5 18 A7 HU R 1
RIEFZHE, SR ARSI A AR . (AL, NS BT BESHOME AR, IIREE LA, 2
HEREARSCHE FERI AT IRNE A o MFNIESERBT MRS, M iR BRI R P W R U
RGBS . A S RRESL R, SRR —AREHNES “HEIEERSG” “EE7 %M
EHESTRA, LB . N EBEBIEL TR R, B SR IE S BUE A E, AE dext
“HE” RHMRM SRR REATEE .

B AR SN B ARG L A B — DI R LA [32], TR R (04, 7T DA A B4
HAREMENE S WA 8 AART, RS S RGHEEIE, ABERR A 5256
SR T B IR, THENUE B AR BB ) B, (BN R 1 2 AN T A Y W (1 R
R NABUZEH RS, Bl 5THENUE S RS MR N SBIAEIRAER R G NBARET T,
BN R ARRR FAT N, H RGN RSB Z 2P ouRTi, A7 NMEAE R ZE RN SR
RGN SN B AR BB . AR, BEE U AR N BRI SRt 5 N, Bl
fefit MRS AT HEZ T, KNS RIREL RS EN AR EL R . T ERKEAR
AE, AERREMVEET, Bl -5 TR N 4 I X 0 N PR SL RFRE R 5. B AER F T
e A RANERVHY EIfAAESERIEE R, AN B H R AR,

“EE” 5 CBURT RS TE SUZ T RA AR, B E A b A AR .
R, W Gl PR R 26 B0 BIIE S AR s AR AT RERS PUIRR € B AR ANRIHESRAE R3], 72T
H, (Bihzaidk) (MMEERYE) SR DR &, mEESIRERR R O g irE
THROE . R, BUT SRR R 515 B2 B SR TR AR 2. R (Bda2aik) 5 =21
€, BRI A X TE B RS E . 2R SR ey AR DL T AR i T O S
BEsR” , B T EBERENE BN E T AL, TERESEER T, AR T O 51 SR
FIACEE. B0, (HmmARER S N RIS T EE T T HALVE B RS R A RN A
TR RRAIPRE) K “ S EFRE” SR T ENUE B RS R . AS0A N, BdES5EE 2R
KR FIAE XK R WRIERORE, (5 S B BEE E N2 7o, e fUaE b3l f QRS )
TEAEAE, TEEERE RSN, Bl gicsk. HRREEIER T 2B 51%&4%: WAETEH
P & DT AT RS Y SNV R PA € o - [ v o G 2 S T R (SR T S e e RS = S R
HRARINAE R, A A BAT SRR B SRR A BT E U WERE RS, 55
ARG S BN ENEER, RERRAREIE TR BEAIR B AT R, 1 Eieds I 5 o 2 2 0
PES ik, HprE EEABL T AR G I AR SR AIERR L, BRI MME SIS I s 5 &
SRAGA A T S 022 S AL RFALE

2.2. BRILFELEEHHE

=4 T B A T R AR R R T BRI R SR, RS ST A T BONBE IR . 298 R B e Ak
MIERE T, MR ILR B WA, R RIUVEHR LR 5T ENUCTR . MAIEEE. (5 EIRIRSEZ
A X EESEM. NS H, TR AIUTEE TSRS, B0 T B3It R Iy,
W R gt B SO HR 00 i A R . BEEAC IR IR A A B SO e (B ARSR 44, TR — SR R A L A RHE
MIARARAT AR AL o SR BT RIVE BRSO IR IR W e 3, (BAER SR A M AR R, &

*https://flk.npc.gov.cn/detail2. html?ZmY4MDgwODE3M211ZjU0Y zAxNzNiYiEOYmUxMDAxMic.
*http://gongbao.court.gov.cn/Details/c6acdcf295a8ce63eb34a2444e67a8 html.
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*http://www.npc.gov.cn/zgrdw/npe/xinwen/Ifgz/zxf1/2009-02/28/content_1476574.htm.
O[] I 4.
https://flk.npc.gov.cn/detail2. html?MmMwMDImZGUtY WQzOS00ZjgSL WIANzUtNzA4ZTA4Y zZFmZjUw.
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