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Abstract

As a core driver of technological transformation and industrial upgrading, generative artificial in-
telligence is demonstrating broad application prospects thanks to its outstanding natural language
processing capabilities. However, this cutting-edge technology also harbors multiple technological
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security risks: at the macro level, it may lead to a new form of “knowledge-power” monopoly and
data hegemony; at the algorithmiclevel, issues such as algorithmic black boxes and algorithmic bias
challenge algorithmic safety and fairness; at the ethical level, the weakening of human autonomy in
human-machine interactions calls for profound reflections on technological ethics; at the social in-
teraction level, the proliferation of misinformation systematically distorts public discourse struc-
tures and erodes the foundation of social rationality; and at the levels of data and intellectual prop-
erty, cross-border data flows pose risks of infringement. To build a trustworthy environment for
generative Al, it is essential to mobilize diverse stakeholders, center governance frameworks on
responsibility ethics, and establish a comprehensive closed-loop system for risk identification and
prevention.
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