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Abstract

With the development of information technology, cyber illegal activities have continuously prolif-
erated and spread through digital platforms, posing a serious threat to national, social order, and
citizens’ rights and interests. This article categorizes cyber illegal activities, reviews the jurispru-
dential basis of platform governance, and summarizes the current legislative status. This article
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analyzes the practical dilemmas faced by digital platforms in governing cyber illegal activities,
which mainly include the following points: the contradiction between technological iteration and
the lag in governing cyber illegal activities; the of platforms’ preventive and regulatory obligations;
and the inconsistent legal determination of illegal activities and the regulation of platform power
restrictions. To improve the governance of cyber illegal activities by digital platforms, the article
focuses on proposing measures such as improving algorithm design to strengthen intelligent plat-
form supervision, advancing platform review responsibilities, strengthening the supervision and
review mechanism for platforms, clarifying the determination standards for cyber illegal activities,
and constructing a prevention mechanism against the abuse of governance authority by digital plat-
forms. These measures aim to promote platforms to curb illegal activities, create a healthy and pos-
itive online environment, and safeguard national cybersecurity.
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