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Abstract

With the deepening of meteorological information construction, meteorological data has trans-
formed from a single business resource into a key production factor that drives social and economic
development and ensures national security. Its high value, massive volume, real-time characteris-
tics, make it an important target for cyberattacks. Based on the actual work of network security
management in meteorological departments and considering the severe challenges currently faced
by meteorological data security, this paper systematically reviews and summarizes preventive
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measures for meteorological data network security from the technical, management, and opera-
tional dimensions. The content covers multiple aspects, including network boundary security, full
lifecycle data protection, identity authentication and access control, security monitoring and situa-
tional awareness, security management systems, and personnel awareness improvement. The goal
is to build a comprehensive protection system characterized by “proactive defense, depth collabo-
ration, and closed-loop management,” providing practical references to ensure the confidentiality,
integrity, and availability of meteorological data and supporting high-quality development of mete-
orological services.
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Figure 1. DMZ planning and design drawing
& 1. DMZ #XIi& i+ E

DOI: 10.12677/ccrl.2026.151012 91 AAEAR LI 5T g


https://doi.org/10.12677/ccrl.2026.151012

TR

3.2. MR SIS

D ELIR N 2 e 1, 6 AR E A LR Y COREATIE BN G O, BRI B MR [4]. X T Bk 55
ARG, PSR GEEREAAM, Al VPN (L HIM )AL iE 22N . RN /25 73 X 7038
B, RIS DIREA B BURYE, R IR — PRI N A F L e R R X, ok Ss IX L #
PEAFHIX S IO XA, JFAE DXISIR] 8 2B I 42 ) SR

4. BI_REZEERERIGR)EE]
4.1. HiEtEwMRE

FERE R . AL R, DACRAINE SR AES. RSA S50 5% ) 6 A% S dudfa 3247
W B A e R P ST IR (5] RN A SR SR AE R (U0 22 FAIE) B IAJE S XU S i
B ARG ) B ey o B, 2 A A d W KL P 2 A (0 TLS/SSL) PR FFHE TE I , Ak B Sein
55 A5 35 N R G AR AT AT S A M, R S R R B B, F SN A T . X T X
e AU EEEIRED, SR R IPSec VPN S5 INACIHE, # (R AL HHERS 10T FE1E S5 0%

k.
4.2. BEEERE

X UREE M Ol 55 B0 d ARV RIS RIBEAT DN A7 i o RIVEA A Vo 2R B s, Mo ek
FLAR OB WA o S AK BB A SO AR e U R BCRR P, OR U BB P RN IR PP 4 RE DT
AR S dE o AE A E, Gl R 4 5 R R BRI 2 BRI, KR B 7 2 71 e L
it 3 et T AR AN AU DR P s ) 22 s VERTRT Sk, Bl b DR A i fe B O iR A S Bl 22k . #E
TER - TR B Sh 4 S 70 A IR 55 I U JE (s i A b« e P 5 )T IR B, fEANY
Wi A5 P AR R T DR AP B AL RAZ o 1Y

4.3. BHHAIE

OKAMELE, AR MREERSIERN LI 060]. X T REGEH R ZOoBdE T H
NSRRI, sl 2 R RE, G5 %M. FHUIUERS . BEF4 el E YR eSS 2 Fh 7 50,
PORIRTE I P BB AL - AL — M S VAR R SE, SEL B SR AR AP I L 7 A B, etk
T T AR RIMER S 7 ot R ) XS

5. MRENREENS MRMMR R
BN CL R S BARD R B, A0 B, BB AL
5.1. MERHSMERLTHBATE

BRI G R PRI h B 2K e B FHAT KN R SRE T, FFIR BN T AR SR %2 4 R3S
MIRTEEME . RTTUIAIRE 77 PR 2 0B AR R B 1Y il BT LB e, I SEmRERANATL 70 A
R R il . A IRIRIM AR T RSP 0 3] e SRy RN B W R B A 2R

FE W 2% 2 25 S GIR Fh, RET 5 25 BT & 3R R R A PR P R AR R LA 2). B %%,
RAT AR B B AL 2% BT s (WA Do S AL DX SR 57 IR RN 28 3, 4 53 SR SRR I8 B L R G0 H A&
TE R AT NSRBI EE . R B O R AL BRI AT R,
REAZ IR SQL VEN | BE vy, AR SAEREEZ M2 a gt I 57 i B e T B e iz & . B5,

DOI: 10.12677/ccrl.2026.151012 92 AAEAR LI 5T g


https://doi.org/10.12677/ccrl.2026.151012

TR

REFI ZIRF A EARG M ESHRAT &, TS RIERBIEEAS BAEHEATIC R . P e Anse
WO, S B G IR 5 AT R, SEB M 2 BB HEESVHE ST EIL. & AMUAEEIR
A BT, TR S A I S LA A ) TR B R, AR R e A I R TUE (1 W 9 SRS
W22 8 BN DU T 65 it XRS5 Ak S8, RAT B R i 2 5 SRR e A, ATTOTZ R < Mt —
- T - REE - R M R B, RASEIIN TR RGN 4 2 AR IR SRS 5 1 BB
(71

HIERERE ERAIR SR SHBEHE IR E R

HErA 5Bt
REURLETS
FILEIREL RETHATIME
REREBEEE SERTRQTRE
il e R L ESINEREE
RESHHE WERRRE
FBF1T/953HUEBA
AIBGESRR

Figure 2. Flowchart of situation awareness work
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