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Abstract

Elliptic curve cryptography finds numerous applications because of its excellent and unique
properties. This paper focused on the scalar multiplication of Elliptic curve. We proposed the re-

cursion formula to compute 3“P over GF (2'“) based on the idea of trading inversions for mul-

tiplications, which reduced the inversion to only once. At the same time, this paper also gave an ac-
celerated algorithm for computing 3P + Q, which saved two inversions compared to computing it

directly. The result suggests that the proposed algorithms are more efficient than the normal al-
gorithms when the ratios are more than 7.4 and 5.9 respectively.
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BB —K. FRERE T8 3P +Q KRR, WHEBHETE T 200RY. 2R, £REs)
HKT7.4%5.90F, BEHEFIEKMEMLTBRKITHE.

XK ia
MR LR, RE, MEEE, KE

1. 518

1985 4F, AR #h £k %5 i4(ECC) H Miller[1]F1 Koblitz[2]25 A\ 70 SIS 3R H . 1% 35 i A i) — 2 42 {15
Bl Ak 2 BARD 5T L K . ECC T B4 Hh 10 28 HIOet B0 At vl /(DL), X417 [RIRE 1) 22 A 1 e
T, ECC TEMHHKIZL RSA ZHRZ .

W 0 IR Y 2 A ) R RO S RO 2 T AU B A IR i 2R B S o o B2 R 2
Bk, Hob, BRI EE R AR th 2 b Rs R, BRI, RZEEIER AR E AR EoA
SIS B s E gL R, PTEERE . IRWE, N TRBIEGR RN, FELES LR
3 DA R R v B e T St o T A AR IR o 2R e RV (1 — AN AR

TEA I b 28 2 A AR v, A% iz St A0 B 1 2R (b 2 e KP (I8 5, e o [yt 8 235 e ) i =
PLRIOCEE . TEbR BTl S SR I AR 2 T i) 8 £5[3], FIG & IR E QR skl T DABH S (32 s v B
B, FIFILEA, Guajardo 55 A[4]#H T GF (2") LB IS 4P . 8P . 16P (57, Sakai % A[5]
{E Guajardo fJE:Al F4fES 7 GF (p) b 2" P (¥4 A 3. Ciet 5 N [6]4 1 1 07 5 Abbr N BT 3P +Q 1)
B, B SRIEIRBORA B 2 K. XEWESEN[T1E Ciet 2 ARIFERE EIR W T 5 — R 5T AR bR R N iH5E
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2. BRENANER
2.1. WEEIMZRIE X B9[] [2]

HARE LT w] S, A h 2 (Elliptic Curve) FEM AT i th B~ — % AFmr R = U 2. —
RUF, IR Hh 24 F 2 U Weierstrass 77 12
y2+axy+ay =x +a,x* +a,x+a, (1)
(1) KK HERE, a,a,,8;,a,,8 € K o ZTFEIIFTAM (X y) e Kx K ZEFIE 55 s 4
LAERNMR ML, 104 E(K)U{o} .
XFTARRL €W — MR 2R E(K) , Sn] DUGEC—2H0& 2 i A S A 2, A i 2R 78 07 5 A bR R 1
Weierstrass 72 R A M E A AL R AR Char (K) = 2 I iR i 2 ErSE, s (1)=X
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] AL AR
yo+xy=x"+ax’+b 2
HrrabeGF(2")Hb=0.

TEAG IR i 28 i E s S b s S g k. ek, Py, SRH A, EEH L. MRS 5
FoRRW . FIERETT, /M FRoRigesR . Hodr, IR AEEE AR F A = FRus R U, FER AT DL 2
ANl FrCUEE A EIEGE . R RFER R, —&1/M =8, #H111S =0.8M [8].

2.2. W[EIfhZE ESpEEEN

WA P=(x,y,) FEQ=(xY,) & E(K) EMERHEANERN, HP2+Q, MAmax
P+Q=(XyY;) ABAEH AR 2P =(x,,y,) () (4%

1) &
21:(3/1+YZ)/X1+X2
X, = A2+ A, +X +X,+a 3
Y3:/12(X1+X3)+X3+y1
2) R
Ay =%+ Y /%
X, =A"+4 +a (4)

Y, =X+ A%, + X,
Hod Mz 588 1+2M +S , fERiIIZHEEN 1 +2M +2S .
3. WSMHHLIFERT 3P, 3 P WEX
3.1. 3P B SiL 72
FH 2P =(X,.Y,)
A=XAY X X = A A A+, Y, =X A A% + X,
HH2P+P =(xX,,Ys;)
A=(N+Y) (% +%), X =R+ +X+%+a, Y=, (X +X)+X +Y,
A=x
B =X+
Cl’:x1+x2:x1+ﬂf+/11+a:(Bl(Ai+Bl)+Af(a+x1))/Af
4C,=B,(A+B)+A(a+Xx)
D1'=yl+y2=y1+xf+/11x2+xz=yl+xf+(ﬂi+1)(ﬂf+ﬂi+a)
= (A’B+(A+B)(B.(A+B)+Aa)) /A
4D, =AB +(A+B)(B(A+B)+Aa), E=AC
ﬂ'zle/(Aicl):Dl/El
4 F =AE
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(AD,+BE,)(AD, + BE, +1)+ xF?

Xg= AL+ A, +X +X, +a= =2
1

/q‘/\Gl :(AiD1 + BlEl)(AiD1 + BlEl +1)+ X1F12
X3 = G1/|:12

AD, (X1F12 + Gl)+GlF1 +y,F’

y3:/12(X1+X3)+X3+Y1: =
1

4 H, = AiDl(XlFlz +G1)+G1F1 + v,
Y; = H1/|:13

A=X
B=X +Y,
C,=B(A+B)+A (a+x)
D, = A’B,+(A +B,)(B,(A +B,)+Aa)
E, = AC,

F=AE
G,=(AD,+BE,)(AD, +BE, +1)+xF’
H, = AD, (xR +G,)+GF +y,F’

X, =G, /F?

Yy = H, /R’

I AR T 2 YR N A L oRE, BRI RS . KPR N 1 +18M +3S, H
HCT BTSN 21 +4M 43S, B0 7 14M , KRR T 25 3P IS

3.2. 9P FHESHE
A BRMBAHE T 3P, FHEEAMIH 9P =3x3P = (X, Y, )
A =x, =G, /F?
LA =G
B, =X+, =(G + H,F,)/R*

4B,

G2+ H,F,

Cl =% +X% =(BZ(AZF12 +B,)+(AF?) ax Aij)/(AZFf)2
%C, =B, (AR +B,)+(AF2) a+ AR’
D; =(A§'Ff|32 +(AFR+ Bz)(BZ(AZFlz +B,)+(AFR2) a)j/(AzFff

4D, = AF?B, +(AF + Bz)(BZ(AZFf +B,)+(AF2) a)



GF (2" L 8 i 4 5 i e il 515

E, =AC,
F,=AE,
G, =(AD, +B,E,)(AD, +B,E, + F,F’ )+ A FF’

H, = AD, (AF’F} +G,)+G,F,F’ +(A +B,)F’F;
X =G2/(F2F12)2

Yo = Hz/(F2F12)3

TE R, BRATRN T %, Fy,, XFERA T2 G s b i . bR e 2
FEN 1 +36M +8S, LEBEFETFER 41 +8M +6S , HhN T 28M +2S, {HE/D T 3 Yok, R
I/M >9.91, BLEZILEE AR,

3.3. 27P HyERTTE
R BRI 27P = (X, vy ) » 75 B SRR A F
A3=Gz
B, =G +H,F,F’
C3:B3(A3(F2F12)2+B3)+(A3(F2F12)2)2a+A§'(F2F12)2
2 2 2 2\2
D, = A} (RF’) Bs+(A3(F2F12) +B3)(BS(A3(F2F12) +BS)+(A3(F2F12) ) aj
E, = AC;
F = Ak,

2
G, =(AD; + BBE3)(A3D3 +B,E, +F, (F,F) )+ AFS (F,F?)

2

H, = Asoa(Aij(FzFf)2 +G3)+c;3|:3(|:2Ff)2 +(A2+B, )RR (FF)

G,
Xy = 12
2
(FS(FZFl ))
H
Yor = .

(|:3(|:2|=12 i )3
FAFEE AR 1 +55M +12S , FLEEHET 61 +12M +9S , H9hN T 43M +3S , fHig/ T 5

VORI, FETRE /M > 9.0, BREEH B A R

3.4. 3P ISR RE AR
AR, BT LA 53 P = (%, . ) FOSEHE A SR F
A =G Gy =x

B, =G/, +H, M, ,; H =Y,
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Cy :Bk(A<Mk2—1+Bk)+(A<Mk2—1)2a+A<3Mk2—1
D, =A<3Mk2-1Bk+(A1<Mk2-1+Bk)(Bk(AkMkz-l"‘Bk)"‘(AkMkz-l)za)
E. = AC,
Fo=AE
2\ 2
M :Fk"'(Fa(FzFl ) ) =RM; My =1
G, =(AD, +B,E)(AD, +B.E, +M,)+AFM,
H, = AD, (AFRM, +G,)+GM, +(A’ +B,)F’M,
Xy =G, /M
y3k :Hk/Ms
RSB RE R, B S k=10 A ~H, ., TEEZRENIM +3S o BhE kK -1B R TN
18M +4S, BUFIEFRIHH Xy, y, » TEL +4M +1S , MEBITHEERED:
(15M +3S)+(k —1)(18M +4S)+ (1l +4M +1S) = | +(18k +1)M +(4k)S
HUblE ey, BET R (2k) 1+ (4k)M +(3k)S o« FRidIF BT R WAL 1o JATA LB F M k
BT LI RH /M 27410, BRI ERAH A
4. WiHHI3P +Q Bk
SCHR[7]H R SR 3 /INA 5 B 75 2 1155 3P + Q I 3 USRIy /b 3 1 Wk A S [F)RE 1 7 vk 4
' GF (2") L3P+ Q ISt k.
Jesh BRI . WA P =(x,y,) I Q=(x,Y,) & E(K) hMEEBHAEZT S, iHH

3P+Q.
FH 2P = (X, Y,), BHENI+2M +25S

HHP+Q=(X,Y,), BHENI+2M +S

Table 1. The comparison of the improved algorithm and the direct calculation

1 RS EETENHEER

— T REE R B ST RS N i FIZZAE 1/M
3P 21 +4M +3S I +18M +3S 14
9P 41 +8M +6S | +36M +8S 9.9
27P 61 +12M +9S | +55M +12S 9.1
3*p (2k) 1+ (4k)M +(3k)S I +(18k +1)M +(4k)S 7.4
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Nty
ﬂ'z X+ X

X, = A+ A, +X +X, +a
y4:27(x1+x4)+x4+y1

HH3P+Q=2P+(P+Q)=(X;,Ys), BHENI+2M +S

_YstY,
& Xs + X,
X = A2+ A+ X + X%, +a
yszﬂa(xs‘*‘xs)*'xs"'ys

BOHEITENTR
BA4=B/A, 4=B,/A, L=B/A
WA =x, B=x+Y, A=x+X, B,=y+Yy, A4 =B/A, 4, =B,/A BHl, FHEIIHA,
B, Ml 4, .
A =X+ X =24 rat 2+ x4 % +a=(4+4 ) +4+4+A,
= (A8, + AB, + AN )(AB + AB,)+(AA ) &) [(AA)
B D =(AB +AB, +AA )(AB +AB,)+(AA) A
¥ EaRARN 4, =B, /A, 13 4, =B,(AA )’ D
T RIS, BATA « 4, A BIEANAERL ¥4 =(DAA)T, W
4 =DAAB, % =DAAB,» 4=8B(AA) %
BT B, i ARH, # FRITHB,.

By=Ys+ V=X + 4%+ X+ 4, (X +X)+X, +Y;
=(A+4) (X + X))+ (A +1) (X + %)+ A% + X+,
=(AQ+4) (X +%)+(4+1)A

15 B, A 4, =B, (AA) A 14
25 =B5(AA) 7 = (AA) 4 (A +2) (% + %) +(AA ) D (4 +1)
BURIRYE X = A2 + Ay + X + X, + A K Y = Ay (X + X )+ X5 + Yo THHLH (X5, Y5) o
BT x FHETESHE x,, Bx, =2+, +x+x +afA\’
Xo = A2+ A+ X+ A2+, + X + X, +a+a

=R AN A A X X+ X

=(13+/12)2+/13+/12+x1+x2+x3
AR RS AR P A R 2R E A
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A =X +%,
R
D=(AB, +AB,+AA)(AB +AB,)+(AA) A,
). =(DAA)"
4 =DAAB,
4, =DA.AB,
Ay =(AA) Ao (A +2) (% +% )+ (AR ) D(4 +1)
X, = A7+ +a
Y; = X12 +AX + X
X5 :(ﬂs+ﬂz)z+ﬂs+ﬂz+x1+xz+x3
Ys :AS(X3 +X5)+X5 +Y;

HEHARIHIP+Q=2P+(P+Q), FHEMIIHEN3I+6M +4S, ZTHESGE)E, K 3 Kk
WA 1 UORY, R ERFEENI+17M +5S, BARBEIN T 11 RIREM 1 FJ7, BT 2 Ik
K, fE1/M =590, BbEVEL EEHE A
5. Z{RIE

ASCRI T 4 SR 30 g e i N SR B /N A B 7%, BFSE TASAE S 2 A3 E 5 3¢ P st A 1K,
L KBTS RH M = 7.4 0 BB L B AR s . FIHEIFER R, 4546 Ciet DL RXIIER:
LENWTTIE, WS TIHHEIP+QMITEEL, 16 1/M >5.90, Sk Sk B8 A 20 BT M5 ih 28
FrETed, |/M B RT 8, B LAA ST Bk BE 2 A 2 .

Hak, Z3EE MBNS 158 K KB SRR 2= E UK, ol LUsA R 2R R L EEH . % MBNS fl
A PRt FV R S & R AT — 2B A T 1.

S|

AR XHERELESY, REOSIHEZEZMEE T KEROM, MR EESERHFEHRE, BRE—ii
N HAS O AR R R LR R R, AR T IR R SC R S T B, AR IR RN 0 BT (R I R K
WE XK B AR 4 NSFC 11271040 HBHITH (3 HE, PARAEFR 2 S B 25 FRAM R 0 ORI S RF I 4560 2
VAR A o

mEES
Hx AARR# R4 NSFC 11271040 #HhIH H .
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