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Abstract

The open source characteristic of the Android attracts numerous malware, and draws a large
number of researchers that are focus on the security enhancement field of Android. The paper in-
troduces the Android system architecture, security mechanisms and its safety defects. Aimed at
file security enforcement of Android system, we use the existing mature file encryption algorithm,
based on the learning of Android application development, design and develop a file encryption
system.
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Figure 1. The basic flow of AES encryption algorithm
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Figure 2. The function diagram of mobile encryption system
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Figure 3. The workflow of mobile encryption system
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