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Abstract

Android smartphones generate a lot of location-based information. In mobile forensics, location
information, which effectively reflects users’ behavior trace, shows very high investigative value
and evidence value. This paper builds a forensics process model to extract, analyze and display
location-based information in order to provide new ideas for case investigation.
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Figure 1. Procedure of forensics and data analysis
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Table 3. List structure of message (part)
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Meteringfode: 2
LightSource: O
Flash: O
FocalLength: 4.8 (480/100) o

Figure 2. Program to read EXIF
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Figure 4. Shared location data
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Figure 5. Record of user’s tracks
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Figure 7. Activities of users and drivers
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Table 5. List structure of Track_Location
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Figure 8. Visual display via Baidu Map
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import folium
import json

map = folium.Map(location=[32.093,118.652],zoom_start=12)
marker_cluster = folium.MarkerCluster().add_to(map)

folium.CircleMarker([32.093,118.652],
radius=500,

popup="
color=' .
fill_color="'#3186cc’,
).add_to(map)

folium.GeoJson(open('test.json'),

).add_to(map)

map.save('./test.html')

Figure 9. The code and examples of visual display
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Table 6. Parameters of Baidu Map API
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