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Abstract

In order to solve the problem that traditional malware detection technology can’t deal with un-
known malware, a malware detection model which is based on behavior analysis and KNN algo-
rithm is proposed. On the basis of summarized behavior characteristics of malware, the model
adopts information gain method to reduce dimensionality of behavior characteristics, and utilizes
the behavior extraction engine which is based on open source sandbox to analyze and extract be-
havior characteristics and uses improved KNN algorithm in the detection engine to detect mal-
ware. The results of experiment demonstrate that the model has a good capability to detect un-
known malware, and achieves a high FPR, AR and a low FPR.

Keywords

Malware, Behavior Characteristic, KNN Algorithm, Detection Model

—FETFIT A S AKNNE LB E B i)
=E

LAEK, § ¥

B RO B B SlE R, |78 HEA
Email: machunbo@guet.edu.cn, 2313574812@qqg.com

Weks H ). 20174E5H28H: FAHBA: 20174F6 H11H; KA H: 201746 H 14H
W =
AT RPRAES T BRI AR TR R MBERRER S, RHE T —METT AT HIKNNE LR

XES|H: GFEN, G —FETIT AN KNN EVERE R R D). tFENRI# 5N, 2017, 7(6):
491-498. https://doi.org/10.12677/csa.2017.76060



http://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2017.76060
https://doi.org/10.12677/csa.2017.76060
http://www.hanspub.org

AR, Ehp

BRRARIURE. ZER LSS HANERERAT AREA SR, KA B R EEN T ARHMEET
Wede, FRETIFIRDERT ARG XA KT R EEAT T SREL, FEAEAS I 51 % o i ot
RIKNNEEZEAT BRI . SRS RRY, WA AR RIFIRABRRMRNEE S, R LI
TERERIR., MR URBIKEIRRER.

XKiEid
BRKM, /THRE, KNNEZE, Mjsiy

Copyright © 2017 by authors and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY).
http://creativecommons.org/licenses/by/4.0/

1. 518

BEE THEOHLEOR AN Internet (14 i K J8 % 8 78 9 2% Hh IR v SEALITHD I 2 Bk B 22 (1030 = R A W« 3
R FEREE R BOR BRI TR AL BL R et Rl (09K, SRR AR 2B AL . b A SRS
EAHBEHMR T — T BEM e, L8R, SAE L R E R RE S 2] TR [1]. B
PERI I 22 25 NRT A4t o AR [ A 453 2, I8 7 SO R SR O BB o R B ARG I
S BB R B EEIANT, JTER DO E B & B U R 2

Gt BB R AR I T5 12 ST AE B AS 7 T ORI B[2]. FriEse s, sl AE AT R AN R
AREHTSE T, RAEARIRFIERS IR B R, IF -5 e R AR P i A 30 30 4T DG A W AR R A
BET. ZINERARIMER . RE AR 3] AH T 7 T 7 SRR B R R AR
PEAENULRE RS 53— 70, HBTmse. 8. P R E R BRI, AU S RS
We oy A A, WALRHERS SR TAE RS N S E, X S8 IR AR §E I 7% 5 T35 2K
PREVEEEY K. SCHORAE T R T AU . R SSFREFR, SS ik BTN, X8
BRI SE TR 2K

SEFAT AT N — RIS T EOR, MRS R AR S AL T AL . TRE
BAFHAT N S IER AR AT D BRI X, @i e AS AT i Rt AT A BEAT R BT, 0 AR
FEA AT AURAE , CLIEAR R A A IR 55 AR5 o AEAT Al Ak bt — 2 R A BN 5 b R,
AR FEASAE KR AU A TSR S AT, ANMERT DA B BPAEAS (AT A0 3%, 3 mT DU G R o
FSEMTHENLR G BN, Wik B JATR TSN 2 2 H K.

ARSLULCOR RS, $EH T —FhEETAT 90 Hr AT KINN B0 (R0 R A A IS A o A2 1 S
P IAT PR REAT YA 9 45, SRS R0 28 S AT DRI EAT e 4, 4 LA AT 9 3R BUIR 554 5
SRR S THEYD S AT IR IS RS BEA AT N R AT 7 W R ORI R e A7 s B Ja AT AL
DA, AEAS DR 5% 2 b A T Sk ) KININ S AT A I o SRR 45 SRR WY, ALY RE A8 v Aff bk
BRI S .

2. BMERISEL)
2.1. BiFIERSGH
TR TY F AR ME SR S an 1&] 1 B, FEEEIEITAIRIGIZE, 5 2, AT R e 2 DA R



http://creativecommons.org/licenses/by/4.0/

LA, Ep

o A WlshE A
i i wEih | | T
| WERG | )
| | MGHEKNN || .T
‘ dEB ¢ | k|
T A || - [
3 Fikkes | | T
| UgRER e ? ;
¢ B e ChAG ; »
e TR | : ol ||
DELA i AT T mem |
! Kol B | !
G ol | TR |t

Figure 1. General frame of detection model
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Table 1. Behavior characteristics of malware
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Figure 2. Structure of cuckoo sandbox
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