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Abstract

For the phenomenon that digital information is easily stolen during transmission, we purpose a
digital image encryption algorithm based on improved ZigZag transformation and chaotic se-
quence. Firstly, the original image is transformed with the improved ZigZag method. Then each bit
of the image is bit-computed using the chaotic sequence. Decryption is the reverse of encryption.
According to the theoretical analysis and experimental verification, the encrypted image has a
uniform gray distribution. Besides, the new algorithm has a large key space, and has a high sensi-
tivity to the keys.
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Figure 1. Standard ZigZag scan path
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Figure 2. Improved ZigZag scan path
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Figure 3. Algorithm flowchart
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Figure 4. The encryption effect and decryption effect of three different images
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Figure 5. Key sensitivity test results
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Figure 6. Comparison of the grayscale histogram of the original image and the encrypted image
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Table 2. The average correlation coefficient between adjacent pixels in different directions before and after encryption
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