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Abstract

Focused on the artifacts between the three primaries of an image introduced by the interpolation
algorithm during its acquisition process, an image tampering detection algorithm based on the
posterior probability and the color filter array artifacts is proposed. Firstly, the green channel
component of the image is extracted, and the two-dimensional predictive filter is used to construct
the predictive error function. Then the histograms’ character of original and tampering images is
analyzed, and then the Gaussian mixture statistical model is established. EM algorithm is applied
to estimate the model parameters. Then the posterior probability of each sub-block as an original
block is calculated, and the feature likelihood is defined and it is applied to every sub-block, so
that the tampering-area map can be obtained to complete the detection. The simulation results
show that the algorithm has strong robustness and can locate the image’s tampered region more
accurately.
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Figure 1. Digital camera general imaging system
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Figure 2. Bayer CFA and distribution of acquired and interpolated pixels of green channel
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Figure 3. Detecting process of the proposed algorithm
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Figure 4. Histograms of proposed features. (a) feature histogram of original image; (b) feature histogram of tampered image
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Figure 5. Localization of tampered image area. (a) original image; (b) tampered image; (c) detecting result of proposed algo-
rithm; (d) detecting result of algorithm in [11]
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Figure 6. Localization of tampered image area. (a) original image; (b) tampered image; (c) detecting result of proposed algo-
rithm; (d) detecting result of algorithm in [11]
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