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Abstract

Advanced Persistent Threat (APT) causes high attention for it is frequently used to steal enter-
prise core data and bring about extremely harsh effects. The APT attack adopts the attack mode of
persistent network attack for a long time, and it has the characteristics of high concealment and
latency; therefore, the traditional detection technology cannot be effectively identified. At present,
the detection scheme for APT attack has three schemes: sandbox scheme, network anomaly detec-
tion scheme and full flow scheme. However, the existing APT attack detection method has low ac-
curacy in the detection, a need for large numbers of marked samples and other shortcomings. In
this paper, a network intrusion detection model (DBN-SVDD) based on depth learning is proposed
by using the network intrusion detection scheme. This method uses DBN to reduce the structure
dimension and improve the detection efficiency. Then, the SVDD is used to detect the data set. The
experimental results of NSL-KDD dataset show that the detection rate of this method is high; the
method has unmanned supervision; and it can effectively deal with high-dimensional data and so
on. It can be effectively applied to APT attack detection.
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BT E &R B (Advanced Persistent Threat, APT) & F T 53 BUA A% O Bk B3 SRAR FB 25 1B
M S R E. FAAPTE I BIE 7 iA R X B B in K AT Re s M g 5, BRAERS
RIBEREME . RS R FTUMES R AR AT A RO . H T4 X APTE I Kkl 7 RE W5
R MERERNTR. EREFRX=FRWHT R, RTIA K APTE R 12 A A
HEK. FEREEGTRICHIELRER S . RCRE —FhZE T IHRE MM E N R R
(DBN-SVDD), %7574 FFIDBN#E/T MR, REKMAAE, FFFHSVDDAHIEERT RGN . £
NSL-KDDH B H LR EREH, ZHFERRNE LD 93.71%. EZHEEFLEARE. TRFRE
PicEEA. TIAE B R ERIESRE A, RBE S TAPTE SR+ .
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1. 5|

B A A BRAE B A DA S S B AR FRRGE A T, A R e ok o R I 4 2 ) v 4R 4 14 BB (Advanced
Persistent threat, APT) H 2 2, T REEREAE, T2 o EEEFNE B 24485 2 ™ =g 1]
[2] [3]. 2008 4, >k H & EBG BRI HEE R EKINM; 2010 £,  “FEM” HEERIIEE T 7
TSRS, ST PBRRIGHER; 2011 45, “WRATEN” SIHLT 2 EEIR E Sk A J A% O
JSCHE; 2012 4, “OKIAE” RROUERECR AR & R EHLE G . ek, APT Boadixd T B 58 W 4% 2% ]
FA Tk R G A A G B 22 B T BB NA REWR S B RN, Bk, wahext
APT Jrbi AT A 5 4

APT Buiti R KNI FREEPEMIM LR eile, BOlidr e 7E IR AT R DA b DR, Al
BN APT Buk B A8 T A A fe B i HL s PR ME PRI 20 o SR, A% 48 A e A W A AR T ¥ A A 3 500
RIVBARCTIE . BeAh, RG0Sk e AR A A R A R ARSI 45 0 B S 1) S o BB AT D, TR A
MBS LE IEHAT N E APT Bl A Re /3 2 BAR ARSI 5 5 . BT RL, ARG BRI AR K 2 TEiEA 2L
K APT Briki[4]. BUA 1 APT Bl 75 0 Vb A6 7715 SR i A i & o v Vs[5 =Fh . ¥
7 1 T B R R AL DT 0 3 R A B0 i e ) R . % R SR R R BNV A, AR S
PERG . AT R R MRS bR, AR B AEE R ARRS o 0 Rl 7 2 mT DAAR HURRAIE VT AT
TSI U AN A, 36 3 T DX 28 R R T AT SR AR T R SR AT O . TR T T R TR
VAR GURFAE U LA A T 32 1), %7 V00 B % v ) B AT IR 2 IR A B SR T R S PR i, R 31 L i
BEEGUEAT RN TEX =ik, SRS A i s a0 R E e # i S50, Rtk APT el i)
BT B3 FH T 0 AR KA 0L
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TREE S SRR — P 2 A B Z H T AR, @ A 2 EHEZ M I A AR HOR SL I 2 R R AF 2% 5,
RE R N b — R ] B AR AE B o) SR R IR R AL, B S 4R I SR AR s T U B R AR
FITEA, TN IR © AT AR 2R 5 2% ST 1 I 28 S i A DU o 9 S FH o

I, I R FE 2 S AR [6] % 4% (1) APT e kil S AR B 7 2 B HE LR =N 7T s To e B 4% 20
BRI B S ) . BB S B IHUR I NAES ), TRFEARMNPREHAR, 704
1T REFRC, AR ZBAK. Kingsly 58 A [7]14& H DAL T SR EE I I 28 S Rl 7 ik, 4 9 2 i d ik
RHRNATH, R 2R 5% B 2 B N I . A B o 7 B AR AT I R A AT b
0, EITEE S A PRI IZRER 5 2] 7 2R48, ARG 2% 21 JG 1 43 R A0 I 2847 R il Ass i« 2
HR[8] 452 H K 57 5 ] & HL(Support Vector Machines, SVM) /7728 F 2] APT Braik&ilidr . BRitbz 4h, b
-7 (Naive Bayes, NB) [9]. #4% 5% (Genetic Algorithm, GA) [10]H545 R FH B AR A 45K . A B2 ]
TTEATAE RIS ORISR, SR 5 B REAR AT AR /5 ISR, b T80 B R R AN B
B B S R I ) SRR B I G 0 — R, %07 R B R D B AR
VEROE AN KB B AR AR B 7R 47 0 24 [11] [12]. Yasami Z5[13])F] ] k-means ZE25H1 1D3 et 2 =) Sk
AT S Al e Je R k-means XFUIZREEFEAT ISR, FRAEFH 1D3 R Al 0 W e 75 8 A6 7 o
SCHR[14]472 H 3 TR FE 15 & M 2% (Deep Belief Networks, DBN) 13 (4] &AL (Support Vector Machines, SVM)
(R G A B AT X 28 N AR A o

B 6 B B M BRI 2 M I v 1 1] B, Rubinstein 25 A\ [15]32 H A FH 35 2 0 Mg B 0
16 % H LK) 0 X B AT A A R R o B S A B e, IE A SCHR[16] [17] [18]4% H R LAGE A
DBN(Deep Belief Networks, DBN)IFAT 25 14 B 24t . T8Ik 285 K4 B 4 1A 3%, VR BB 2 TR YR FH 2% SR 4 AE
RENS AR GF B R AL G258 2% ST T ) “4EBhoest” , I B RO @ 1 R BE 2 ST (1 I SR T AT S
I IE),  EAAE A e, T m 4 5 A R I 28 5 R S T LT R R

FRAE 3R 73BT, A SR — b T2 W2 ST APT Zrahs i 7732 o 1 5% SR FH G e 7B 2% =1 1) DBN [16]
BHTHIE R 4E S 25, SRJG /6 DBN ByERISEat I, (/] SVDD kit irdt— LN 510 . s25
GERRN, AR RS BB AR, Be A RO I M 2 AT N, R OT
R APT Mok B —m a4t FR, ZHEEHBE TETREY MR ERNN S, AHERES
HFRICHIFEA; AT OB MR ERNT S, BA B Rl st

AALUNT 5 I A AT MBS I M 4 R, 35 =30 A AR AH DG SR IR D IR
S EE R, B DU R A S AT S

2. BETHUEFIN APT AEFESR
2.1. REEZM4% DBN

2006 4E Hinton %5 A\ [17]42 Hi IR £ 15 & % (Deep Belief Net, DBN), ‘&2 122 /2 0 B 1 IR 1 3 /R 2% 2
B2 A — S AT B 1R S e AR I 2 2E i, S5 R ] 1 o o

DBN 2—Mi B Mk, HilCEEIUEA— N2 B R REMELE T H . DBN ZZ24EM
BRL, 2] — AN ERRE SRR B, R IR RHEAE A RIGR T — 2. X 005 I T LA
T I O i AN E AR AN 2 (R R o VS F T R K B R R AR, X APT Bt A
BAMRE SN E.

DBN {8 HIARFRC B . — k% — ZRHER 2 2 A B . DBN BT 08 5 8 K IR 4s AR 4
AT AR MR PR AR I B 0 AN sy 4 T A K22 2T Re g, o] LU 52 BR 3% /K 2% 2 HL(Restricted Boltzmann
Machines, RBM) A% JZ 75 3 m B I 45
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Figure 1. DBN structure
[ 1. DBN 5#5E

75 RBM s IS T v B, B TE h 2 S R, BB 1 4 n (0% A7 W F
IR v WU B4R A d = | AR 2SR, Boft p(v,h) . 45 iigE D, fEAHIA, RBM 4 H s
X A1, 76 RBM 1, IR0 00 2 (AT e, BT 0, - A7 LSRRt - WA Be, 3 ELIImi
J2 PGS 00,2606 2 ) AR T W e

TR BE /R 25 B R, B RTTT WL R FOBE 240 p (v, h) AR A B 2K E (v, h) 1 LI,
BN R B 772 o MR ITBENLAE R, UR%R 7 %5 0] RBM fBE B 5C E (v, h) 7T BhSRAE 4

JUDEESAURES AL T 2 ®
ey, A Dy SRR AT W, O BB T UL v 2RI h A5 R AN DU R G A
by, BEEL p(v, h) FOA R FFT:

e—E(v,h)

P(v,h)=
Horp Z AR X R B A — LR, IF Bt 508:
z=Y et ®)

BRI B PR PR AR T P28 501 6 = (W, b, ¢) SREFSE , LR b A ¢ 70 )2 x Bz AT L )2 e i
Zo REJE h ZTHERIK, JF HFGE R CR A FIRENIAR R, T fIe e Do b fl sisifl. 45 5E —
JCRSATT hy BT REEUR T (RIS 4, BT AT LB SR A 0 A P(hv) «

P(h|v):HP(hj lv)= Hagm(b +Z . ,j 4)

I H2E, AW W n 2z A g, Bt

: @
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P(v|h):HP(vi|h):HN(ci+Zwi,jhm] (5)
o
(6)

Sigm(x):1+e‘x

FEIZH S TR BN N (1, 0) Fom BAIME p A7 2% o = 7040 . 125k RBM EWRE K 2S5 6 1IMH.
R e EmUME. —RRTRERI VA B FE SO AL B FAR TR S RO BE LA T v B A BLAA -

dlog p(v) B oE(v,h) . oE (h,v) 7
20900 e, (1) EL |, (o L) Q
EH TR EBA AR () 5 — RS W v SR ME DAKC B, Pt DA AT DA F RR Ant G2 K HR(CD) [19]1 772K

fliTtBEEE . CD Il k JGEAR) & AT R AE G k= 1)1 3158 DL SE B o 2 AN

dlogP(v) 0 K

T”z@ihj) —<vihj> (8)
ot () FoRa R BOEAR | (9T, 7EJIZ RBM 25, 53— RBM o[ LUESTES 4> RBM [T
o, BPBRE G R HEBOIRES X, FAEA T8I 8 RBM B AT LA, B2 0T BLR A FNA%F] RBM,
Hoh 55— 20 FEX R T o] WA M Re & k£ [20]. HES RBM 45 A TREMS @ 510 RBM )
Rk 50T < [A]  E fROB I . S B, TTRAMEZ 22 RBM LA AN 2 AR LR TR R AR AT I 38, R
ANELE R S R Gt S5 R . 7E RBM MERR T, B3 DBN [ E ) EIRBIACE Y H T HIiR 2 =
Ao p 22 I 2% AR E o 1 2w DA AR A T B4 TR, s B R nl 3 J2 R Tt - Hoad kB 23 2R 1)
SR AL AT X A o

2.2. XFFEBHIERARTTE SVDD

SO 1) B B #6534 77725 (Support Vector Data Description, SVDD)/& i1 Tax 5 A 454 SVM 5% 55/
0, FE BRI 4 H AR — P B 4R v o L B RBAE DN A i AR AE 25 (] R R - — AN R 0T REN BT A ISR AR
A, [ A SR ) e /B BR AR, I DI AN B/ INERER R (1) R S8 100 T B kAT 2 SRR . BT SVDD X F A
o R, BT LAHH R T AR FR R R AR A )8, H SVDD AREE T SVM 1 5 EL A I s A A

SVDD & ZELE = 4R AE 25 [A] 8.5 — N R AT BENE T I G AR 6 BB R SR (1 fe /N Bk A, SEBRi o
THIEFEA R A, FUAEES I — AR S [21] . BT DUR T A8 b R DL SR i fa /)N 68 BR A4 f 1]
AT A IR A -

min R%C[Zgﬁj ©)

Hrp CA—MEHL BRI BHREARNETRE, KR REN — M, —RER T K=1, Jf
L3R R A 3 2% 2 ARG AT

0<R®+¢,¢& <(x—a)(x —a) (10)
a NERE BRI ER O &, R AR A FON:
RZ=(xu,xu)—22n:aj(xu,xj)+zn"zn:aiaj(xi,xj) (11)
= i=l j=1
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2.3 BTHIEEF INBHRNT %

2 7y DBN-SVDD FR K, ZAR E 5008 =7 Hdm AL, DBN JIZkFr B, SVDD il
B Bo o Heds Ak B0 A B m M W A SR A 5 — K . NSL-KDD ##i 4R i — % i i A
38 M IURFAEA 3 NPT RUAFAE, PRI 5 22 ok 7 5 S Ikl Sy R - R R . ol T A B i E
REAER AT B SR BT, R WL G AT WSS o SCERAARRAE ) & — AN IE AN ], BB VG A —,
FIT LA 5 B R B S 1t 3 — 1k

7EIX B AR BT IRHESE keras £257 DBN W%, keras & — /i 24 M4 APL, keras Hi4l Python
%5 1 A IEFE T Tensorflow. Theano P A CNTK Jadii. keras ASZHRFHLESZIGT A, AEOSIEIRIY idea i
R

£ DBN IZRM B, 19 3IARAESAREE LS, AT H DBN AU H 4. K2 RBM AT WD P4
DA P 5 2 RBM AERE RBM A% 5K 1 ] SRR AE HL 2% S Sl R T A RAE, I I B AUE, $REUH
RHER TS %G . ks DBN ALBE S BIBHE - NI SRR FTASE , SR 4510 5% 45 SVDD #HATIIIZRFIR
BRI, B AR BRI GE T o ZICEAR I 7 vE 0 B A R R

SR L P e A R R P

IR 2. PP IR 1 ALE S A R AT 1k

R 3. {8 keras FFURHESEE 7. DBN P45

IR 4 {fF] DBN 2% AT B 4 AN SR B 75 B AFAE 1)

A UK 5. 4 SVDD M4k

IR 6: XTUIGEFITIIG

IR T WA AT O F AN

ZERRAR A 3 BN

3. hESXE
3.1. WIS ITOEARR

AR SO H AR T W B ) M B R AR B EAT 1 LS 46 . SR A AU S NSL-KDD #dfi 4%,
ZHE 2 KDDCU99 ekt i, 4 7 KDDTrain+. KDDTrain_20percent. KDDTest+f1 KDDTest-21 P4
ANTFHIESE, HAP e ma 125973, 25,192, 22,544, 11,850 A ic %

A HALISAE Ubuntu 6.04LTS 55 Fik4T, A Keras #1£8 M 4% % . Sklearn 12§ 5 > (4
DBN-SVDD 4%, JFH#iF Tensorflow 0.8 /£ /5 i i1 5HAESE, DBN ZH&E N 2 2, 1K/ZE RBM ¥4 41
ANRFIEFE4E RS 13 NMRFE, &2 RBM KE 13 AMRFIEAN A& A 5 NMFRFAE . MK G B W 1 frs

N T VAN U S B B AR Y, A SR P 11 2 A 3 R e ()X P AN PE R b . L A

SVDDIR S K I B

¥/\ J\

|
! ]
NSL-KDDXHA | R AR I !
A6 1 | I Iyl g |
|
L] R | I |
! |
|
NSL-KDD 41 4 ! HEAE [ 4 J 114 | N
JE g ataE | iy!ﬂ:‘r,;{“ﬁ._ : SR B : :ﬁdﬂ\”ﬁl\‘
! I
|
|

______

Figure 2. DBN-SVDD model diagram
[ 2. DBN-SVDD #&&![E]
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Figure 3. Experimental flow chart of DBN-SVDD
[E 3. DBN-SVDD SZI85RF2 [

Table 1. The detailed configuration information
of testing machine

=L MRERECE

%31 e

AP A 8GB

AT DDR4 2400
Bl A1

CPU 24 Intel - LAHEE

[ A T 4 128GB SSD

FRT R I 2 (0 7 H B AR A AN S B B0 7 8 B A A O 0l b =, I )2 i X K P A6 9 FO I ],
ARSI LA A S B B o FR 32 AT 6 16D

3.2. BuETAbE

NSL-KDD #5516 S5 AL K ABELAE 1 =07 T FRFAES B 1~9 AEEAAE BAFAE, 10~22 Ty N AHHE,
23~31 NETRFR MR ERE, 32~41 NET FHLARERE22]. WAEFAET 22 FEE, N TH
PLSERRAE B — LB i By R, MR & 7 17 PR g b 3 B S 2R . i il s
B = E AT R o0 N DL R DY 6l FE46 I 55 Bk (DoS) . I AR 4% FH 7 e (R2L) . $2 THAUBR Bk (U2R)
MR Bk (Probe) . Hir DoS Bty APT By F 2 Mk 77 e —.

BT NSL-KDD & S250id sk MU 38 MUF AU B HFR-IE, &6 protocol_type. service. flag iX 3
NP REMERFAE, b protocol_type A 3 FAFLME, service A 70 FHEFEAE, flag H 11 FMEFAEAE,
UL FRATT 75 R S R 10 57 v A 5 LR R AT ISRt A 0 i B 2 B A« AR SO FH W AR & (Dumimy Variables) [23]
GRia i) 77 X 3 PR REEA T gAY, R — 2% SR LA R I SR A il — 1 122 4ERFE I & .
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BT RHE ) A — MR IEENAE, BUETEEA —, B DURAT T ZERH G ANRRAE ) 2 AT AR v AL
(Standardization or Mean Removal and Variance Scaling), 25 J5 % 4ERFE A 0 S48, FAL 7 2 . Y z-score
A (EYMEMTEAL) o THE T O RFAEAE I 218, BRUARHEZE . ARSCAE train 4R brdELSS,
[FFE AR E A S 2R AL test 2.

B, HTZBEE SR BGE 2 AU, BIIIRATES B R SR 1 b5 40 5 2K

33 KWHERSHH

3.3.1. FEIHERELERELE:

TERT & O3 B DAL G285 ST 0 “ 4EB00HE ™ W0 N Gt T 4 FH &6 R P 4 1) 7 2 Sl vt
BT R, Horh i I =R %4k 775 PCA. GAB RATB. DBN. Hrrik[24]48 XX 3 FlAS [
I ELE T VA T A RV B 4E D7 ik B I . 4 Jl4s PCAL. GAB RATB. DBN W& [ il Zi¥#iE 20%.
40%. 60%. 80%IKI%HE & . PEAEXT EL /M & ANl 4 Fiw, MUL_EEEE AT PAE H DBN (1 42 R A X
B, DUABEEEHGER] T 90%LA b, HEINE A A B 4R H I

3.3.2. EHMREF JEIMLE

BT 5 AR RATT O 28 15 ) R T P T X 8 S R 1 R B 2 S B A SRS . DBN-SVM. DBN. SVM
%, BMTREANR, AR ET VLT VIR . BT RA/NING S R eI R, ARG 40 H SRS
S5 S i IR A

ISR 0 7 R S A LRI FE 2 ST (R 7R B R L S2 a6 45 S 2 B, {8 NSL-KDD %#s #H 4T
BAYYIZRRT, K-means T2 0 AW E IHLES 2% I8, (RILET FR i TR0, (H LR R Bk o A SCHRE
K J7 15 HIZAT I A EE DBN-SVM K 0.48 s, {HILHER 2% I DBN-SVM, 1A F| 93.71% M) #ER 2

R IR W40 77 15 1 5 SR 0

100.00%
0.00%
PCA GAB RATB DBN
B EE20% W2 R 40% 2R EE60% WAl K 100%

Figure 4. Comparison of results of different data reduction methods

[E 4. FEIBHEREHE S ARG RITEE

Table 2. Comparison with the results of other deep learning methods

2. SRMREF I ENERYIELL

Methods Acc Test time
DBN 86.90% 0.76s
SVM 89.25% 32.30s

DBN-SVM 93.14% 7.75s

K-means 71.70% 0.51s

DBN-SVDD 93.71% 8.23s

DOI: 10.12677/csa.2017.711129 1153 THEAURF 5 R


https://doi.org/10.12677/csa.2017.711129

PRV

LR VLA, ASCIR 1) DBN-SVDD S # AR A, AR T HAB AL B AT e e sy, BATHoR
HI¥ J1. SRR LU LML S 1) R — Ao N ME ipLEs 2 I, AR EER B HR R iC A
& TR E R BEIC R 2) SR EAA BRI R, H AT I (A LA M 2 S A (H L e i
2, AT M RA BN R HITERE: 3) RG] T e 8t B R ARk
R

4, B5RIE

AR 7 AN T DBN-SVDD FyBcifar A8y, o DBN FH TRk B 4E A B B 75 BRI 1 &
SVDD &M T ¥ 7 K 5400 . 38id NSL-KDD ¥ 48 1) 525 45 %, DBN-SVDD G 1R 4 (1) 73 2434
B IF H s R LR O B = T DK (] . [ES, DBN b PCA B AU HIPERE; th4h, SVDD 5
SVM H et B TR I 1) 40 R o 12 Bh R B0 A 170\ B 1 s & K B B m 4R AE 1) B 4
PERI , HEHRFEIAE, +oMant APT Behis AR 7R . fE8 PRI TAE, AT
Z ST A2 A MR F Y, IR — PR TSR mrZ R A R I . R, AR O A v
N AR A I B HEA L5 A sOR, & — Ml AT/ ) APT Mkl e e
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