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Abstract

Windows NTFS is a kind of file systems with good stability and security, and it is important for da-
ta security to research on data recovery based on NTFS. Analyzing the NTFS structure, a data re-
covery system based on NTFS is designed and implemented, and three modules are presented
particularly, which include modules of disk analysing, partition scanning and data recovery. The
data recovery module is the core of the recovery system, and the implementation process of dada
recovery based on NTFS is provided. Through soft testing, the system proposed can recover the
original data very well.
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Figure 1. Main interface of data recovery system

1L BERERREERE

B, MBR 51 2P 5 R IHT 446 515, BEJS ) 64 S5 19ml2 DPT, & 16 e L—4
DX, mEATUE 4 DX, HAE 5 M PAiRoR Tz XRA, Hrf 0x07H #os NTFS 731X, &4
7 XRIBRRE — D0 KA RS e KR E, MY A XERPARIEa T o XE, Xt

TR T — MREIREEH, ATPHERZ AN X

PRI XUT ] T A X IR AT B DPT 454, 84 e 7y X 70 XR 42 1) B3 X K9 EBR, 3 e 7 IX
ISR 0X05H. Py Jg 70 IX VBER (B sNRIRAT I, J& — 9 7 X B e A T — N e X
oy X &, EWADMFXERTEAIFAES. EBRAMEET RS XHME - MEXT, HEZ AERRM

I3 X R I
4.1.2. SYXHEIER

I FEREEE RIS NTFS 40X i MFT B E 3, B EESE — & X E R W 0x16H JF4ERY
PIANTT,  FIWTZ SO 2 R N BRSO, S84 b 30 AT 10 JEMEIREUCC A 44 SO F sk () RD SCA i

JEAETR A1 S B & 2 9 D 2 X A A A B SO A R A
4.1.3. iRk EHEDR

2 H R PEEAF AL MFT REEA SRR, ROy SR E . X TR Rk, mIrkE
FEIBAE SR YE A ST WR — A H R B AR, ABEAFTRAE — N SCfFe kb, A, NTFS H5 M4
P X iz @ A 7 A At 2 1] o IR BEAE A 25 (R 3 R O — I8 AT, ARAFUB IR E, fAEEisir i s

PERR AR H SR 1k

HFIWTSCAFC R 1 80 JE M2 oW BRIk, 0 IR A, AR H A X PR — A SerE, e
BRSCAFROSCAE 2 oK 40, SR 5B B X (R SO s R BRI X b . BRI R A B 3 B

Hfi R S A5 Delphi 1 5 JCEARAG 10 T -

DOI: 10.12677/csa.2017.712139 1248 THEAURF 5 R


https://doi.org/10.12677/csa.2017.712139

HEH &

&t Bl

2016-5-18 &
2016-7-7
2016-7-7
2016-7-7
2016-7-8 H
2018-7-7 15:24:48
2018-7-8 15:50:05
2018-7-8 15:50:05
2018-7-11 1
2016-7-11 18:05:16
2016-7-12 16:19:44
2016-7-15 10:08: 16
2016-7-21 18:26:06
2016-6-1 10:43:34

2013-4-25 11:38:34
2018-12-15 16:28:43
2016-3-26 16:03:32
2018-8-25 11:27:20

€3

Il HEA
oxcooos4n0 boatex log Jag 2450 2016-5-18 &
DDXCDDDF4DD Dd16.rar Jrar 2633732 2016-7-7
Ooxcontoooo Dds.zip .zip 580564 2016-7-8
DDXCDDIDCDD Dd4.doc .doc G642 2016-7-8
CJoxcoois400  Ddé.rar rar 542272 2016-7-8
CJoxconiscon  Dd1d.pdf .pof 42947 2016-7-8 15:47
Cowcooiccoo Dd1idoc .doe 196096 2016-7-11 19:01:06
CloxcootFoog  Ddg.doc .doe 196036 2016-7-6 15:49:34
OoxcooiFcon Dd13.doc Jdoe 2160 2016-7-11 19:01:06
Coxconzzenn Ddi12.doc Jdoe 210944 2016-7-12 104401
DDXCDDZZCDD Dd9.rar Jrar 113964 2016-7-12 16:19:44
DDXCDDZSDDD Dd1d.rar .rar 255332 2016-7-13 10:17:04
DDXCDDZ4EDD Dd18 G64435 2016-7-21 19:04:47
CJoxconsndon  Dd17 ppk .pot 602112 2016-7-19 17:18:38
CJoxcoo3scon  Dd1s.ppe .pot 2402304 2016-7-19 16:33:10
Cloxcoossson  Ddiz4.doc .doe 334900 2016-7-23 16:38:33
Ooxcoozednn  Dd10g.ppt .pot 11347968 2016-7-13 17:38 18
Ooxcoozsson Ddzippt Pt 1010668 2016-8-26 16:45:37
NTFS#E R RERL TIE: . JPFREEE: b
. =7 [ £ g fich
=0 [EHREE] =l
& FEE
FF'S: 863042E73042DDB5 =] 2014,
FAh: 148803985792 T ) d's': —
MFT{CH : 0xCO000000 g :::;;;
MFTAA : 17854464 T g 2
17436
4o BiER BEPHS - 2789

IHHETEATL
& BEBAF(AIEEES)
 fEFile WS BT

™ EdArEAERI

Figure 2. Partition scanning module
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Figure 3. Flow diagram of data recovery
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unit uRecoverThread:;
interface
uses
Classes,Windows,SysUtils,uNTFS;
type
TRecoverThread = class(T Thread)
private
{ Private declarations }
Fdiskinfo : TDISK_INFORMATION;
begin
{ Place thread code here }
isRecovering := true;
with MainForm do
begin
PB.Max := FFileCount;
btnRecover.Caption := {5 1Lk & ";
btnScan.Enabled := false;
for i :=0to ListViewl.ltems.Count -1 do
begin
if StopRecover then
begin
break;
end;
if listviewl.ltems[i].Checked then
begin
btnRecover.Caption := " & 3"
btnScan.Enabled := true;
end;
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Figure 4. Result of disk scanning
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Figure 6. Result comparison of data recovery. (a) Original contents; (b) Recovered contents
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