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Abstract

With hackers, computer viruses and cyber crime seriously threatening information security, users’
loss or damage caused by network security will be more probable. As an emerging risk manage-
ment mode, cyber-insurance has been drawing more and more attention in both academic and
industrial community and becoming an exploration of network economical time. Cyber-insurance
is a kind of insurance that a policy-holder pays certain premium to insurance companies in return
for compensation when network security breaks out. Because usual protection measures could
never eliminate risk, cyber-insurance is an effective tool to transfer the remaining risk of infor-
mation systems. This paper presents the background of cyber-insurance. The important research
areas such as self-defense investment incentive, correlated risk, interdependent security, infor-
mation asymmetry, as well as the cyber-insurance market are summarized. Finally, the paper dis-
cusses possible directions and challenges of cyber-insurance.
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Table 1. Summary of approaches with self-defense investment model
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Table 2. Summary of approaches with adverse selection model
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Table 3. Summary of approaches with moral hazard model
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Table 4. Summary of approaches with perfect competitive network security insurance market model
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