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Abstract

Now the image steganography algorithm does not apply the clustering rule very well. It leads to
the security of steganography algorithm that is still not ideal. MiPOD (Minimizing the Power of Op-
timal Detector) is a classical steganography algorithm, which has a high security. But it uses the
method of randomly changing the direction to modify the pixels, which does not conform to the
clustering rule. In order to improve the security of the steganography algorithm, our algorithm
which base on MiPOD uses the minimum filter, the pixel changed method corresponding to the
minimum value in the local area of the cost matrix is given to the whole local area. It can realize
local clustering. In addition, the perceptual hash algorithm is used to find the similar parts of the
image, and the similar regions are given the same changed direction. It can realize overall clus-
tering. Comparing with the MiPOD, the testing error rate of SRM is improved by 0.72%, and that of
maxSRMd2 is improved by 0.61%.
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MiPOD (Minimizing the Power of Optimal Detector)#l4 & & () % &1, B B3 F FERL BT 17 F 5 2K
MNEREHTBHR, FREBRREEN. ATRABREHENZ4M, EMIPODRERM b, &RXMEMAR
/METEBREARMNAE R R X N B ME B BT N T BAN R, EURMBEERE: WIMER RS
HEEFREGHHLEERS, RPHEUKBHRRESTH, DEZBREEMRENER. LRER
R, RXEBEMHBTMIPOD, HPISRMAFERIA LR FIRA T 0.72%, HIimaxSRMAFHE I HE 2
SEHERF T 0.61%.
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1. 51§

EUR R S ARG BRI — N EE S, EEREAKEEG SRR T, RABEEL,
A NHMECLSE S G 22 S, AT I B Bl 2% 45 2L 1K H R[]

T EME R 5 BRI BT = KR 2]

(). xR, EEREREFENTES T, MEEBRRERAZEEIEE &M X, EBEE
R RAGERE U R E BRSO E AR, AT BRSO 2 X R = T BN B L
R, X2 BRGSO 2% X U S5 Sint, 78 1% X AT A8 coHE DA A, A 2 448 7 DR 2804
UGG =B e R gZN, 1AL T BRSO XA =R TR B S A0 . BRI RR 28— A&
TE 1) 2R LR HR DAE B U A X SO 2 R R S S R R B Ui s g e A4, 1 ASDL-GAN (Au-
tomatic Steganographic Distortion Learning framework with GAN) [3]4 F A= i 20 %) 471 % 4% (Generative Ad-
versarial Network, GAN) [4]f1%5 5t 2% 2 RIRBUE S . Tang 46 [517E Bk AL b, X PuREA
BRI FE 7 T S AS R A A, RIS RO H M S HERS . WOW (Wavelet Obtained Weights) [6] 004 F 77 1) ¢
WA EAEATT AR, &R TT AN BN, W2 OB B, & IR TR 142
BT . MG (Multivariate Gaussian Model) [7]44 BUGAZ 2 G BASL I BEHL = BT &, 5 R IR MR R S
7 RS ER, MVGG (Multivariate Generalized Gaussian) [8]2i# T MG 5%, 18 FH S8 {71 7 Z 4kt
2%, [RIHE e ML PR E B0 . MIPOD (Minimizing the Power of Optimal Detector) [9] WA FH ™ S
Wi oA SRR ASE,  [] I FH i DA ARG N 25 SRR E B A 1 R SO A 2

(2). AN B W REREEN, 153084 E MR IESUM G, IR IR, &
AR R MR R B SR S HER . A BUR NI 9. AR R BOZA ML B S . F
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B SR BIME R B SURN T BRI AR IBUE = B et s (s &0 3 S RN A R AR /) o (3]
L, BRI BR G 2R AR ISR 3R B ROZ A BRI o Li S5 [2) FH S50 UE B T AT DS AR SR A% K
BT AN B . HILL (High-pass, Low-pass, and Low-pass) [10]1 ] 1 X — R, A5 —A i e i 2%
T HEEMR SR E T S ME RN BN, AR MRERE SIS T8, RS 2R RE
Tt JREIEEM MVGG [8]5 MIPOD [9], #E FHIE B AT AN 8L,  DARE RS 2 etiae.

(3). BRI .. Fb#EE BN X Z R B REE R, FFERNIESURTREEF. BT
WAk BSR4 G 1) SPAM (Subtractive Pixel Adjacency Matrix) [11]HEH MMD (Maximum Mean
Miscrepancy) [12]#5H 25 B /N B S0 B RE S, IR RS o5 R 4 e o 4 PRI B MR EUE 1 B SR B
fd 5 RG E 3EE EAR S, 32T 24, Zheng [131F it O BE MR i R 73X —JE0, A AR
TEIEPCI RS X AR b, AR5 BRSNS, a5 22 21415 2|#2H+ . CMD (Clustering Modification
Directions) [14] ¥ & T AESCREEN] . 2 7 REB T R RS, VOB TSI AL, AHLR
BREIMESTT A NAZF ), FE R SEIIEIE T4 3k

1E FIREEF, MIPOD A tERe s i[15], BN E BT s A A5 v UG ME A B T+ A5 31 1) R &1
PRAE SRR, R ARSI, (R A A SR E AR O = i AN TR I . R
MiPOD 7E R N Fib % (5 BT BUGAR AT A s, (E A B2 BEALIE 51 1 BT 2, A 218 R &R 5
m, [t MiPOD ﬁ/ﬁﬁ’]ﬁéﬁ%%ﬁ%ﬂ‘ﬂ’] *[i], #RErE MiPOD IR BT, 3 H 2B BUR
RN, BRI THZE LIRS < et ae

Fik, NTH ﬁxﬁlﬂﬁ@iﬂ”ﬂ*ﬁﬁ”i)\ﬁﬂ%?ﬂkﬂ&ﬁﬁ TRATHRE T — Pt 1) 25 T /ML 0 e R R
WA EIE I R RR S . BT EETE MIPOD BIE M JEA b, 8 B/ IME D8 8 0 12 75 22 (W) [l 48 507D [X 3,
FEG X S AE U 7 T — B0 e Ak, FRATTR FH A A5 S vk LB B IR AN DXk, A AL DX 3 At
AR S T 1o PR 25 R 45 4 B 15 5509 o v R 1 3 2 [ M e X 8k, A Bt R S U R 4
RO, BER A A e RE . SRR, FRATTER B R R L ILAE B A A S A P R

2. B

BT A SCHEVE ZA/E MIPOD L JEAE B olcdb iy, AN TESCRED R, R AXHEEGE N
“MiPOD-Cluster” . 7351 (MiPOD-Cluster) 3 2 ) S5Ok A0 45 15 K45 1%

REX S50 Rk #f . A B/AMETEB AL FAE U FERE, A R 2 IR S EUE AR S 1
9, BEAH S5 1R JR0 30 DX 3f A A2 S P SRR DX 3o 0 0 A 55 90 = 30 DX 8 P 5 MBS R A8 2407 Tl AR
A SRR T 1A .

B EAAX SRS 07 o W Bk BURDIEU N TAS /N, A8 G A Sk [16]1H B/ B 8] i A
RLEE, FASR NG TEARARL, D P AN AR AL/ N B ] 9 & e 5K

2.1 BEEARRE

MiPOD Sik H] DL A8 3 B e )2 S MR A R A A A5 21 1) Fisher {5 S [17140 0% . S EI&
BRI Fisher {5 2B/, RWIBLEERA TSR XA A, I HAH BB, FREBERBRA
MG B LR RZIRR. FITA Fisher {5 5 AR R BE 05U URAL AR BB SR E R FEE

211 s/MERBRE
7E SRR B S, BT Fisher %Eiﬁ?d\aﬁ{%%ﬁﬁﬁu?ﬂi%@1%%5;523%5’] EijZEP AR,
[A Ik MiPOD — % 1E Fisher 15 S E/NUB R ERATVE(S B IXEREERIAEEIG T, XL Fisher {5 25
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NOBERAABEEABIES, ERARERE S SIS S s T RME SR S (10 32 2 ) U ey Ak
HIX L Fisher {5 BBUMIER R

B /IME TR EE 1L 3 B XIS (K e IMELAE N BT R I, ANMLRERR R AL B IR, fifiid Hh 1R X 35K
BREE AR ML, IR X & LR AR XN B AN ST R AR E DL, TR %R 8 D R ME R
A EENUE ST A A XSO, NTTFRRFER 2, X BB SRS B[R SCRE s
X PG e 5 Ak e (R ] o T DA FH S /M BB AL BE Fisher {5 SAERERT, R LK 211 70 2 A4k b (¥ e /ME
XN BB B B0 A E A HT TR B 207 3K

DAL P A S 36 A6 Y i /DML B B A M e 5 A e 4 2 AR i U B4R X S A 50T IR Y i

2.12. BRAIMAEERE

B EUR P AR — LA AR X, XA AR X AR A S, E R aeHiR L, A CiEnE
B ITETCFR EATIC R AE — S, Xl 2 HAth 77 7k - 40X L8] Re o AR ACA Y X 3

AR SCAE RSN G A BIVE[16], 72 U SVELE EHGARLL IR 8 R A0 L 22 R O, S BE R,
HHEBGR SR W SR S EAE B RA, HZEURRIRAEEA SR, FkEh S
MiEe AEIERK BB EIE T4, IR EGAHUEE T B e AT [ AR ME, THRRROR,
ICEVE R TR R BN MG A SRR AT B A SR

TG A B B A SR B4R

(). EUERANE—1k; (2). it KB TR 3). THRPYIKEE: (4). WRBRS PR EHE
IR, FHRTIAEHN 1, AT WHEEHN 0, F%M8— @ TSI R 2 S48 SUmAY: (5). #/a Xt ELFiE
ARSI AY, o 7 e BARA /N T BAE, IR EHGAEEL, & RT 2 5 IME, 03 B R A AR AL
2.2. AR EFE(MiIPOD-Cluster)ifi g

PAF A SCHE R e i he, b 1 2598 5 4 MIPOD [9]/177 ZAbit48, 1% 7 AR i
HIEWAR EGGRNESOT X omE, B3R 8 Jufl BRI A B ik B & 1E 0y

R 1. R AR RS EE 2 £ 8 MAKEEE, BB KRN A rowxcol , BHYIRERE
z, €{0,---,255} , ne[Lrowxcol], fiJH4EANIEN A (Wiener filter) F 230, THEER AL .

r=z—-F(z) (@h)

SPUR 2. WFRZE r RIS n MERUULE R px p AR, A AHEHSGE R TEY R
r =Ga, +¢, 2

XK r RN p? xRS AR, BUE N n AMEERAT px p AR IR ZE r 9. G 2 RAA
p?xq HIFERE, HE@) S, B THRZE r ISHER, ZEBEAA g ML a, R axIIAE, £ 2
M A BR E SRS

G =(1,cos(u),cos(v),cos(u)-cos(v),cos(2u),cos(2v),
®)
cos(2u)-cos(2v),-,cos(lu),cos(1v))
Hord,us v p? xU A, DO RAIRE, u EREU (R ARIFIRAG, v AERE v RITHRAE, v=UT,
|2 G th R IZEZ TN AL G P ah q=1(1+1)/2 M0E, HCEROITH, p=9, 1=9, q=457]
PARAS et P BE -
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n 3n . m(2p-3) m(2p-Y)
2p 2p 2p 2p
n 3n . m(2p-3) m(2p-Y)
2p 2p 2p 2p
U=l = 3c  n(2p-8) =(2p-Y) @)
2p 2p 2p 2p
m 3t m(2p-3) m(2p-Y)
2p 2p 2p 2p
WS B BB %A, ECRUAR T4, -
4,=("6) o, o
B4 BRI ¢ O T
f,=G4,=6(6"6) 6™, (©)

PR B RER n A px p B R R BRA MRS TT 2, 5 n MEREE n Jep g x) 07
ZE iR/ At th

G2 = "rn — Fn "2 )
" p’-q
TEANTHT Z RN AL, SHAbTE T ZE AT R )«
&% =max{0.01,67} 8)

B 6: AT E G2 IFRA RIS B n AMEEW Fisher (55: FI, =1/6,

IR T NETA IR R S —ABENUE, IRIEREHLE NN BB ST 17 . Geit AR 2 S
Fisher {5 5., 3% Fisher {5 S 4055 Fisher_Infor. A F &/ MEJE AL Fisher_Infor, 0V R B NH/ME
MES, iz MER R IESOT M FEE BB R T, B3 EBE S0 MR Modify, B %L
(ERISES

IR 8: WEURARIK 4 Gy, A FERAG A EE B B ARBLRE o A AH AL 45 — AEALL R 8 4
BRI BB SO0T XA, A AL, WS 1RIER, JFEEZP R, AR TR, sRUIEIEE
16 1y, HF G EGERNA/NT 16x16 o /a1 RIE E ) 1 EEE 807 2510 B Modify_new.

IR 9. ARYE Fisher {5 HAEFE Fisher_Infor 51714k Payload i€ i BA& MG R, WIEELERMEE
&7 2 A5 B Modify_new #fi € T 2B U R I 0T 1), W FLEE B AN EZ BB T . IR TG, BB
556
3. X

AIAEH MG [7]. MCGG [8]. MIPOD [9]iX = Fh R B 4T I Ba 5 Hi% 5 A LB MiPOD-Cluster i
A7 SRt L

S BT (0 Rk B B RiTRR S 5332 10 % % BOSSbase1.01 [18]. 2564 FH B 10000 3K A/
4 8 bit f1512x512 f] PGM A& N AKFEE Fr, Horb 50%H T2, 50%FH T-lik. N FOFL S5 {5 EoABENL
) 01 4 H, a5 ik 737924 0.05. 0.1. 0.2. 0.3, 0.4. 0.5, H.47 4 bpp (bits per pixel). F&E 47
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F SRM (Spatial Rich Model) [19]4%4F 5 maxSRMd2 (max Spatial Rich Model) [201454E , P57 5 v 36 Al $2HX
M8 34671 HEREIRFIE. UL FHIMBAE 23 2838 B HTRE S 40 b F I Ensemble [21]47 2828, FRUAA 2.0,
FAEABNEE . ZetReH RS TR E 2ORRAL, Aar 3 /NP0 R R P oREoR, A
XI5

. 1
P. =min,_ E(PFA +Pyp) 9)

Hrep, P, RIREE (Probability of False-Alarm), P, 7~ 2 (Probability of Missed-Detection), P. ik
R, UEHIRESE 7 kSt RS DR MRS OR, RS BA I 2 A kBl .

3.1 ERESH

311 sMERKEBRMREROKN

RGN 5 — D IRt 2 (f e AME R R ACFE MiPOD A H Fisher {5 S50 M, 38 & 109 /N
Wi & e/ MEJE XS Fisher {5 EAEREMIRSMRERE, RIUHAN T T ETHS AR CHE LT, ik ME
T AR BRI & KN

7 EE LU ) RAB SR A B MEIE AN R & 1 R/AN N REE R . SRIGSHS Li %[2]— 20 &
PR R/ 33 G E] 23% 23, KA 2. [BE/-HTiEHE SRM FHIE, [R5 5% 0.2 bpp. 0.3 bpp.
0.4 bpp, BENUERE O RK/NSEIGIRECH 10 IR, BFECFME. MRAI4 Rl 1.

& MiPOD

0.360+ = MiPOD-Cluster
0358
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Figure 1. The influence of minimum filter and filter size on the security
of MiPOD-Cluster under different payloads

E 1 AEGHT, &AMEERKAREE DX /% MiPOD-Cluster 3%
ZEMRIFMm

m1 /& 1 7 %1 MiPOD-Cluster 7£ 0.2 bpp- 0.3 bpp-+ 0.4 bpp 7 3% 3K HT SRM RHIE 1 22 4= 12548 T MiPOD,
J H MiPOD-Cluster )% 4>V fifi 5 fe/ME JEUE B 38 K TH iy, 7R3 DR/ 13 IS Bl K, 498
W OGS RR, Bk etE TR

T B S EURAEAS OB 5 1) SPAM 4FE A MMD (Maximum Mean Miscrepancy) i BB /N T 1524
SYBURIEEE[2], Rk MiPOD-Cluster £ MiPOD 3£ 51 N T2 R & RN J5, MiPOD-Cluster [ 5 (1)
El14 tk MiPOD ke 'S UG T B2 F AR S, A1tk MiPOD-Cluster Sk (RS 2 &M o .

1B SR BE IV REBE A B/ IME IV 11 B3GR T & T 0, X RO B A DB & IR K, B/ IMEDE
THAE B R TG 1) SR X 3 Bl R K, B R B MR SO SR A X IR 22, S B e 75 (1 e )t ki
TEEPEE DR K2 5, BBCREMMERE T PR, ©F TR, XEFNEIGES B RENL
B RNAR, EEEORK, 2SBANE T —RRBEXEAREAEGR—, BRIEEEA
+1 BRHCH-1 T, PRAKRRE 2 4k .

F L AT DAFS HE 4518 . MiPOD-Cluster {# F 13x13 & 11 K /N S AME IS A IS COR SR 10 7 i Re g 3145
BT 22 At B
3.1.2. EHREMLEHRRTEE

T S BV B R AR OB R R DT VR I RBCR , A/ 1508 MIPOD-Cluster 5 MiPOD 4b R[5 5 EH& (1)
%5 . 1F E{% F BOSSbasel.01 [18]H % B HoAth SCHR[2] [22]H % FI 4% 5 “ 10137 IR A o 9 Bl
43 3% H MiPOD-Cluster 15 MiPOD 1% 5k B4 fix A 0.4 bpp AL %15 E..

LIRS RANE 2 Frow, B 2(a) Bl R, 15 2(b) 2 MIPOD 7R 7551l R i AR 25 A5 B I A2 i i 15
#, K 2(c)y MiPOD-Cluster 7E71 BUZ ik AR5 B g2 mig = . B 2(d)~(f) a5l Bl 2(a)~(c)4
AE P AR TBOR B

2(e) 5Kl 2(H)H, BT A-1 FE R BR NRE, BETT RN+ PG R SR N A S, B80T
N0 B, R A IS E R B KR, o 2(e) 51 2() AN ZUAE 9 9 A B X I X 4

XFEEI 2(a) 514 2(c), K 2(a) I EMG A — 2 IIXERRTE, & 2(c) MG KBS0 INEEIARE, tBE—&
FIXRRYE, 5 2(a) X FRTEA AL .
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() wHIEHE “1013” (b) MiPOD (c) MiPOD-Cluster

(d) EEURIEE (e) #HL MiPOD (f) #4HL MiPOD-Cluster

Figure 2. Comparison of pixel changed directions with MiPOD and MiPOD-Cluster
2. MiPOD 5 MiPOD-Cluster #i{§ &ZZE 75 B4

B 2(e) 515 2(f)»FEL ] %1, MiPOD-Cluster FrIE 2 1 7] F & 2507 F) #R 4R Hh BB AE A JR S B 1A
i MiPOD [{§ ZAE 0T I AR f& B ML 1fE ey 2 X B B P 0 AE X 35, MiPOD-Cluster (182X
BB A SR, REECON R AR REA B ER, T MIPOD 18 X 38 545 507 AR 438

T A S 592 MiPOD-Cluster fi i 7 BRI 75 BR[O R VT 5 B 3 43 XSk A ARABLE , DR e A PRl 45 P
BHBRAER T, EURIREB ST A — B FRtE . A SCE SCRIE 732 A8 00 S/ ME D8
BRI U B 2= B SR /N A, PR R OB R B SR, R e r R, ] DU e/ ME 98
PO IR B R B RN B BB SO [, VDB R R IE ST T B AR SC B R B T
BEREHR 2R X I, RS PRrf s % X IR AR E 0y .

A AT DA 518 AR SCIB OCR 07 1A RS Rk MIiPOD R g R a0 K.

3.2. BEMREMNEL

AFiHE MIPOD-Cluster. MiPOD. MVGG. MG PUFRhELIEf 224 hRE . X bl FH A RS S S0 WA AL
4 SRM 5 maxSRMd2, *FLEIiH RS 2 Hr A 26, e Siiim, Ui RS BRI 2 A .

f#e 1 Al A SCEE: MiPOD-Cluster (35T SRM 5 maxSRMd2 $AIE (A 3 24 T ot = Fh Bl A
SR, FH EL A = A S92 b M R BT ) MIPOD, AL 87 MiPOD-Cluster [AS #1427+ T 0.72%.

HH &l 3 AT %1, MiPOD-Cluster 7E [ 5 $i 8BS, HoERe 5 MIPOD JL-FAHIA], BEAE K5 S ik,
MiPOD-Cluster {17~ MiPOD, Jf H &A1 [A] ff & B 22 PR IZ 8 K

MiPOD-Cluster 5 MiPOD &3 FE LL#L, MIPOD-Cluster fI\ T 1220 R 4B 18, i Hm 21808
IR, RULAE RS i mnt, RENS o & BRI AL B B (G R B SO 1), R S MG SE 2 AR
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%, BEZeEtEEREER.

AT IR S NEECREIR Y MIPOD-Cluster 257k 122 4 YERELE T MiPOD. MVGG.

MG =FhRCR B B %

Table 1. Comparison results of testing error rate with four algorithms

1 MFEEG TR

bR i=| K5 7k 0.05 bpp 0.1 bpp 0.2 bpp 0.3 bpp 0.4 bpp 0.5 bpp
MG 0.3989 0.3153 0.2301 0.1821 0.1581 0.1386
SRM MVGG 0.4510 0.3919 0.3297 0.2465 0.2132 0.1794
R FE % Pe MiPOD 0.4588 0.4175 0.3483 0.2851 0.2331 0.1947
MiPOD-Cluster 0.4574 0.4186 0.3512 0.2881 0.2401 0.2049
MG 0.2615 0.1953 0.1461 0.1236 0.1113 0.1015
maxSRMd2 MVGG 0.4242 0.3832 0.3121 0.2684 0.2234 0.1803
for A Pe MiPOD 0.4331 0.3961 0.3236 0.2748 0.2283 0.1878
MiPOD-Cluster 0.4337 0.3966 0.3244 0.2810 0.2355 0.1945
0451 &
x
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5 \
£ 0.35- x
2 - °
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E | ]
z 0.25 ] :
0204 ) ° x
- 2
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& 0201 "
£ 0181 ¥
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0.14 ] —
0.12] -—
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Payload (bpp)
(b) PUFNEYZE maxSRMA2 ikt Lt
Figure 3. Comparison of testing error rates with four algorithms under
SRM and maxSRMd2
3. IFEETE SRM 5 maxSRMd2 TR $E R XTEE
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4. #hig

AR T — PRl T dR/ME DR 5 IR A B ) LB e S S5 (MIPOD-Cluster) . e rh e/ IME BE I
REASAE Fisher {5 S K LR A IX SBCAUELAH S A5 D0, 4 BEEED B AR SR B SO7 T A SR X
SRS TT 0], 32 3 JR S R AR K H B o W 7 RN S50 U et v S AR R A (7] X 3 ) R AR ABAEE
FHREGARL DX, IFAEPT A BAX AT —FE B R E T, IR BI BB BRI H 1. PR i%
gity, REMS(ESAIR IR B ECRE XIS Tr 30 SCIRIEN], ASCERTE M AMEECRER N, TE
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