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Abstract

Multi-patterns matching algorithm is a core technique of many network security applications,
which is used to detect malicious information of HTTP contents. In the current Internet, HTTP
compression technology has been widely used in web content compression to increase transmis-
sion speed. For the compressed HTTP traffic, the traditional approach needs to decompress it
firstly, and then applies multi-patterns matching algorithm in the decompressed HTTP traffic. This
traditional approach is not efficient enough and does not take full advantage of the characteristics
of compressed data. In this paper, we propose a novel Skipping-based Multi-patterns Matching
Algorithm for Compressed HTTP traffic (SMCH), which can directly perform the multi-patterns
matching task on the compressed HTTP traffic without additional decompression. SMCH can sig-
nificantly accelerate the matching speed of compressed HTTP traffic. Experimental results show
that SMCH can skip at most 91.6% of the characters without executing matching, and gain perfor-
mance boosts most 441% as compared to the original multi-patterns matching algorithm. Besides,
SMCH is simpler and has higher skip ratio and accelerate ratio than the other compressed match-
ing algorithms for compressed HTTP traffic. Meanwhile, SMCH has good scalability. Different mul-
ti-patterns algorithms can be simply implemented for SMCH. In this paper, we implement Wu-Manber
algorithm based on SMCH.
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Figure 1. International internet outgoing bandwidth from China since 2010
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Figure 2. Filter procedure of compressed HTTP data
[ 2. HTTP E4em &L iEiRiE

RN 45 HTTP il 1045 mdb AT 70 b, ASSCER Y 1 —FbEExt o4 HTTP o8 ) T B R ) 22 1550
H ILACSEE SMCH. SMCH SEAAMER T AR AT B AR 1 2 A AL AL SE3%, M0 R] AR T SMCH SEIUAN A )32
FeIEAE UG 1) 2 VLR % . fEA S, BATHE SMCH - SEHLA 2 Wu-Manber 535 . SEIG 45 R IR,
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2. BEEMMEXTIE
2.1. GZIP E45

GZIP, 2=Ffs& GNU zip, & — M E4ERET, 1F3# /2 Jean-loup Gailly A1 Mark Adler, T~ 1992 422
TP &FR(3]. GZIP s&%f DELATE (336, QAEMNANHGr: LZ77 R[4 R0 K2 gmid Ik 46(5]. BT Hr
LZ77 e HFEEE Ry, 1 H LZ77 35 0 B A AT s, I RG I B bl 7 a2 ik gmhs, BT DAASC
FEARYE LZ77 WRE o 2 8 e QUC FC SRy AT ot s M4 s DE e i
LZ77 Sk R — Pt R 48 505, i BE TR B R — A e RN D R/ — Rk 32 KB). W
FrERE AT A B O E S I, A $E % (length, distance)Kic LB E KR, H length #REE
BRI, distance RoNEEHIEMAE, MMk B EAEAREKIHK. Fla, F555 “abedabe” , ff
H LZ77 K43 )58 “abed(3,4)” » K G HFRRIEWMER —MNMEN 3 MFERFE, ZF/RFHEMvIGaAE
NIAIRG 4 AN AT
Table 1. LZ77 data info
F 1. LZ77 BiRFAER

HK/MByte 52,512,646
ASCII 8 K/MByte 3,281,673
ASCIL & 5t 6.25%
REFBE 2,536,236
RENPIKE 19.4

wn BN, LZ77 4 b a8 prmh B 8. —Fh el e ASCIL 275, 3 — 2 4a4t
(length, distance), J&# RRNIEYATAEAFEREE 5. BATIEL T KA LZ77 461 Yahoo W U144,
FEXF 4 (1 9 LB 24T T Gt b, S5 R 1 FoR R4 Yahoo W TUEHE Y 93.75% 11 A 252 4R 45
BRI FKE N 19.4, XKW R BIFRET 7 HOECE A 1R S 73 wT LA T = 52 25040 1 UL RO A S8 B
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Figure 3. Length distribution of replicated sub-string in LZ77
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LRI FE T T A5 14 2 A2 1 e O DL A R R 52 2 i T R I DL RC A, IS 7 A AU FE 45 SR AT 241 5
FRIUCRCSS R, TTBEIL #8727 RF T T 75 12 7 A7 A0 PAT B DL RS . HTTP $odle v 4748 K& 10 HE 1 Fr
BRI AR g8, XU IET R4 HTTP 808, %4010 “fk + ILRC” A2 —MmRL
HOARER T 30, T s 26 DG BC SRV AL — Al BN e R 5 s

2.2. ZIEACEEZE

AR ] H B TR SR SO g HE, B UUAE .. ATER. FAREERS A S, E2 B
HAETULE, HFHAEERRESEPFEETE. TWHRNSFER, FUEra s omais
A BEAAE S, TS E A A

HuTE 1242 2R ITECAIE, W KMP 53%[6]. AC 59%[7]. Karp Rabin (KR)5%[8] [9] LA
K2 Wu-Manber (WM)HE[10]. (HRA TR SMCH B3k AMHT BRI UCRC 8%, BT RIGUTHAD
HSERUC L 254 . A SR 1% WM SR SMCH 25 &4/, IF LAk 9%t SMCH 3E47 /41, B
PR e FRA et WM SR AT R

WM A AE R A U DLRC 5L BM [117E 2 AU By . WM SRH] TR R, KT
F B AR R UCRC I T e, AN T BEEBkER LS . FIR A F E R IE P R A b i — A
FEELE UFCARHAT E 2 ULAL, HEZEARE =K, 752 SHIFT &, HSAH # L /2 PREFIX . SHIFT
R AR TR L R AR e R K RE A, F T E R SO B i g, AR B AR 3L
AP E T AR 02 R4, G0 SRAH B EE RSB 0, IS AT BEUUAC AR . PREFIX R T 176k R 775
BHIME AR R A2 R ) B AP OB, G R RE B 0, T4 50 75 2 VR A0 % DU IC SCA AR 2 LA
PREFIX /&y T il i A F o e (0 8 A AL, 32 LU 383 - HASH 36 FH R AT fiff R R ik
FIMEA R AR R, R T RS HEIT T .

23. E4REECRE

JE 4 DT R S48 1 2 o] A B AE R 4 80 E AT 74 SR DL ) — SRIUARC B0, I KRB MG R 2 Tk
YEVULHCSE . SDCH JE46ULHL 5% LZW IEZEVCHC 5% L LZ77 460 545

GRS Ymt Bl I AT, (FR S I 5 B o i (1% s 4 DT A5 2 SR o B =R 1) o SCR[12] 4 45
TGRS IR R AR FE IR T — P B ARG S 2 Yt AT UL R ARVLRC 5L . BAA T 2008 4R
P T R RIAT X HTTP W )7 2R R4 R SDCH, SCHR[13]38H T —Fi4r%F SDCH JEZ4aHi A 1)
FE4EULRCENS, ZREEFER AT AC Bk, ikiszlH 4 {E, BE, BD, BCD, BCAA, CDBCAB}, %
AN “ABDDBEAAAACDBCABABCAACBCDBADBC” 43 SDCH JE4E 5 (K30 A . 532 3 B AR il
T AN [ () P 48 5000 50 B BIHUIRAS 06 A, SEIBkER, HEMiIneR, seaesh BB RZE LR BER 99%1)
FIRE, RK1F 56%MIVERESE T LZW 45005 3 2 H T GIF. TIFF PL A PDF S5 30 E4E, HATEEx LZW
T 447 B 1 e 46 DG e B9 S AR v/ R QR DTS, A G AR WLSTHR[14] [15], BT RIASC TAE R RAK,
ARIXAEVEA N4

SCHR[16]) T RFEH T — P 46 HTTP =M IR 45 ICRC 59k ACCH, %R IE4 A LZ77 4%
ERF AL X AC Bk AT ek, AT SEIL 1 BLERAE R 48 ¥ LZ77 $dfs EULAC. ACCH F#JE T-IL
BeR A Status F1E SIHLERE Depth K SEHLF FFBEER, SCH IR 45 /R ACCH BB BEER 75% 1 4F,
HAERERUR UK AC kM T 70%7 47 - SCHR[17] L Wu-Manber SE3£ 0264l $2 1 T —AMEXT LZ77
J A Bl A U R DL G 595 SPC. SPC SR REM RN I 2 87.5%I0FF, HHHT Jilh Wu-Manber 5
%, ULECPEREFRT T 113%, JFHAHR T ACCH 8%, MRt iA R 52% K MERese . [RIR, 7EFSMT)
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ZEIEFETT I, SPC BIEWMIFEIREAL T ACCH Sk Bl SCHR[18] [19]70 A4 i 1% H A kot simg, &=
FEEX AC FER WM SRk AT ook, 78— @ R L3RI a0 A UL IS SVAAE LZ77 [k 4 $dfs B UL RS
.

LZ77 4RV AL 5202 P T UL AC L 98 GZIP [k 4ks 3CH HTTP $dis i) — AT 2 ik . (HA H AT
A BRI T AR AR A B R AR VL SE AT L TR B e, S@RIVEASE . —J5ih, X E8E xR
PUAC St Sk — T ABRER A2 2 10 74, thRERUIF MO TH Sk O UL GV e (R 53 —J7 i, ESKPs
SRS AR, g e N PR SRR AR I T 2 RS R DL FE S0E AR H 3 B8 M N, A FEIFIUE R
SFEIE T AN E 55 A3z 5t X 2 RS A 9 DT 53k 3R AT U0 A itk DLSEHF IS 46 VU e = A BOR BUHEE -
BEXTZ IR, ARSCER T — P RIS EAEUCAC A5 SMCH, AT LA R V& (A 5] (1 B AR IR DG e S 45
R

3. 3%t HTTP E4ERERNE T BN 2R AL E %

SMCH HZ o A 5E SCRITLECIRAS mState,  VLECIR BT B 48 DL RC 25 AN R AR DL L i 2
VRIS . DLBCARZS (8 R 26 DL BCSVAAE VL RC R Bt 549 21, AR I 4 UG e 55036 AR G O bR 25 LURA 2
T TR T DAL 0 T 7R HEAT A7 R IL R R

3.1. EECRSHIE X

B T ST AN TEC 45 S, 0 IP. CPU. FDA, Ff (35 S0 5 48 SO o — Yk B 30 B 1% 4%
HHH PR SO ARl r R R R A s AR R S S04 S

R 4 UG P S 1 3 2 SRR R B R i B8R O ME i, IR UG ECIRAS,  JERI A R R A R — 52 1+
75, TR €. FRATT LIRS, E4UCEC AR E S FIULEIRSE . 78 ACCH HikH, CDepth
YERUCECIRAS, MTIHRYE CDepth #1 AC HENHLH BPIRASAE R —ANELEL, IR 50 LLBkER . 7E SPC &
1, Partial Match fEAVCECIRAS, AT W12 75 AT DABKER . VCRCIRAS & 45 VU AC HE Y 8 2, 48 ITRD
SR T EAR S VU RS AN R R S AT R R .

r—Obtajn infonnation—w

State window Matching state Skip

String window Repeat substring (length,distance)

;Position information—)

Figure 4. Diagram of compress matching

4. EHLERERE

el 4 Fromod IS AE VLR AR F R B, RS D TR RILECIRES, 45 & 1 51 GeAF 4
LA 45T (length, distance)RE 2 51 FIERM 7 H AL E . EB BRI LR, FATAMEEE SRIUE
KT H,  [FIRAR IR & AT AR HR o0 B A UL RCIRAS o 3 I 10 SR UL FOIR A AN R A RS I
775 ] A B R D sk UL ECIRAS SE BBk . BEER P RER — B, BATRER: — DT 4T .

ARG, KILECIRESR RN mState, HEZQFTPTMAEE: 5 MEE. /5 RRILECES
R, MAFFSNIE, BARRZAER — MR R WRAT S 0, BARREMEA—EK
FEW AT REVLAC R . BUER R 4B, RV KT mState IOEUER, A2 %Al RN BUEERS
NIERS, FORILECERIIARR BRSPS N, FRORTEEE KEN AT REA — ME R TLRC AL,
e WA 0, WIZIRZAL B R A ATV RIRE -
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mState is +3 mState is -3

text |a|v|b|n|m|g|d|a|d| Ialvlclnlm|g|d|a|d|

pattern [T T ]

Figure 5. Illustration of mState

5. TECIRZS mState 25451

mState fURILHCSE A, WARIILEER . fF95RRILEZ R, MEERRILAES . mState BIZAE
TR LIS R =, AR mILE . wE 5 Pox, EPsE 2 “avb” o 02
“avbnmgdad” , HMCAN “avenmgdad” o HF A H “avb” R HIRCA “avbnmgdad” B, A
DAFESCA AL B 1 AL VLEC R, A4 AR 4 mState ) 5E S, R85 — MBI FFF “a” ALK mState iy “+37 .
RGN DL RC R D, B PART 5 8 1E . NEUE RIS U K, 9 3. Frbh mState v “+3”7 o 4 H
FRICAMCN “avenmgdad” B, AR IR — ML B GULECR, fEALE 3 BIFRF oA ITERCA RS, 1M
BIPRANFF “ad” DLECHCH). ARHE mState (1€ X, WRICEEA L), AR5 RIZA 5, BTl mState
f5 . BUER R ZEKE, R TRKEEATRILAL KT, TEAMREE IR, MK 3 DNFER,
VLBCER AN FTREREh, FrCAEUE Y 3. Bk, AR R4 mState ¥ “-37

M BT LA H, MRS EAFMA R, — RIS, —ANTEARY . 2 UCHAD K
iy, H4 mState AIE, HEUAEAVCHC D) IR A KB . MULECA BRI, mState AJ AN, HEL
BN RILEKE I —, Rl eKE. EAERRNZ, ULAC8D)— & W] LLi [ mState, 17 ULAC
AR, FEA— ik [B] mState, 3 B JFE R 2 KB E o AN A ) 2 A VT L SRE A AN A 148 2%
AR, B EE A R EF mState (9EUE 02 22 41, T ITECAS B2l 3 B0 R VS EC K FE i — FF A — &
AN

£ SMCH 1, BEERAH 2 S MRS ERPAT A 5 ILEL IR B4 AT A7 B R VLRI B
Bk R I R U] AR 0 it AT IR 4 4 T AR VT RO R S AT Bk R
3.2. LECKRERITHE

HUSC O A 2H 22 51 0 o 46 DG 50 50925 #4002 o) 57 4 TG T B9 1 AT 4R s ) Sl A AL, (B AR ST 1Y)
SMCH A& T 5 TR, BA RIFp v e, A2 R R JFE A VTR %R B TUACIRES BRI AT .

U4k, SMCH £ 343 VT BCR A A5 I A 75 22250 IR AR VT e SV I SRRt Bt 46 4, X th 43 SMCH B 4%
R R -

F: 1 FREBLREY S SMCH M RED

procedure Search(String)
Search the String, find the mState.
if matched then
Record the matching information, and return the mState.
else
Return the mState.
end if
end procedure

A A o e

PATESTIE 1 PE 3 Search(V % I AE MM R RE, B R AR WRTRFHRIIEEIA
iR ELERA ) mState FIRETT. AR ILEC SR Z AL REREAE, FUILEERZ KPR S mState
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Z AR R, FHRULHOIRA 48 mState.

FEATTH, FRAL L, WM B — RS Fl . i8E WM H92:80 mState 1)5E L, AW EEIHE
mState [FIHh 77 : 7E shift R H 5 FEFITE hash KA . 7F shift R4, % max_pat_len &R AK
%, min_pat_len @M /NS . BVERRI AR RS, HAKAEE max_pat len, MIZFAF R FIEAML
B i JHA, Hith mState B mState 4. 7E55 4 17, WK shift_value =0, W 5~14 474LEE hash RPN E
W, ZEWEN hash RIFEHE Bir2/re —— . 7058 847, WRCARSHEAICHE, IR (Al
K. B, fRULHC K EEICSRAE S 10~11 47 max_ tmp F2& 5057 85 A1 24 5ias = 2 18] () B R UGB K
max 1CFX 2 KR max_tmp. 7E2 14 17, W12 max+1 KT 5% T min_pat_len, MR [Al-max—1, 75N
IR [Al-min_pat len. 5 16 172, ¥ mState ¥ B N[-min_pat len,~(min_pat len-shift value+1)].
X RE W — shift value {fEAN 0, NI shift value 1~ mStates & %17 .

$1k 2 SMCH H1 i) WM R 78

1: procedure Search(String;.i:max pat len-1)

2: shift_value € shift table[Stringiimin pat len-Biitmin pat_ten-1]

3: max € 0

4: if shift_value = 0 then

S: for curPat < hash_table[Stringi:i+min_pat len-1] to NULL do
6: if string € curPat then

7 There is a matching, Callback

8: return curPat.length

9: else

10: max_tmp € the maximal matching length between String and curPat
11: max € max_tmp > max ? max_tmp : max

12: end if

13: end for

14: return max+1 >min_pat_len ? -max-1 : —min_pat_len

15: else

16: return [—min_pat _len : —min_pat len+shirt value-1]

17: end if

18: end procedure

shift A1 hash Z [H] 4 —%6[X Jll . 7 hash I ECIIULECHS, PLRCAIREAKEZ S mState 5. #HH L
APUCEC B, JUR B AT LB X /N FE . BUA'E RAE N2 KT Uiaa R, fFE—1
b5 FA5 3 UAT UL IE I B KK B (B0 max), X R M KA FE TR 1 T — AR/ B UL - B BA max
+1geKE. 74, max+1 MiZKT 85T min_pat_len, KT ZH min_pat len KT HAE
N A RAIZE S . (HAZATE shift 7, min pat len 5 mState BARTFR. MWHFITAE i B it+shift value-1
HIL B A 20 mState, HAH /& A—min_pat_len #|—(min_pat_len-shift value+1). #1401, 405 shift value
A3, min_pat len A4, WMMETALE i 2 i+2 1) mStates N[—4, -3, -2]. FNFTH M 7R 2 %
), ARTREA VLA

M hash F£H 3K mState NAESLAL B AR, A shift L IRGH mState F 1] GER T Z J5
shift_value AL E . FE KRS A AN EAGEE W F—MIE, AR E T~ — ML E M mState.
shift 2 HR, FILE SRR =L,

SMCH $iE R 2 — MR RE R mState, & HF A2 U SR A AL RL L B 450, DR
VL RC S 1) 23 [A) AR P 250 . SMCH B30 2 3 TP K & H1(GZIP 124 32 KB), —A
T IHIEAT, B— 2 mState FIZEAF. AT BAAME A ]

Search()[F)SEILZ P 20, (HIFEFEAHE . 7ESKEhIRATERSE KR b AC Bksel 780, AR
ALIA B RAFE N RUR o ASCA 2 B0 AR AL LT .
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3.3. RECRASEEEERZPHONA

HR¥E mState (115 3, BEEE AR RFIRER TR KRR T 88T mState IZEXME. fEATTH, &
TR PELRS 2 U0 o5 ] mState HEATBERS -

l (4.521)

/- ™
window‘a‘s|b|c‘a‘ ‘s‘b|c|a‘
N J

mState_window ‘-2‘ 3 ‘ -2 ‘ 0 ‘ 4 ‘ ‘

Figure 6. The skip procedure in algorithm SMCH
6. SMCH B A RpkA 1272

T S BATZE U T AT 48 ] mState, 111 6 FioR. TREF@4, 52D)F8IAIEE 75 sbca, EEE THH S
s XM E ¥ mState A 3. FTRLEH, M s FFAERES FHRIFRKE R 4, KRTREKE 3, U sbe
BOR A M. #A)iEUl, 7E sbe A —NILECT, 2 ATH mState idFid. Fk, ATAFEERFR/RH
sbe, AJLABkIE B . T LAEH] b T 45 mState -2, R4 mState 1 X, FRE A FREAREILEL ALY,
RAE 1A TR . {H2 b ZJG I EE TR RAR KA 3 (bea IKER 3), BULIRATAT L2 4
4L bea FAFERASRINITES, A [FIFER] A R BB . B2, o AReBkd, A0 FoR
XEKARE, atARENE, BN aMFEIRKECY 1)/MT mState FIZEXTECH 4).

H¥k 3 SMCH i Scan FI Skip 1

1 procedure Scan(LZ77DATAJO...n-1])

2 Initialize window of length of max_pat len
3 w € max_pat_len

4: sw €0

5: fori €< 0ton-1do

6: if LZ77DATA;is a char then

7 window,, € LZ77DATA;

8: mState_window,, < 0

9: Skip(window, mState_window, sw)

10: update w and sw

11: else

12: define d is distance of LZ77DATA, 1 is length of LZ77DATA;
13: copy Windowg.g+1.1 t0 Windowy.y+1.1

14: forj < O0tol-1do

15: if 1-j > abs(mState windowy.+1.1) then
16: mState_window,.; € mState_windowgs;
17: else

18: mState windoww+j € 0

19: end if

20: Skip(window, mState_window, sw)
21: end for

22: update w and sw

23 end if

24: end for

25:  end procedure

Hyk 3 R T SMCH H AR Bk EL i #2 . window 2 FRFIMNEME L, wRFRERG], swa
R, wHlsw [FPEATER—ALE, swiEw ZJ&, mState window /& mState FIZZIH & 1, AR
w Al sw AT LA 0 3| window K HENEH . TRV REA TR 2 — g KRB TR, B
ERIEE 2~4 17 T5 EARHE window H 1) LZ77 HEAIIG N — K BN max_pat len FRFE . BUEF, &5 w i
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IR,

T max_pat_len 75, HWREL swhiT 0fE. BEAEREIAE swo 25 524 17 RFE 3 MEE, Ef
AP LZ77 4. 56 6~11 1T RALFE ASCII FRF MG OL, 125 10 THEMEAI RG] . FHURR, AT w
fLE 1) mState & H A SBIILEAFPRA, FrLAES 8 /71 E mState_windowy, 9 0. 28 9 {72 &M 4,
BN RZEG] sw IR, AR wo 2 11~23 1T ELIE?E*% (length, distance) it 2. 55 13 47 M4 541 (length,
distance) & #T window. 5 14~22 17 2Bk ()08, B PR E S|~/ H, WRAE w A B CaisEK
FERF2TF mState FRIZEXHE, AT AR 2 %47 B 1) mState {2 7] DL & A# F F8 £148 71 A0 R B AL () mState
H, EMEERN 0. ZHEIEERE 10 /TR 22 474 sw Al w SR EBHRE. 5 8 ATRIZ 15~19 TR/ E
w At mState IR, RAETZAME, swHEK, mState 473K

Bk 4 Bk 3 ) Search B3

procedure Search(window, mState_window, sw)
if mState_windowsw > 0 then
There is a matching, skip searching here
else if mState_windowsw < 0 then
There is no matching, skip searching here.
else
mState_windowy, € Search(wWindoWgy:sw+max len pat-1)
end if
end procedure

R A A o e

FESEIE 3 85 9 AT AN 20 1T, SkipQRRBUH TH R D FRFEL BRI mState IERE 2 15 77 AL
A Z  SkipOF I R AN 4 TR o WER mState KT 0, W MAZAL BT 46 )5 A — DMLECH) 57175
2R mState /N T 0, WIMAZALE 5 17BCA BIIVLEC 7545 8 o DL AR SL AT AT PABkE - (H 0 R mState
ST 0, MTIEFIWICEAE R, Hre B SearchOREATH R (I 3.2 711).

WIS 3 MBI 4, FATHT LI 2] mState EEHH sw ALK Search( & EH T, (HEIE 3 H w AbiH
mState 5 B FRELER 8 /T 15~19 /THHATITIE. mState RATERIARHE VK 1 KT 85T mState 4%}
EGEE 3 5 15 AN A AR, 2R )E W LB HHE R SRR M mState 5 2.

4. BT
4.1. SERIIT

AT SEEGFE N 4E A Snort [20] ModSecurity [21]41 random rules, Snort FI1 ModSecurity /45 55 a7
2 Fim. EFREUESER M Yahoo! MIEEICHL 50 MB W G %# . SZIGFFEE L g++4.8.4, Ubuntu 14.04, 2
#% intel €5-2620 v3 CPU, 2 GB W f#.

Table 2. The characteristics of rule set

2. MMEAHHE

Rule Set Number of Patterns Avg. Length Max Length Min Length
Snort 5029 16.1 122 2
ModSecurity 3344 18.2 84 2

SMCH SATEANSUR ESEBAR ST I T, Bhid 7 — 2555, DR IRAT] 32 255 pE B 4 A0 fn i
o kiR B RS IR SCARK I EG . i b2 fif k4 AT IC ¥ S B[] (decompress & match)
5 R 4AILAC(Compressed Match)(FLEL I (B 2 Lo HTE 605G GZIP Hds fif s oh 46 SO AR Kt 1 B[] A5 4 482 K
VCHC R R A O FARRICE TR . 53 B4 GZIP Bl itk i LZ77 Bl e F1 SMCH 5k 4b
P LZ77 BRI R . SEER 4 H AR IH— 1k
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number of skipped characters

skip ratio = x100% )

length of plain text

total time of decompress & match

accelerate ratio = x100% )

total time of compressed match

HA— R, SUCHCAIR A B, f@ 548 T R />, JF H GZIP $udk i s o LZ277 B i
BB L GZIP 0 fift 15 0 JE 46 SCAS Bl () o 1) /N — 2[RIk, JRATTAE B i ] B4 e AT T — i i

.
4.2. MREVERY

FEAATH, FRA1FEHR SMCH HEmITERE . SLIe R H 1 A JLH £ (Snort A ModSecurity). 5k
g R 7 pas, AT RLE Y, SMCH SRk mT LR s AR U RE TR B2 . 5 IR 4k WM B AH L,
SMCH 7 Snort 1 ModSecurity H 138 553 7 52 51 1 441%F1 385%.

350
300
250
200

150

34kt (8]

100

50

ModSecurity Snort

0 |

H Decompress&Match B Compressed Match

Figure 7. Normalize time

7. YA—{LRTE]

PEAN, A SRR T WA R B9 ACCH [16]141 SPC [171WE T b o 18] 8(a) B 1 R34 Bt
5EA AT A A, SMCH BiERIPERER TR K HI$ER . SMCH B3%4E Snort 1 ModSecurity H
AN L4 0k 5.41 F1 4.85. W4k, FilSE ModSecurity 3542 Snort, SMCH g E #5KF ACCH A1l
SPC, ‘EAI1#R/NT 2.00.

Wi 8(b)Fin, SMCH HIETE ModSecurity 1 k% 2 0] LLIA E] 91.6%7c 47, E Snort H A DLIA £
86.8%7 17 . £ ModSecurity ', SMCH kit % 8% /5T ACCH Al SPC; #£ Snort H1, SMCH Hik#%
FRILZE T ACCH Al SPC, SMCH Iigk#% 2% £ 16 5, [Klitk SMCH 7] LA EE ACCH 1 SPC Bkid 5 %2
745 o
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Figure 8. Accelerate rate & skip rate

& 8. MnEFFMPREEZER

4.3. B R

FEART T, FATHAR YT SMCH SAR W etk o 5225 JE PSR 2R BT B B A ) e 2
1T SMCH S ke SR CK A 0%, T WM SVETE RS 8, FH 37 5% s ATs 4R e 8 ORBR AR 8 11
PERE. PRIE, AT XA R GIE Ty R . seierh, DABEHUT RS, HAncAA

A, SEERAs Ranlsl 9 FE 10 PR
140 140
m Decompress&Match ~ m Compressed Match m Decompress&Match  m Compressed Match
120 120
100 100
= =
=80 =80
2 ~
| 60 | 60
g o
40 40
20 20
0 0
60k 80k 100k 60k 80k 100k
T%ftuél$ T%KFI’Hti’JJr

Figure 9. Normalize time when k = 1000
9.k = 1000 BFE9Y3— 1L B8]

e 9(a)F, BEFAI A B 20,000 B0 100,000, I HARBFHKEN 10, & ob)t,
K FEAE 5 B 30 2 10], B ECN 20,000, TTLAE H, SMCH SiA M EREARE . FN, B
FU A SMCH i b AR . 248, SMCH BIEA SN R A B R LA, Btk SMCH BiEB AR
USRI

10(a) 1] 10(b)/2 SMCH ByEMBhE 245 R . 45K, Bl BOR =T K B kit 22 52
AR SMCH Sk kit S K EG 6. SR EMK, Bhsmnraettii/h. (i fEERE,
VCRC AT REE AR /N . 54, W SRUCEC R, 5SRRT LUR[E] mState. 45 FRTIR, Bhfs BAR SGHEAKER
K, AHBHE 2 A SZ R0 o
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Figure 10. Jump rate when k = 1000
] 10. k = 1000 BFAIBRER 2

SMCH HERA BB R mnE A i k. B, 5EA B ILERFZEME, SMCH
FARAEAS AR AR R ALY, TR 5 R SEI A, BB DR R TR RESETT -
5. B4

HTTP [S#EHAR QSR 7T Z MR, DI BATN %A I I 48 5 (R RF AR, R $2miILECPERE . A
SCHEH ) SMCH S0 AT L7870 M e 4 s ke, 4 i B URA I VEBE . mState {79 SMCH 545

VLR SIE Z R — AL, 45 SMCH X A 2 UG HC 53 AR AR R BEARR £EAS O IR SE S5 R DL T
LA VLAC VLTS 25 &, MRS SMCH (58 K N A A {8 -

SE 3k
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