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Abstract

Network traffic prediction is one of the important research directions in the field of network secu-
rity. It accurately predicts the trend and peak value of network traffic, and provides early warning
for existing information security systems that may find security problems in the network. With the
large-scale deployment of various sensors, the system has a large amount of available data, but
lacks effective analysis methods. For this reason, this paper establishes a model for network traffic
prediction through deep learning, and proposes a traffic prediction model based on LSTM neural
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network , and compared with the ARIMA model to verify that the LSTM network model has better
performance, and verify the applicability and higher accuracy of the model in network traffic pre-
diction.
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1. 51§

I 5 X % i AR 1 7 3 A R AR EL BB IR e AR 0 B, 48 EL 28 J o AT A S A 3 b AN AT Bk ) — 3840 [1]
FE 48 (1) IR 28 i B TN 3 LR A e T, ARAE P s B AN N 560347 0 & (0 I A 0T, 122807 VR R A
M LEREOR, AR X 2 S i AT, T 25 SRR S bR B A A B Bl 72 . W R K&
D3 S HRnT S 4R H AT 40K 0L, BT E T, HEE R s, FUR T M4 T
DR Eith

AR, r2mEmiER e, HhafEgitSEE77[2], BT R EN LRI AL 5 21
L[4l HRIHEZ N AT 3 [V AR 5038 307 2 88 (Autoregressive integrated moving average model, faj#i
ARIMA), T 20 4D 70 SFARS I TE W 2% 22 A 400, H A2 T I 2% J G (R0, 3 FLIZR i R 5 1 T
AT (P ELERT 5 . ARIMA TEECHE BN AZ A0 R I RAF PR RS, (EU B0 AN U AR A, Fo0 i 22
K. FIRTREE TR AT o, AR B R AR IR, AR R AE KB AR, Btk s R “Hun i
YE” B0 USRIk 52 B AN, AL G000 77 B T4 R R BR PR e DU R ILZE IO 75 5K, TRtk H A2 558 1
AR R 1 TR A

IRAF TV BRI D MR R B T ) 1), AR R R B IR S AR R E . B A LA
S FARMIRIE, RIES S VAR KR TR INRE 77, 55 T IR B 5 2 I TR B i o e 35 . 30 H
BIONIE, JRBES IR O EARE S ATE . 535 IR AN S LA 5 A B A5 4 2 oy, 5 1) A 453
NIz R, At 18550 0 s 8 TR 77 1712 — o 280 & F000 43 BT ] LA th G Bl i) 1) 737 41 1
H RIEFR PP X 48 175 (Recurrent neural network, fRiFR RNN)#E 32 INET, (HEMIE IR RN, 1£%
(1) RNIN 7727 8 Mk DA A2 75 3R, XF 10 43-8h f5 (195500 e LATIUIN , Sy s AR SCH A e A2 M 25 458 (Long
short-term memory, fi#FK LSTM)H T M4 & T, Z kB AR rwEfTE, 5 ARIMA B L
PERESR L 70%.
2. MEBTN

T TRUU A Sy DX 248 22 2 (1) B B2 9 7 [l 22— ] LA R g B[] 1 270 Tt [ A, sF ) 470 TR0 BSR4 A
MUAS 5 I B —, (A5 H eI 2] i AN, DGR X HIAE T [ 8 A 7 51 2951 DL 3R (k1)
LYRSAT o BT IB) PP Z0 TN v S e V22 B ) 3 B, X AR A ) AR R R e, ELS RE T S A FH AL
A )RR o I TA) 2 T AR A A A 2R AR B BRI R R LA B B TLAS /NI Y
ATREARIL o S 0] R 55 P 6% o TN (7] A A 388 T 1) R 43 2L, ST mT DL &5 DRk (] 7 51 3 1)
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WEIE IR, BEAE IR FE 2 S i R S, R S Il R A R AR AT Rt 9 SR A 7V

N T2 W 4% (Artificial neural network, faiFk ANN)E 20 40 80 4EAR LAk : )32 SN T I 7] 2 1)
TR ) R, AR BT R ) ANN X 28 BB DUR LM 2 2 828 (Multi-layer Perceptron, fij#&8 MLP).
TEH A2 N 2% . 1% ] 2 /9 4% (Radial basis function network, f&i#k RBEN), L& HAhZ Fiisil, ANN H
AT, VG T T T, AR R AR R IR YE, AR IR B R A Bl st A
HAEZe DS R ([5], [FIRT Makridakis 2H 23— O RS ) O e 2R 45 R R 44, i A EA AR
FE ERARL M, AREER LS A . ARTT ANN 1R SCIRZRPE TR A, R — e Fe /¥ _Ealigk
AR ARG R, IR BT 2 108 J o BEE RHE D, HLES SRR ) KR FE$2 7T, Hinton - 2006
CERR VR S S BEAR[6], TR E 2% ISR AL I v 4 P 23 IR LA S AR YR iR B 254, A3 AR T AR 2 M R 4 vk
TCIERR U Ir) . Enzo Busseti 55 [ 71605 14 B4 IR 55 2% 3 B FH T I8k () 3 20 Tl v, R 2Rt AS [ AR 28 i
K EARFZ L.

RNN [FIFEVE A B AP 8] 5 TN i 32908 772 — » tm] o7 - Do 288 i 2 000 i) ik, - RNIN
(3R, HRTVFZ B2 3T RNN (REkit . (H RNIN ZE T 0K S 18] 7 51 26 B0 HE SR 1 1 A R i 2
BRI, SEAEERAT TR LF I 775, B O LSTM AR S R AE IS 18] 3 21 F5000 i) R o 2 v e 5
AT 2019 X LSTM AEBYHEATAE DG L8], LSTM #4848 AR Y iy = 2K, o H BRgek)2 el Py A7 2
B FF HERW @ I 207 % B s 238, 5IUE 7T EAE LL TR RE & —Fh BT s
3. ExTI1E

T T L A ] 23 B AR, SRR B I T 5 B K S R A D it (R DA IR B P KR S A
BRI KRBT B WA . AN H e N BEER SR 7, ARG TR R 1) RNN F1 LSTM #2584 1)
FHIR AR
3.1. HHEAIIREN

I 28 KA PR AR B i DA — 2 B[] 9 AL B, 380 SR 1 2 SRR o X3RN IRt s 4, 04T A B AT
fifitie TR R, RAEEARAGRE — B R BB M iR, (R CRAEH
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B o
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Figure 1. Structure of RNN
1. RNN %243
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FERXAPEER R, F N R BB GE N RNN H, T AMEAL e 48 9 2% — AR FH [ B A 7 20, (A
B 8 05 AR SEPR I L 2 RNIN TR BE o S 28 0% 45 AN 32 4 i NAB 2 ma , 38 52 5 17 il 2 i
iR, DU HECER R OR
t =Wy X + Wi Xy +bh
h=o(t)
S =Wy,h +b, 1)
6=0(s)
AN TR, Wy, W, FIW,, NRCEARRE, b FTb, 2 fRZFL, o A1 g Hy Sigmoid &%,
G hoRls ISR, 6 AR, Sk

f= Zi:("‘si -o/2) )

Hrpo FoR Bttt o t+ ARSI 6+ LAC IR AN S SR R g . TR IR, RNIN A2
(KIAE BRI (0] (HERS T B, fe2% 3 80 IR ZE B

3.3.LSTM =38!
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Figure 2. Design of the memory unit of LSTM
2.LSTM i21Z 8 Tigit
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AR 0 27 Hadamard Fe81, i+ 1 flo, R S MR, S MIRARICILITE, S Wik
WARACIZE T, O RmA& it et. wO. wih o we o we yd u uQmu© RHR
B

ZHAFEYIEEI TG, LSTM 1c4Z 570 ] DU SR AT AR S (8] 7 51 o &2 2% A SRV, A EE RNIN#5E

RUPERE 2 3
4. SEERSTHT
4.1 BRI

LI HIEERIE T 2018 X K EEMEEE MR AR ERE L, ERESHRM WIFi AL, 84
B RAE 2 DL — o Bl RN W& i, I O S S B R 2 B i . AN SE B 1000
YHALHR 2 A, BRI AN 2018 47 9 H 10 H 18 K} 55 7pJF 46 %] 2018 45 9 H 11 H 11 i 34 43453, K3 N
BRI LB, N AR AR B R BEE BT UE . R EE IR
F19 H 10 H 20 B 13 4rikBUfE, BEEEEZEHRHAD, £ 9 H 11 H 41 26 5 FERIK, J5XEER
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Figure 3. Line chart of dataset
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Figure 4. Autocorrelation plot of data set

4. BIREBHAEXE

4.2. VHERRE

ARSI R 1575 V& Z (Mean squared error, TajF8 MSE)F#4) 7 #R % Z (Root mean square error, fijFy
RMSE) VA AR 7R FEORE 0 2, TS Rk v Afy MSE A1 RMSE IR /N, R b/ 2 TR 2R 25 DL MSE. B,
RMSE [IEAE AT s 28 G SR R bm i

N

MSE = %Z(observedt — predicted, )2

t=1

N
RMSE = \/%Z(observedt — predicted, )2 4)

t=1

4.3. SKIWEER

ARSI ) S2IGFR 5. CPU A Intel core i5-9400F 2.90 GHz, #:4F &% Windows10 16 £7, WTEN
16GBDDR. A K SEE 1 JeH LSTM BURLEAR FIEARR S E T LR, 55145 ARIMA BLRLZEAE (p,
q, d) F MSE HIRZ{E, BRI LSTM BRI ARIMA BRI BET HL A

BEAFEREAE, LSTM Tl Y (v FEAN R, kAR D LSTM BERY AT Bk A B F A0k
BUgt s a sk, MREIERKEZ, DIPTSR G U . 15 5 4
7£ 50, 100. 150. 200. 250. 300. 350. 400 A XX#E T LSTM HEAIf¥) RMSE =& El, MWEXEH
ATLLE M, &K ECN 150 B RMSE ()~ 2{E /Ny 19.992, B IZSE0RE N LSTM B 1A
SH.

ARIMA {E 28 S (8] 7 F1 TSRS, SR S 0RH 75 TH QB G, TELBIEAF (p, g, d)Z
HF ARIMA BB MSE w2248, W& 1. RAPATLUEL, XL, ARIMA Z57EQR, 1, DI T
MERERAL, R FESE2, 1, 1) ARIMA BEAUE N ARIMA B,
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Figure 5. Box and whisker plot summarizing epoch results

5 TEERRBIREENZRE

Table 1. The result of ARRIMA model
% 1. ARRIMA #EIBITHER

p q d MSE

0 0 0 1,354,174.552
0 0 1 348,440.530
0 1 0 1357.026
0 1 1 1357.585
0 1 2 1369.117
0 2 0 2532.257
0 2 1 1319.250
1 0 0 1355.588

1 1 0 1363.889

1 2 0 2195.089

2 1 0 1381.750
2 1 1 1316.503
2 2 0 2041.721
4 1 0 1394.358
4 1 1 1324.233

T RIAE T LSTM AL AL ) RMSE #2241 ARRIMA SACHA ) MSE %2, HT RMSE Al
MSE 2 [RIA77E LA B,
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TR 25 1 T HicHfe £

5000 -

4500 -

4000 A

3500 -

3000 -+

2500 A

2000 A

1500 -

1000

0 200 400 600 800 1000

Figure 6. Line chart of LSTM model prediction
& 6. LSTM & T &

5. REERE

ASCBFEI L T — A R TR, SERERRT, ik R MR G U & B 2R 1 i Hh £k
e LSTM BB EE ARIMA BEBUPERESR = W2, JFBE RO IITIN oAk — B TR (AR fh a3 . 2%
VBTN TL () S 32 SRR AR, ISR AR R, VR R AR SN 2 M Aa e BN, M s
T e 3 VB 1) I 2% it TSR
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