Computer Science and Application +EHLRIZ 5 R, 2021, 11(3), 643-653 Hans Y
Published Online March 2021 in Hans. http://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2021.113066

ETPBFTHIATR RN X RESHETT R

PRT, HHE, BHKE, L

JTARITMR:, HEVLRE, TR M
Email: yuzhenhu98@outlook.com, linf.z@qq.com, liuwy@gdut.edu.cn

Weks H . 20214F2 4230 FHER: 2021453180 KA HM: 202143 25H

H E

Btxt MR T BB BER ST 5 E A4 (PBFT)IUREE AR X AR TEE R SBERT A3k, =
rBIGRE R BRI EF A, ' T MBS A R G AR (PBFT+)IHRE%. B, ETE
RPRERET S, SINMERABRERN RET JBATERAW, HRTRNEREXREEL"4F
X BEBATEHERML, TREMERERRG R RGN REPARE, R ieMERES
R RAEAET R, TTUMREET RESRMANE. &R =T PR RRE R ENEEE, RER
g REM Rt 2R, UALPBFTIRENER =/ BOLRARE, KB B &M G AR R
BN R 1 SR BINE R D> T BRI SRR K PBFT+ 1% 5 PBFTHRIERET % 4% LR,

BRI R RRYN, PBFT+EIRANKIMD 7 RABIRIEE, KT .

XA
Xk, LR, PBFT, fSHMH, FHA

Blockchain Improvement Scheme Based on
PBFT Consensus Algorithm

Zhenyu Hu, Linfeng Zhong, Zhenguo Yang, Wenyin Liu

School of Computers, Guangdong University of Technology, Guangzhou Guangdong
Email: yuzhenhu98@outlook.com, linf.z@qq.com, liuwy@gdut.edu.cn

Received: Feb. 23", 2021; accepted: Mar. 18", 2021; published: Mar. 25", 2021

Abstract

Aiming at the problems of the master node surplus method of the Practical Byzantine Fault Toler-
ance Consensus algorithm applied to the alliance blockchain, which may easily lead to the election
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of malicious nodes and the high latency caused by the three-stage consensus process. In this paper,
we extend PBFT with credit mechanism, denoted as PBFT+. More specifically, we introduce a cre-
dit mechanism to select the primary node instead of random selection, leading into a credit hie-
rarchy system for credit evaluation of system nodes. The credit level of consensus node changes
dynamically with the number of valid blocks that it generates. The credit level division of nodes is
the system criterion for judging nodes, and the system will select the node with the highest credit
value of the whole network as the master node to ensure the optimality of the master node. The
availability and security of the system can be improved by using the standby primary node me-
chanism to avoid frequent view changes. Furthermore, the three-stage consensus process of the
PBFT algorithm is optimized. In the confirmation phase, the primary node collects the confirma-
tion information instead of broadcasting the message from the entire network node, which reduc-
es the communication overhead. In the experimental part, the PBFT+ and the PBFT algorithm are
tested in multiple groups. The experimental simulation results show that the PBFT+ algorithm can
effectively reduce the consumption of system resources and reduce the delay.
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X BREEVE N — DA REIE FE R AR T R[] [2], B8 T oA g1 AR . JHRPLH] . sk,
AIRFE I BE B VSRR [4]. T IX e B Lt ANmT B OORIEE 44 M 0 A, IX BB R R E S
T AILRS SR E K R [5] [6].

BRI BE X S 159 3 o R B, (HHLAEAA 6« LR [7) %5 77 TH A7 E B B 1) . 25T TAE 2E (POW)
(81 s AT S AE R R Ak i, POW PSP i 32 BMSITE T 75 ZEAR DL S i xR, 5 B R H RIS A
AT A Ref vk, IERCKE MR ZHIRIR Y. LhRF 2T POW Bl IX BLeE 240, CHLCHIEN
A CAANECT AN 0, (H R TR S Ei BT 6~10 N2 5, PRI 10 438k Az sli— N HT I X B,
BORAEFARS, MELUHAT RYEE N . AGEIE R HLH] POS [9]5I AN T “Mi#s” X—M&, miEdeEH
FEE MR A A FEA R R R, RGURIED TREA 1) MR BRARIZ0 A, 0 AR X s
SVHFERRII TR . 5 POW #HLL, POS TEMERE A FTHm. (HJE POS ByEHH AL AR iy [ 717 st X 28 48 il
iy, fE— B R4 . DPOS [10]3LIRHLEIZEE POW A POS HJEAl F, FI7T s iAo A ik 52
i B B AR AT SR AT X B 2R AN SR . I B 2 SR s, BT AL R R
KAR$ES . AR S EREATL, R BB E A 2 A B A 5 & . Paxos [11]/22E T
HELEN, BEMRIMARE P ARIER M RE, AT THEIRERERE, e aRg e
—HIEER . (H2 Paxos WA B ARG PG RIT AMEN, —EREWRREBHEE, BAENR
Gl S AEAEIEON BE B SERIFE HEE AR (PBFT) [12)30 iR T BFT [13)& kit ek, KA C/s
ZEKI[14], BRI PR bR N 2 A, AR AT LASC IR RD AL BR R TN A iR, B
H A o it .

SR (1) PBFT HyEAEAE — SR L . 156, PBFT LIRS () 149 S Ak BT ROE 144 S 1Kk
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FUAEENT AL BT BN R, AR E T AUA TR . BRI Y A TR
iy AT VR 18 I 40 1A B AR, (R A R AR B 2o AR I I I R G, S B0 R R
HIR, PBFT SLREES AR R AP IR AT JUE(E, REILBORMMSLmMAEEITE, FEd—Sihib.

B X HBERR R, Bl BB AT, HAEW 70 T 2 R AR &1k . FastBFT [15]
S B R RE I, X BV R S HE— AW ISR T, = S E AR AR . ZEBRAR B L
N, HEEAE R IR E] O (nlogn), {HZLERIIEN FEEE 2N O (n°). CBFT [16]H @it X
AT, AR HRE Ak, (HRTERS 5 A B R A IR BRI I R S 1R BT, O
BLAESCURRAR . DX ] S Y 55 B T A7 AE ). Hot-stuff [17]52 55 — AN 3&F BFT B, ‘©¥ PBFT
B B 5 B 2R FE DD 21 O (), ARAE IEFHATIS, HOH B E 4SS PBFT AH . SBFT [18]2 — il
RN ¢ F1 e RSP, EATRBENLERER, FEERES I BN B TR % 4 . IR BBl 3%
BTl A S E T /. EEAREOLT, ATRASEIL O (en)ZethJray. (R AL R SRR,
XK SHSBFT AR T %, S0 (n)il(5IF44. DDBFT [19]K DPOS Sik M T PBFT ik,
43 PBFT Sy L& BN IR i, R BT AR, SRS IHZE, BEAFE,

AEET AR PBFT SLIRGEE, &1 7 —Fhc ILREVE PBFT+, HARBAET: 1) ZHEEEE(E
FANLAI SR =15 5, @9 s AT 5 2 kK48, R BUE FIME S = 0 AU =1 0, fRIE T &
R AR T A B A, RIS E e A T SR R ek W R e B R ) RS, BRI TR 2) E
IEAE = W B B A B B ORI FH T RO IR AR IR R, B R B 2R B D B R
BAE, B 7B 3) i { B SLIR AT I, Sk PBFT+IL IR BVLRENS A Rt PR LR 4,
/> F G BRI T FE o

2. g EA
2.1. PBFT iR EZEFRTE

PBFT & FRRSHLEIA R SE, REHEART—DEIAT i EPAT R MFE R [, B
A BT AL AR R PRSI IR IAT . ] 1 Fow, ££ PBFT Sk, — A0 R A B AR Y A
IR AR AR AL T — LI v 2y, P v RIESRE G R, AR S TR A =R T, ol
TP BN R NI R B AR R o N SRR i A& B3R SR H AT HE I AN G S 2 B
SRJERETE RN ko T R S STURRE AESRBEAT IR, fie e fE IR TE S R R A0S 5 7 i

P ARSI RETRR, RERZ A LB RHBEN A, AN X% 2

|R|=3f +1 (6]
T R A X
P =vmod |R| )
Forbr: PRBIAS S, v MBS, 2377 R v AT SHERINT, A AR, R A 3k
BT 32715 e

PBFT SE MR 1 R

ERMTBG: % P o A T A p KIETE RTH S message.

TAE B B 0 mURENE B G N B dn 5, R [ AT R R T AT S

HER B B T AR BRI R B 2 AT B0, A0SR A% B iR A s S A R
MR R 20+ AN AR E T S B S, B THER B2, MR BA .
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Figure 1. The algorithm flow of PBFT
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M4 b —15 % PBFT BEm AR AT VEAN R /04T, AT LUE HBA /) PBFT JLiREE AL T AL :

1) PBFT RS yEA R A AR VEI TR, T S B s B NBE R, ANRERUEE T A
IO, FESHRRUH T3 MR A, WPEORHI s RGERE, R RS R .

2) EFS R =R i, BWRRENT /%, TESHAG W, YN ARBEREZN, M
BAREIRBRRIBE I, f2m KGR
3. BUHEAR
3.1. PBFT+EZEE

B, X PBFT HRRIRMAM BOHA TS0, X —MBORIERIBATE BA T B S T i . ¥
HIEFAAN B o] MRIE CAF 2f+1 B9 S5 il T HER I B, BZH B B8 AV BE i A8
WEE T . PBFT+ILIRBVEERAR BN, AFEE M S BEAEERERAEE, eSS KIER =
b, BEWAATEERIIEE, JET AWRER 2f+1 DM B, BISEFHAN B — BN
TR AECY N, T4 SR — IR R 7 B AR IR R E N

Z=N(N-1)+2(N-1) (3)

MAE EES N, B DL N 4% R SRR, 4EE N R,

Hyk, BmFE SRR, ETERECRIER G T8, RIEET SRt Bd&HE
T RN SR B e A R A B AR T A R SR TERE, 3R m R AR .
3.2. FHAIEE

3.2.1. {EAHE
FE 1 (5 FEIR) PBFT Sjderb (1 [X o= A= RS AIE R B 3235 SR AT B9, a7 =8 7 B 0 s =
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Figure 2. Credit level rise and fall
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Figure 3. The process of reward and punishment
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BE 7 AR AR MO B HAERAT N, Ba SR EARE, IRF ARG RFESEN, PBFT+FIH
o P 22T SO AT B 4 b T o R T AR A R AT SR 2 SR, AR E AT IR A
W, BEENEHEN SR ERES T e ERFET A, S8R, REFERGNFR .
I EIRHLEIRIN T R G E A s R SEIR T L Sk 7 S AE R S IR n AN S A T R
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W15 FE B 07T s 3 N BBk, F A5 PR T 2T 50 B o 8 0 88 FH 32700 s R 86 FH 32700 s 5 40 il e 4 05
AN 590 1 RS 2 B

Algorithm 1. The adding standby master node algorithm
B L AmEREDSR

Algorithm 1 The adding standby master node algorithm

Input:

Blist: % F =77 pigil&R

Node: 4%

credit: 15 RU{E FME

round: FLIRFTE

Standby Master NodeValidation:
1. Blist < BackUpPrimaryNodeL.ist
2. for(j=Blist[0]:Blist[n-1])

3. credit «— NC;

4. Node < CurrentNode

5. if (credit>the least number of credit in Blist )
6. Add Node to Blist

7. Delete The low credit of Node

8. end if

9. end for

Output:

MHT#&HET S currentNode

% FH A S5 Blist
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Algorithm 2. Replace the failed master node algorithm
Bk BmipEET S

Algorithm 2 Replace the failed master node algorithm

Input:

Blist: #3715 S 51%

Node: i/

Pcurrent: i 2545 A

credit: 5 RS

round: FLIRFTE

Master NodeValidation:

1. Blist — BackUpPrimaryNodeList
2. Pcurrent < PrimaryNode

3. while(Blist is not empty)

4. if (the Pcurrent was the fault)

5. Select the highest credit of Node in Blist to PrimaryNode

6. Kick out the Pcurrent

7.end if

8. Until the Blist is empty
Output:

HHi#&HFES S currentNode
HMHFETRGIE: Blist

3.3, B E S

PBFT+ILIREIE TSI NAE HINLH], 0 4 255 3L R R vh AT 0 9 s BEAT (5 I PPAL I8 153
4 I %75 45 A5 R RO s R AN RS FJE O, S 9 m 05 FEDRE 2 I g, 170 8% 519
15 FMEK 2B 0, 3 7 s AR K PR . PBRT+ILIRGEVE I TR E 4 fiw, Bk

BIR

! .
request | pre-prepare prepare commit

reply

%

/7

Figure 4. The algorithm flow of PBFT+
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N F—ANHE, SR 5 A F 32797 S 51038 g B PR o (0T A e 1 A, Rl AT 3R,

4) AT R SE AR BUG, EAIA(COMMIT)F B, 10 B 321 AU ST USSR A T B, T
SRR 2f+1 DM RUACERIATH B H SR E—80 W IAB B 4

M R RRIABY BLS, B T AR i AR R T R, R i ) 3T AR Y R
BJE, EIEMBSER.
4. KEWE5 7

ARFETEAUR T 07 LS A AR G b, MOBAETFEE . A SEVE AR, I RE, ik & 55 U5 T
PBFT+ILIR AT UL, FIF S PBFT. CBFT JLRGEHEAT X, PAILIGAE PBFT+ILiRSE A
Rk, ASZIGREAE PC it B 4 Intel Core i7-7700HQ 3.60GHz CPU Al 16GB 7 F kAT . 83T I 1 A [F]
{14 5 25 25 i 11 AE AR Hb G A 6] (0 AR R, SRR X2 PR — R 57 1 10 MR A
4.1, BIEFHEEF MR

BUE RGP HHRAT S EH N n (n > 4), "JLURYE PBFT. CBFT 5 PBFT+ILIRIFE /3 5347 X6} b4y
#ro Hrt PBFT. CBFT #1 PBFT+IL IR GAE Y =B BOd = R 4] 5 Fros, £ = BamfE s PBFT HILH
ROBAS A2 2 DA, BEE T AR, IEETTR SR, M RSERE, Mok PBFT+3k
PR = B R AR B AT A, BT RCRIUE NG B, RRsE R R T —F, v AR
RS RER, PR IRIRECR,

300
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50 1

4 5 6 7 8 9 10
TRHE

Figure 5. Comparison of consensus communication overhead
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7 O AR R AA T RE I B B bR . TEXHEEM 25, PBFT+. PBFT. CBFT =M S kAR 2
HEAT B ARSI ARE, 5 08 T RE D SR SR M BEER AT . 1] 6 N SGE R JE A T T AR T A AR N AR
et th . A 7 aTRLEH, fEMIFIZAE T, SO R PBRT+ELIAY %6 JHFEE/NT PBFT &k, o
3G 1 PBFT+ENELER NI B D 7 — ok 270 s 85, HLE IS AL SRE L 37 5, b A )
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Figure 6. Comparison of consensus communication overhead
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Figure 7. Comparison of consensus communication overhead
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4.2. BFEERA
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Tdelay = Tc _Tp (5)
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Figure 8. Comparison of throughput
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