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Abstract
Unsupervised techniques typically rely on the probability density distribution of the data to detect
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anomalies, where objects with low probability density are considered to be abnormal. However,
modeling the density distribution of high dimensional data is known to be hard, making the prob-
lem of detecting anomalies from high-dimensional data challenging. The state-of-the-art methods
solve this problem by first applying dimension reduction techniques to the data and then detect-
ing anomalies in the low dimensional space. Unfortunately, the low dimensional space does not
necessarily preserve the density distribution of the original high dimensional data. This jeopar-
dizes the effectiveness of anomaly detection. In this work, we propose a novel high dimensional
anomaly detection method called AEDE. The key idea is to unify the representation learning ca-
pacity of deep autoencoder with the density estimation power of kernel density estimation (Auto
Encoding kernel Density Estimation model, KDE) such that a probability density distribution of the
high dimensional data can be learned that is able to effectively separate the anomalies out. AEDE
successfully consolidates the merits of the two worlds, namely variational autoencoder and KDE
by using a probability density-aware strategy in the training process of the autoencoder. Our ex-
tensive experiments using four benchmark datasets demonstrate that our method significantly
outperforms the state-of-the-art methods in detecting anomalies, achieves up to 30% improve-
ment in F; score.

Keywords

Anomaly Detection, Deep Autoencoder, Kernel Density Estimation, Deep Learning

Copyright © 2021 by author(s) and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY 4.0).
http://creativecommons.org/licenses/by/4.0/

1. 518

To FRAE M 2% 22 A [ 1], HLASHIE AR [2], 15 5 5 G0 B AU 3] FI R 22 403 [4], S o Al 0 2
—AMEAIHF T FEA ) B TCVR S i R I 2 2 AR, R A A% O AR S B A T BRI,
IEHHARIBERR, HHMFE—E Mo, 7SR REs> Beanm, Ak 5 s
Aib AR B X 3

e LR TEF, BRI CERAS TR R IR [5], (2R E KA ARk, £
ML BEAKIE N, BT 4R HTUIARAE, X dEEm AT S W R AT SR 2 — Bk o i o 000 A 3
I, AR Gl 75k o DAE B 1) J5 0 23 () EAT 85 FE A TF, IF ELREE 4ERE 38, M P A0 G G R 35t
TSR AR ZS , IS £ SR 11 671 T 52 1t SRR

H AR 1225 1) g e (1) — AN I AR 0 ZE [G] A SR, A HEZR S o B5a JE AT B 4, 5 v 4R 54 B A1
NARGEEHE SR 5 TEARYE 2 (R BEAT B A TH[7] [8], (HJ2, AN 4 1E 5 SR 578 S0 75 H50a i A i 4 2 1)
HOR T B IRE, EATA AR, PRI e ER R S F T X o 7 5 IR SO R IE R4 R R T AR R
PRIAE . R, PR FE 2 S)AE A U AT | BRI T [9], JARAY[10], fEIFI&EMZs[11], H9mfidas
[101F He— R BVAR R )32 1 8 FH T e 4 A0 S o R 40k, B anoe Hitk B gt 28 [12], 285 H 4mtid a3 [13]
St HFEUR T — RAIIRE . X IR O AR K S N SR G R e R R, ARG B ML E
PR ZE W AR A R TR AR [ S U B 23 [ o I A A 5 7 300 o)1) % o 0 D) 4 SR SR A 7 50 2 1) o i
GEEHE (AZ OFAE s T 277 AR e 3 R TE O RRAE o SRl 16 JLISURIE 72 L Bk 225 44 N2 FH - SI2 Bs 1) 7, 51 4
ALAD [14], AnoGAN [15]%%, {HiZRERANAAIER RIPRZ 23 (8] . AnoGan i X Ptk B gmht 2% Sk il
B EE i S, AR SR B A R 22 AT S s Al T e MU RAR4ER 7R . ALAD [RIES

DOI: 10.12677/csa.2021.113070 683 H LR 15


https://doi.org/10.12677/csa.2021.113070
http://creativecommons.org/licenses/by/4.0/

=

R T HET XA GAN HIEUE AT M E AR 22, ANTAS T 5 A DA 55 (R ek 2 ST, R i,
ALAD ATy SRS P T30 U1 27 ST ARFAIE A B A 3R 22 SR B U A A T o (E, IS S B A
SURT B BAT i, T ELBRZ E MR TUE A A (1140 GMM). DAGMM [1614E 5 8 kil s &5 & 1 IR H 4
a5 AR TR A (GMM), - X AU (105 B 0 A EAT @, GMM e [ TS, X
XGHIE B 227 A 7™ EL R o

FEARSCH, $RH T — B BE 1 i A% 8 EAl TH AR B (AEDE), X & —FPR BE 2 SIHELR, mT Al v s 44
PESe e WA I B B iR k. — 5T, AEDE £ RIARL B 9t KRG LR I IRgERor . T2
B2 i s [R5 18 1 FEAA) 4R 22 A0 0 0 =22 W) b A (K o A, DR AR AR e 2 B P DR B v 2 Bl 1) o
FEorAi. BRI, AEDE AN IE R BRI ZRIREE B gnitas, Py 7 2 18] v iR 8080 40 A AU I
WHEE, U RENRX I 55—, AEDE fE FIRZ S FEAN VMR R [17 I SR B 1O ME 2 2 B 43
fii. 5 DAGMM 5 Z Fahfig € i & e i R AR AR, AEDE W] DUMHE R0 A Bs AT A . 24 B 2
g s i N 800 G B (R AR I, DA SR i A\ Kl 1) S BRI O B A9 A R 2 IR, oA v
FEAB A HHE SEA AT RE R IR R B, AR 3 FEE (L R e MU R A DA o e 0 B

2. HRELGT

e g e

— —1 X

SEEN

—— e = -

e - ]

Figure 1. Overview
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DSEBM-r 0.8744 0.8414 0.8575 0.0400 0.0403 0.0403
DSEBM-e 0.2151 0.2180 0.2170 0.1319 0.1319 0.1319
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