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Abstract

Various network attack behaviors in the network environment have brought many challenges to
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the network, leading to increased probability of sudden network security incidents such as net-
work failures and load increases. The prerequisite for network security early warning is the secu-
rity situation. Therefore, in view of the uncertainty and volatility of the network security situation,
an improved long short-term memory (LSTM) network security situation awareness model is
proposed. First of all, in view of the slow speed and high dimensionality of the neural network
training process, the convolutional neural network is used to reduce the dimension, then the im-
proved recurrent neural network is used to predict the situation value, and finally the root mean
square error is calculated to evaluate the model advantages. Simulation and comparison experi-
ments verify that the improved LSTM model greatly reduces the model prediction error, and can
more efficiently and accurately realize the evaluation and prediction of the network situation.
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Figure 1. Schematic diagram of network security situation awareness model
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Figure 2. Structure of RNN
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Figure 3. Design of the memory unit of LSTM
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Table 1. Classification of situation indexes
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Figure 4. Situational awareness framework based on improved LSTM
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Figure 5. Situation value comparison
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