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Abstract

At present, one of the main means for attackers to conduct private information transmission, in-
formation leakage, malicious information dissemination and other activities is to use the DNS
protocol as a covert channel, especially in botnets and anonymous communication networks. To
this end, a DNS covert channel detection method based on sub-domain context is proposed. This
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method not only extracts the basic anomaly traffic statistics such as request response time inter-
val, request/response message size, sub-domain entropy value and resource record type fre-
quency. At the same time, the sub-domain content itself and its context relationship are characte-
rized and extracted. The experimental results show that the method achieves more than 99% ac-
curacy and recall rate, and has good detection performance.
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Figure 1. Protocol fields that may be used by network covert channels
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Figure 2. Schematic diagram of DNS covert channel principle
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Figure 3. scHunter model work flow chart
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Figure 4. A UDP data stream generated by the DNSCAT tool
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Figure 5. Schematic diagram of scHunter model neural network structure
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Table 3. Test results of different models under different N values
#F 3 FRERINET, FRERAENLER

scHunter PRSP LFFAEAL
ZHN
15 % (%) H 12 (%) 5 BE (%) A 71 (%) 5 B (%) A 12 (%)
1 100 99.7 100 95.4 100 97.5
3 100 99.5 99.7 95.7 100 98.1
5 100 99.6 100 96.3 100 98.6
10 100 99.3 99.5 96.9 100 98.7
15 100 99.5 100 97.1 100 98.5
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Figure 6. Comparative analysis of accuracy on data set 1 and data set 2
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Figure 7. Comparative analysis of recall rates on data set 1 and data set 2
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