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Abstract

Content Delivery Network is an emerging network acceleration technology. CDN can avoid bottle-
necks and links on the Internet that affect the speed and stability of data transmission, that makes
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the content transfer faster and more stable. CDN effectively utilizes DNS that redirects user to the
edge node server of the nearby CDN network to improve the efficiency and quality of the user’s access
to content information. The application of DNS redirection technology brings significant advan-
tages and flexibility to CDN. This paper introduces the basic principles, workflow, and the necessi-
ty of CDN domain name monitoring. It uses the J48 decision tree algorithm to detect CDN domain
names and builds a basic CDN resource library. Experimental results show that the algorithm can
effectively improve CDN domain name detection efficiency, with an accuracy rate of 98.8% and a
recall rate of 98.1%.
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1. 518

W 5 HL I R AR R 2 AR B AR W 8 TR AT 355 A5 AR 45 7 ELIBR IR ) o5 b Bl R
F HBEE LI P RN, 2 U5 il PR S, 3 B0 4 SO BRI i, T 4 U il R A2
B FERZ 1] [2] [3] [4] [5]-

W53 R M 25 F A (Content Delivery Network) & $ % F 25 s A, & R A0 B AT a3t
Ui AR AN g B ) SRR, Gl S T Y A, R T SR P A i B B S
PR E— AR A R b, FE TR BRI — AN IR A BN ik 4, RS SR B [ Y 2%
WGHET, FFRTLAE “Bale” BIA B PRE UG i BT IR N2, AR KFRRE Baem 1 & P 1 o) B2
FHR S & [6] [7] [8].

X CDN S5 44 s, o] DL N4 BAS AT Be/b ot [ RN 245 22 A A f 35 (0 U o AR SCadid
X CDN AR ME AR FL, RAHET J48 YFM H % CDN 34 1 7r SR, #44 CDN J&fifi B1 IR
i, X HE TR AL 1 RN 2% 22 4 2 MR B R AR A 21 P

2. CDN [RE R 4H A%
2.1, W&

1) hnigis s

TNk 44 B 75 2244 A CDN IR 13k 4 3804 & — IR 5- s [ bk, w7 DL s o B IR FTP 45,
£ CDN JR 55 Hhhnidt I 4% 38 & 4 44

2) k%54

1482\ CDN H%5 J&5 » CDN ¥4/ Bt — CNAME 15 44 , 1% CNAME 3354 [ 1 20651 4 9 * kunlun.com,
H CLH I 44 F6 0> kunlun.com F3k 4 o dSRAR RS, A MR IG TAE sk E 208 17 CDN RS, 1384
FIT A (I8 R #0417 CDN 5 £, kB hnige i) .

3) NI

7t CDN Jlg %5+, %7555, CDN fisi. Cache 1iri. Z2A7 19 pl DI s, 99 554048 CDN 4%
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R G SR T L 10 A AT AR I — M, fe S R A NI P 2 MR b AR
FTHIPILE T R, R A N P A AR TRl T S R B e ) AR R . AR R U I B ROR
(1) A 25 A7 BIA 5T BI RS 2% by DAIEORFE v X £ FH P U ) o 3l pAy 25 (1) 338 P ol o

4) CNAME i 3%

CNAME itk —Ffl A 10 IhAEM LRI Zic 3 3, i BI420 5%, PRI & i 2150
4 b T mail HEFE#F#AT A0 CDN DI f#4r, ¢l CDN MMM 2 BLE CNAME 10 3% 5 K A&
T

N R CDN 44 it F, https://www.jd.com £:it CDN ik, 38id #k CNAME fi#ffr, s
I AR EIE 2 1P, £ 1y CDN A4 il 2.

Table 1. CDN domain name resolution process

5% 1. CDN & f# it 52

0 fig b e 2 fit b E
https://www.jd.com/ CNAME https://www.jd.com.gslb.gianxun.com
https://www.jd.com.gslb.gianxun.com/ CNAME https://www.jdcdn.com
https://www.jdcdn.com A 58.218.206.1

5) DNS

DNS (Domain Name System), B4 @HTHRS . DNS MIfER : I AL #4 # il h X 4 m] LLIR A 1P
Hibk. AATSIHCIZ842, (HALREE EA AR A IP Hohk. 45 1P skt A ——XF R, ez 1A
(4 TAERR I AT, S804 MR AT 75 22 2 T T3S AT IR 55 38 R e i, BN 2 B ahidh AT . bt
b s N B https://www.baidu.com 4> H sh#% 3l 220.181.112.143.

2.2. CDN #iAR[FIE

CDN M &% = 2L i@k DNS HLH|BE T B 2 AL o

CDN M5 fi i — R A AGTE Internet L[ A4LRR, 1X%% CDN 5 s 7 T M A%, S AiEARR
(L FE A7 B . 7EIEH 1500 (O CDN), /1) DNS iRk LDNS (4t DNS) K ADNS (#gk DNS)f#At
AT R 1P ikl S BRI A

I\ CDN J&, ¥ BAri X R 1P, K51 3 B s i 247 i b — RSl
seif i 9 CDNS M5, B CDN iz& i DNS @tk ss 25 1B P () LDNS, K P AR drHhid R E sk
5|5 %] CDNS, i CDNS ZrAtfxfit CDN 1 s Ktk iz 5] A 7

KH &P Cache IR 55 35 (2 AF L), FRREA150 AT 2 2 U5 n) A S b R b X B 2 o, R 42 )R A
#1117 R (Global Server Load Balance), #4 FH /- 5 1] 45 7] &5 F J fe it . TAEIE Cache Jilk%5#% |, B Cache
AR5 S BB SR s SR . S P TR E 0N CDN RS P sk sy, 5@t DNS 5 5E [ AR 1 € i
B P 4 CDN 5 8, FIRRE R P BE SRAB 7% 7 55 2 PR 2k e & 15 A, CDN [Iik%s
(R SR G AR) T P IS SR N AL B P . SR Cache iR S% 2% sy H - EE07 [l R A 25
EERIEACE B 2 2 R S5 45 T HUDOR B2 i S ks F P .

CDN &2 —FieH&HA, GREMHE . ZAMREH. 68 DNS. & i LA 7. B 1 sl
CDN )4 R4t
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Figure 1. CDN global structure diagram
[ 1. CDN £ /34514 E
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H T K CDN BAR J5 IR A S4B RN, D 7 3 mmT i, A 300 8 p S B A .
A& CDN SEBLH P U7 1] (55 ) DI RE, B4 CDN (A% 0, MR FH P U Il (SRR, FE 07 il i SR 4 1 31
B8 P BT B A S I AT RSS2 o

SEHLE RE DNS i —FPER 2 BindView, fEASCH, MG, BB, B3I 3/ IP iy, &
ANFI RS Bind #LE, 3t 3 MK

Varnish 1E TS %%, S RV RIE, BRIV 5 R 9 B DNS & 07 21 B 500 2B A7 it
554, WIRVT I AT M N R BRAT, WG AT RS 25 ) 80T 1) SR A7 R 55 4 B 2 1 R U 2%, 4R
JEEHRIE P A0SR TS SR RN B, M Bt RIS P . N IRIE AT RS
ARGyl I, RS A AR S5 A A DA SR s i SR 1) 7 AT AE
2.2. CDN TERT2

MY S 4N CDN HRE RSG5t DNS = (Al H AR w2 e i i (3 £ CDN
A R P RS SRR AT A M B SR BIAHE T S, CDN [IARSS 2% 01 S0k FH P i R 1)
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F P U5 i (R S AR RE 0 R
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2) V2 1) AR B A AT 2R G (DNS) T SR iz 3844 F b «

3) ZHh DNS H4i% R & 2 W51 3 DNS, 3= DNS FRRFI8 44 T i SR % & 21| Hofh DNS;
4) DNS AR5 #% H SRR B 4 I i 24 1) CDN 49 i, FFR AT I 25 SR (1P $hdik) R 25 F 7
5) HIJ7 145 € ) CDN 1 R SR L 3 (1) P4 25

6) CDN 1% i H R IR 55 2 0 i 82 P 7 (3 K, SR AT R KA 2

3. lRRAR

CDN g5t K& CDN M7 i 272 B . S TRIRAE(S 2 . CDN 17 il H SR 4 4 1 152 % s iR 2%
TERRSS 2R LR . BRI BT B & T BTN TT B %A Cache WSS, FRIUEST s 1) TAERCR
SN S A BAENE R, (A5 4R 5135 DNS [WilfE, SEOEA RGN MBI . mil g7 RS 2y atg
ANEEIT P Bk R 45 25, T A FH P B0 IR 3K, 7 S84 25 7 Ik ()oK &A% S [9] [10] [11] [12] [13].
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Figure 2. CDN domain detection deployment diagram
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SR BRI 7, T4 E KA IE A FIZE B M ERINAT A, A R 4, BRI
ZFENTIES, ARIEAENTIC 5% (cname) AT Ge it 04T, M HE CDN A VAFAEER, S\ CDN HFAiE AR

PRI A I R IR 25 2T ML PRI 4 AT I S AT 0 5%, Wi 8 5 138044 10 S A7 N BRIk 42 4
W

CDN 73 #r x5 2%, MZETEH Y] CDN REAE 5 S5 ER0 4347 () CDN FfEHR, 41pk CDN FffEH . I e
W HR IR 4 B ) CDN 3844 3E 174347, It DNS f@HT i) CNAME 103% & A AL S RFIE HR kAT hvid, DAk
JAT IR 44 & 75 CDN 344 . #5 9 CDN 4544, 4 CDN 34 . CDN Jiis 45 s /7 N\ CDN FE it 5 e o

CDN A AT X 285 TCHL 1) CDN HRFAE Ef FE I E S PRI 43 AT 1) CDN RRAEH: , 2 —AMEIRIEAR
R, FHh CON RHEH: 4RI, R T SR B B SE . BRI AR SCRTik .
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Figure 3. Deployment diagram of domain name detection system
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REE, 8B TR 1) 71528 /2 75 8 T CDN HF1EH: .
1) CDN 34 FF1iE

R T IC S Gt () EAR, HE CDN S804 IRHIE S 2550 9 6 N B, ReAE 384 5 L 1 im ek 45
L ATIR (SpeedNum) . AL A4 1) = 38k 44 4Tk (ThreeNum) . FF A4 (I 2615 AR (IPNum) . HFAEIS 44
B cdn (CdnString). A& 75 1% F] CDN Jl 45 (CdnService). THZ 382 75 Jvil B T 2445 4% (TopName) . K
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Figure 4. Decision tree overall training process diagram

B 4. RERSENIGIIZE

WM SR 2R FE ] 4 Firs

Q) HETALEE, XU AT HE AL B, [ CDN 24 CNAME, fitbl REEHL CNAME i3k

F£ H X CNAME e ik 7 5.

b) Bt S s MEHEHARES BERIR T BIERA m DAFRE, E X mPMARKC (1=12,--,m) .

BEsi I R IIFEAS. XA AR il RIS B F

I(Sllszl'“’sm):_zi:lpi Ing(pi) (1)
Hr p 2 EEREARET G,
o) WIEME A A v AR (a,8,,+,a, )« B ASES BIH A VAT (S,S,,8,)» &S RT
£ S CHIIREARSL. A RIS R TENRR R IR

S+, it +S

E= 2—1 - S (Slj’SZj'“"Svj) 2
d) £ A 7 ERRTS (S S 5 bR iR :

Gain(S,A)=1(s,,s,,-,Sy,) (3)

e) MG BRI AT R ER, 5 R EERE UN:
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Gain(S, A)

Splitinfo(S, A) @)

GainRatio(S,A)=
53545 . Splitinfo (S, AR TR EVE A 7 RFEALE S I FEANSS S 1k .
3) VAW LR B
H R e S A B8 52090 ID3 [14]. C4.5[15]. J48 [16]. CART [17]4%, R[EIfPLsim 2520 R G4
T FRIAERFE o B SRR LI AN SRR HEAT TRAL 3, ARAL B o Z S XTI ZREE AT 73 2K M1 H o SR B R,
KRR A i 10 4y, FEVURE A 9 S-SR INZREEE . 1 /SO IR EAE AT IS . A ORI #2153
AHR D IERASE, K 10 U455 IR R I~ B E MO SR FE Il Th . 18 R R w S kAT I 25,
RIE B S B o, Sk T 5 RS AT 5t b, RIS LS R 5 R, S5 RE N, 148 Jedii
HEW IR SRR, nkBEiEE AR EEA S, HIEMZEA 93.38%.

NGRS 2N s)
93.38%
95.00% g0 539 58 205
90.00% 86.78% 220
4 84.23%
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75.00%

ID3 C45 CART 148 LMT

Figure 5. Comparison chart of correct rate of various decision trees
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Figure 6. CDN domain name analysis flowchart
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JE R M EE SR BE R CDN HFIEER, STERM R BRI 2 347108 b, A obr st
CDN #4 . CDN Jig 5 547 N\ CDN Ak 55 5 22+ (CDN 38042 240 22 . CDN Biask 15 s 208 1) .

4, SLWERS S
4.1. SEIRHT

IR T IIERFAVPAL PSRBT, A 30 X 28 W R 384 1000W, e ad it 4k 42 4R I 2 G -3 44 3k
174 277 SR, IR T IE % . e R A A1l CNAME id3% . MX g3k 45 . @i & %1 CDN
FRAE & BN CDN 34 . Inidis 4 5/ . 35 5 IP B Z5afih Ak CDN, b4 Rl g sy, 72 2 2
KAERIER 9 CDN RFAEH: o

Table 2. Known CDN enterprise characteristic string
7 2. B4 CDN fRl4FESR

CDN 1k “i FRAEER
dnsvl.com
spcdntip.com
WS ST IR A ) Test cdntip.com

tcdnvod.com
ovscdns.com

tcdnlive.com
e L =B BRI A Je3e download.ks-cdn.com
K s BREARA A T hirpo.com
e BHZREARAF Jext igiyiedge.com
T SR R A IR A g bbbcdns.com
Rk s fE B R R A R A iy scsdns.com
AR AT IR A T iy miitsp.com
R B B AR A TR A EifF ulute.net
BB AEEHEARERAH i lingyuncloud.com

) S K B 7 ) B KT R A 358 42 0T 2 PR T3 44 A3 (Speed Num) RIRFAIE 355 4% (149320 2545 s /K (IPNuUm)
FIRT TR R X A ik 2 FRD S o

1) nsE SR A SO HE R 2 A

G ATAREAE AR A% 6T SN2 P T3 3 42 910K B B MR X LE 50 8 2000 % CDN 84 ik dff FE s, &l 7 o

100.00% 798
80.00% 66.23% %576%‘.67%

54.32% 50.2
60.00% 37149 ¥.67%

40.00% 14.67%
20.00%

0.00%

b0

O O O O O & & & &®
MR KN S\ MK S SR S SN
SR M RS RN

P42 X LY 3R A% AR

Figure 7. The impact of accelerated domain name frequency on accuracy
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N H T L A 256 B 5 AR AT 3 6T I R AT ek 42 A R R B K N 3G A, 4 RI{E 9 800 e A, #E
Wi, 1AE]T 79.80%. TM{ER{E A 100 LRI, AERAZE AR FI1K.

Ui B A FEAFAE B CDN AFAE R, A AR 22 s 42 22 48 m MUARFAE I8 4 o 38 Al IR AR 4% L b
B, KAERAE CDN RHIE4 .

2) LT U R R [ R

II MR AR A2 (030 2 SR BRMEL MG YR AE 10 & 200 %t CDN 3544 HERR R RO, 0 1&] 8 Fim
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73.84978.84%79-80%
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Figure 8. The influence of edge node frequency on accuracy
8. ALY RETUR X AE TR ZR RS

N H e 2 i o R A 4 X S R 1 s SRR R LS I 3G n, 4 E N 90 Ao A B, HERR
i, 1E10 BUR5 200 LA R p#Emf R LLEUIK, X E] 40% 0L T

Ui B 2 SR ALAFAE 5 O CDN AFAEER, T RARFE SR 44 IR NT 45 SR (A& R) KR AAEEZ A, 22
CDN 5 s Jy H ARt CDN hnid il 55 .

4.2. VEhIEHF

AL PPA S AR TR A 3 42 T2 75 9 CDN AR INRE /1o ASCRAWT 2 ANELife

1) HERfZE (Precision): &2k B 850 BT IER ) SO A 2 /0 2 HIE R IEREAR R L, =2
RTINS R S 1, HERRESRAGH AR,

2) Al (Recall): & FRFASEDNA) STA K5 2 B b 2 /048 T A 1E w0 8 Lo, %5 R RRE
ARMEFR, HEMETRAGHESE,
4.3 ERor

IX CDN 542 3= B RS M RFE B RFAE 3844 5 B A s 3 A2 ATk N 32715 )R K SO 28 & 5 SR G
WERR . B RIRMEEE . BIEAER N, KRN R % 3 i,

Table 3. Accuracy and recall rates of different combinations of N and K values
# 3. FREIN. KEHSHERE, BEXE

ZHN ZHK % (%) 1% %)
800 50 98.3 95.3
800 80 98.7 97.6
800 100 98.6 97.8
1000 50 97.7 95.1
1000 80 98.8 98.1
1000 100 99 97.9
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M 3 R DA AT AR, DA AR N R T mUIR K BN RIZH 4, % CDN #EffiZe . Hal
RN, 2 N =1000, K =280, #EffiZiA%] 98.8%, H[FIZIAH] 98.1%. 48 [FIH it 7 S biiy
TEES Rk B AL

BEXTERINSR I )3k 42 34T 4307, B A S 5k i im miA~ H . B aifiest CDN 1k 195 %,
CDN FHIEHR 367 4~. S FFAE A Q155 4 Fios o

Table 4. Part of enterprise characteristic string
4 W EALFFE S

Al FHIEH
e dnsvl.com, spcdntip.com, cdntip.com, tcdnvod.com, ovscdns.com, tcdnlive.com
ez download.ks-cdn.com

et ItELk powercdn.cn, iproot.com, y163.net, y163.org, fcdn.cn
eI R R cloudglb.com
Je R E S ccgslb.net, chinacache.net, ccgslb.com.cn, Ixsve.cn
Je e Ty Bk morefuntech.com
JEHRITAC R h2comm.com.cn

7z it clouddescdn.cn
g 2O R I 4% ji-yao.com

bnt A urcloudcdn.com

TR inspurcloud.cn

T M AR kugou.com

42 3 PR AE A, TTLAYE A CDN 458, HyE: CDN SLfli¥ I8 (K 4L R 4% o
5. &g

154 % 4t (Domain Name System):Kt{& T~ FI /7 R ) W 2 B3 5 42 S e Ju WL TR0 ) 1P itk R+
Oy A PSR B, AR ELIR I B A N IR IR BRI % IR, ] DA ST ELEK A
MR A T R AR E PR RN YT, (A AR R SE R TEARE[18] [19] [20] [21]. X% CDN 3K
AAEI A T B > AR B A B ) A BRI, Ax B AT R g4 JR LA
CDN &5 Mt LA £ YR BIE R, R4 =% CDN J BRI A i . A OB R LT 48 Pesems
(¥] CDN FllF A, #7d CDN FEAHBTIRA, MM IR A I CDN 4844 . D92+ CDN BRI R
A N P AVE BRPR AL 1 K, AT N AR
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