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Abstract

Aiming at the problem of user-to-user authentication and key agreement of cross-domain in edge
computing environment, a cross-domain is proposed under the blockchain technology with the
simplicity of password and the unique identification of biometric features. The protocol enhances
the security and convenience of user-to-user authentication and key agreement phase by using fuzzy
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extraction technology. The edge devices with high performance are selected to complete the reg-
istration and authentication process. And the authentications of the user in the edge server and
the blockchain are realized, which ensures the security communication of user-to-user and reduces
the network burden of the cloud. In addition, the security of the protocol satisfies is analyzed and
lower communication cost is required in the proposed scheme.
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Table 1. Description of symbols
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Figure 1. Registration phase
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Figure 2. Certification negotiation stage
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