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Abstract

With the development of embedded technology and low-power devices, digital content has begun
to be transmitted and stored in various resource-limited environments such as the Internet of
Things, smart homes, and Internet of Vehicles. However, digital content is easily copied and dis-
tributed on open channels, which causes serious security threats to the rights and interests of dig-
ital content providers and legitimate users. In order to protect the legal rights of participants re-
lated to digital content, a digital rights management system came into being. In 2020, Yu et al
proposed a biometric-based digital rights management system authentication scheme. This article
conducted a security analysis on it and found that the scheme of Yu et al. does not work properly
and is vulnerable to user tracking attacks and licensing server fake attacks. In order to overcome
the security flaws of Yu et al.’s scheme, this paper proposes an improved three-factor authentica-
tion scheme for digital rights management system, analyzes its security, and compares its compu-
tational cost with similar schemes.
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Figure 1. Digital rights management system
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Table 1. Symbols and meanings used in this article
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Table 2. Comparison of calculation efficiency of improvement schemes
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