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Abstract

Proof of work, simply understood, is a certificate that confirms that you have done a certain
amount of work. The whole process of monitoring work is usually extremely inefficient, while
proving the completion of the corresponding amount of work by certifying the results of the work
is a very efficient way. In this article, an RSA attribute set based proof of work algorithm is pro-
posed, which applies the trapdoor function and the encryption and decryption in RSA public key
cryptosystem to the proof of work function, and decides whether to distribute the trapdoor for the
proof of workload according to whether the user’s attributes satisfy the attribute set or not. The
algorithm proposed in this paper satisfies six properties simultaneously: easy computation with
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trapdoors, difficult computation without trapdoors, easy verification, correctness, reliability and
sequentiality. Further, an email system based on the RSA attribute set proof of work function is
designed, which achieves the functions of easy mass emailing of users satisfying the attributes, an-
ti-spam, and ensuring the confidentiality and integrity of email contents.
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Figure 1. Visits the tree structure
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Figure 2. The overall flowchart
B 2. BiRiEE

3.2. F4RtE

Setup(4) — (MK, PK)
o ¥IANZH L, It H Gen Modulus (1) 527742 4 ELERI p Fil g
o WHn=pg, o(n)=(p-1)(g-1), HE p(n) n KR ERAIE .
o W—HHe, Wikl<e<op(n), H gcd((o(n),e) =1,
o i d, Wikd-e=1mode(n), Bl dJE e B o(n) NIFETL T, Bl e 5 pm) B, S H WA,
EHISRIE T — AL
o TP MK LAY PK A: {MK=(d), PK=(e,n)}
KeyGen(MK, T, y) — (z, vk)/Vk
FIWTH RIS » R TR VIR T, e, T, (y)=1, HPRRRETTIER ANz, vh): &
W, F P RAFRIBTER S vk BT c MK =(d), JIE%4EH vk =PK =(e,n) .
Trapdoor(z, x) — y
fEFIFATT « S8 x 5, fa y, Hd x S T30, i)y M24 T 3. 1217 Trapdoor(z, x) A
B, RN y=x'modn, MHiHHEESM.
Eval(vk, x) — y
{8 IR vie XPEUE x T, 28R T2 30 x dlid RSA A e Ml n THEHISC y, XA RXER .
Verify(vk, x, y) — {True, False}
YT ISR R B vh, B x A o SAE BT IR R v 1HE )y mod n, JFREE x 5 ) mod
n RETAHSE . HAHENHH Ture, HWHIH False.

4. REMERR

MIEANBIHRAE T AE H, BNRGEM 22V S RSA K2R e 2ME, 1 RSA AHE DA
P 22 A P AR T R R AR M. AT RSA AFHBIDARTI AT Rl # n BE R n=p-q, MR
S p(n)=(p-1)(g-1), JFHe-d=1modp(n), ME 5 EMMERH d BIRILRG T,
K, W% RSA MIMERE <n R TRAESRE . #8048 AT o(n), BOA: p+g=n-®(n)+1,
pP—q 2\/(p+q)2 —4n , AILATHEH p, ¢, ATUI n R 720, Rt n A F 0 HEE < B o(n)
IMERE . A B HTE BT d, A ed-1 52 o(n)f5EL FIH o(n)IEEL TR 2 530 n,
Htt: n RIFOMAMERE < BEAME d FIMERE[10]. SR LIS H . 859 RSA R 7RIS = n RN
T AR, P DAE R RS2 2022, IR N KIER: GRIHEES . TEITHER
Ay CTIAE. IEFTE. PR FENE .

5. WS

LW M LU T =R

1) SRR e P S Ay A2 i83T Trapdoor 500, Mg IEEL A&, AR T
PO R EERON 0(1).

DOI: 10.12677/csa.2021.1111265 2623 MR 5 R


https://doi.org/10.12677/csa.2021.1111265

P, FTR

2) BATRATTH . SRRl Bval BEHE y, HAlS, AR y RARILINXER, HbE
SEREW n (53, FTLAMH SR AR O(n).

3) iR WIEFIEN Verify SRR T E y £ T RMAE x WIESAITTESR, s, Kik
HRIFATIHHERE N O(1).

6. AR TFHHFTHNA
6.1. EAFHIH RGP ERYB)RE

HL ISR A ol o R A% 35 2 B B D 20, R A TR A N B 2 FR B
PR K — Rk SS  (ERAEMBIE R G, VVRAFEGINT . BLOORIBIR MR85 22 4l f . R4 R 12
Yo S8 SR AT ) 2019 AEBL SR IR fh O3 A 43 55 Sk s B SR oy — 4 DL o PR s e A
B R ARE AL EN[11].

A AT B BR BN T W R G AT DA B S b SR MR AR PR A P o A 0 BB RO A N 9B 2 S
P AN AL, TSN B (0 R BA 3o Tl P oRI%, BB A BT DL IS AN T
AR AR R AR AT AN [A) AR v, PRI AT LIRS )36 G 17 30 WS AR PRI Y o ELAE S B A PR ISt
REr, A I A BN O3 T EREARMEE, A PR P 7 A S S P R R MR, 2 RN B
ARIREAR RS o I, AR LT RSA JE MG TAR AW SR T 08 0F AR ¢, wT LA SRl b ) B3
BLSORE SR S AP 45 [ 2

6.2. RGEH

ARG, W RIEHR DG et 5T RSA JE TAEEIEA KA, IR RAMAR N & Rk
RS, HIRSSERIE, X — IR AT DUE B B M PR . RIS BB A RAT], JF HRRERH P
JEYESY KR, TR DA -6 2 JE I F PR R, (R R 5 o A R F SR RIEE . B
HIB A2 ik 55 25 1% £H 8 3 0 (KMC)

RBIBITIRIEW T . BRI IR 4525385 ServeSetup Hikit T ¥IMktk, WE ARG SH. RIGH W
KMC #2¢H H1E, KMC il ServerKeyGen SykMRHEH P B2 ECKE . 2 G RI%EH S BHER#EKE R
RIBMAE, FF 221 SendEmail HETERAH M TR, HWM MRS R KIRE RS A RS HSWEITE
53R, 81T VerifyEmail BIRIGUESS A IERATE, HIRUE@EN, Khna st RGN Ry SWEEE
TR . B aHE R 452 10 2 WA 04T 55 15 B B AR BB A P 25

6.3. ERBUFHIE

Serve Setup (1): FHHBLEAR S5 288047, BB1F AR 25231817 RSA FE TAE B UL B EH # Setup (D)L, H
NRZEZH L, & AR B ISRV M4, % 9 %4 MK F1 3 A8 PK.

Serve KeyGen (MK, 7, y): HA{SH =77 KMCHUIT. HBLFIRSS#HIE1THT RSA B LA TAEEUEH
PR ) KeyGen (MK, T, p)5ik. SN NI 883550 MK, U5 BRI PR R AR yo W B IR »
WR TR T, W HRETT o0 SRR EH vk DL P I ARV H(ok, sk): 0% 38 UE 25 4H vk, LARH
I AT (pks sk)o

Send Email (m, pk, addr): HiRi%k# S $AT.

W5 m (WFEE: b, =h(m| addr), FA m NEAEAZS, h AR R R, addr EWCE R IR
PR AL

IN#IEH . m'=Enc(pk,m||h,), Hrh pk REE RIOAH, m NIFENES, h, N m PIREE,

DOI: 10.12677/csa.2021.1111265 2624 THEAURF 5 R


https://doi.org/10.12677/csa.2021.1111265

P, FTR

MBI 55 #51247 55 T RSA JEVESE TAERIEBH R4 ROEERE LG EAWETT, 215 50THE Trapdoor
(t,» m")Fl Eval(vk,, m"iiH v

Kik: KBY= <y,m’, addr> KRIELE R 5525 o

VerifyEmail(vk,, Y): HIRS#HAT, TH5L Verify(vk,, m', ), EHHHERN Ture, MIGIEE, &
W B 2% Az A

ReceiveEmail(m'): HHUHE R 4T .

RIS m| b, =Dec(sk,m'), BIEUCE R FIFLEA sk Xf m %, A3HB1F N2 m FIHLAE by,

SEREVERAE: THE m AEEN) b, = h(m || addr) , K& b 5 h, REMSE, EHHZE, REZHBENE
SRR, BN RIS IR o RIS IR A 2R G 2 T DY AN 5

i R JEVERE MBS 2y . R 2 B ME I T P B R B AR5 5 o

SR A RIANHG A2 S M 1R FH P 3 R R A 2 AR X )

HRAF N HIRLEE 1 ROBEPE NS A SR SR IRIE] HEPR R dand R b 2 DU SO Uk, |
FEROITIRI BN S, WA NARE A, WICEFATARE, AR 1 HB A N S R

MR N AR e BV BDEBAE N A SR ST . B2 F AR R MR I 2 v SR 0E 7 47 02 13 A
S, WERALAF N A BECE SRR, RUE— Al , TR TR P A I e .

7. BESERE

ARSONS JR VT I0) S L BT AR SR B B AR RSA A A ARHIIET THEFE, 1 5 SOF MG T 2
T RSA JEPEE TAERIEY] A, MG L IE L, PSR E 22 thin i, RN SI BTV R, i 2
JETERI P ARE Bk S R BUE, AR BRI TS e SR )5 R ITR &G 3% T RSA B4R T
VERIEW] RS & A PIE I SENE N A T T I F RS, IR EOR AR AL R IEMEAF I T 5 eR HqE, 4
PEARGET R AS, AT CASEELSCBE M BANEE S 1 i 7 F 7 7 ZERE A sk bR, T ARG
RO T IAR P B A 23 e A5 006 A SR AR PR P P T DU 8 5 OB A S, DRI SR 1 36 A2 P ) P
BERHMBAE A S SBLIRRAT o DRAIE BB AR FROL 2 1A e R 1 S Tl

XL BLLE SRS TR I B 7 N 58 AR S0 ST BOR, KBVBEBOR IR OS2 & ek,
REfg IR E B N . B A IR SRS T B, R AR ARG R g
KA E O E I R m28 s S P, AT Dt oA U Sl A A P e A IR
AR A7l AN 22 455 ) FBAR it T MRk T7 58 [12]0 AR BRI X BV rp AR B ROHLH], T — 2P 4kt
7¢ ElGamal. ECC. SM2 S8 AEHE I HIAE TAF BRI BB h AN, R 272 B 3 X BB SR, 2
RIXIRBER A B, JEXCHEE N ] TSk b, A% 2 Th e

SE

[11 F2BE, SERZF, #H4as. XEEEILiRNLHZ POW Fyk[)]. Hrm st A, 2019(3): 81.

[2] Dwork, C. and Naor, M. (1993) Pricing via Processing or Combatting Junk Mail. In: Brickell, E.F., Eds, Advances in
Cryptology—CRYPTO’ 92. CRYPTO 1992. Lecture Notes in Computer Science, Vol. 740, Springer, Berlin, Heidel-
berg, 139-147. https://doi.org/10.1007/3-540-48071-4_10

[31 Li, J., Chen, Y.S. and Song, H.T. (2021) Research on Digital Currency Supervision Model Based on Blockchain
Technology. Journal of Physics: Conference Series, 1744, Article ID: 032112.
https://doi.org/10.1088/1742-6596/1744/3/032112

[4] Han, S.J., Lee, S., Lee, D. and Park, S. (2020) BACS: An Experimental Study for Access Control System in Public
Blockchain. The Journal of the Institute of Internet, Broadcasting and Communication, 20, 3-8.

[5] JAE. 4G @bk e ur i m SR ER D FU[D]: [l 2 A0 5], FMI: s SCHR B IME B LA K%, 2018.

DOI: 10.12677/csa.2021.1111265 2625 MR 5 R


https://doi.org/10.12677/csa.2021.1111265
https://doi.org/10.1007/3-540-48071-4_10
https://doi.org/10.1088/1742-6596/1744/3/032112

P, FTR

(6]
(7]

(8]
(9]
[10]
(1]

[12]

k. RSA HEEFI SM2 EiE T [D]: [Ail 226018 0], 8 VT3 Tk 2%, 2015,

Somsuk, K. (2020) The New Integer Factorization Algorithm Based on Fermat’s Factorization Algorithm and Euler’s
Theorem. International Journal of Electrical and Computer Engineering (IJECE), 10, 1469-1476.
https://doi.org/10.11591/ijece.v10i2.pp1469-1476

FNTESR. RSA B8 734 v 4 AR K BB ) 8 BE(T]. THENLLAR, 2010, 36(15): 142-144.
KRAT, FHER, XIRME, X ATV In) B0 S Rl s 1 s 7 = [J]. 1815 574K, 2015, 36(9): 119-126.
Hoobi, M.M., Sulaiman, S.S. and AbdulMunem, I.A. (2020) Enhanced Multistage RSA Encryption Model. JOP Con-

ference Series: Materials Science and Engineering, Thi-Qar, 15-16 July 2020, Vol. 928.
https://doi.org/10.1088/1757-899X/928/3/032068

Rastenis, J., Ramanauskaité, S., Januleviius, J., Cenys, A., Slotkiené, A. and Pakrijauskas, K. (2020) E-Mail-Based
Phishing Attack Taxonomy. Applied Sciences, 10, 2363. https://doi.org/10.3390/app10072363

HE, TR KSR ALEIRERE]. 3L, 2016, 42(4): 481-494.

DOI: 10.12677/csa.2021.1111265 2626 THEAURF 5 R


https://doi.org/10.12677/csa.2021.1111265
https://doi.org/10.11591/ijece.v10i2.pp1469-1476
https://doi.org/10.1088/1757-899X/928/3/032068
https://doi.org/10.3390/app10072363

	基于RSA属性集工作量证明算法的研究
	摘  要
	关键词
	Research Based on the RSA Attribute Set Proof of Work Algorithm 
	Abstract
	Keywords
	1. 引言
	2. 相关基础知识
	2.1. 工作量证明
	2.2. 陷门
	2.3. RSA简介
	2.4. 访问树

	3. 基于RSA属性集工作量证明函数的构造
	3.1. 整体模型
	3.2. 详细构造

	4. 安全性证明
	5. 效率分析
	6. 在电子邮件中的应用
	6.1. 电子邮件系统中存在的问题
	6.2. 系统模型
	6.3. 函数详细构造

	7. 总结与展望
	参考文献

