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Abstract

Personal data privacy security has always been a hot research topic in recent years. However,
most of the existing data access models are based on a third-party centralized structure. Although
data privacy protection and fine-grained access problems can be solved to a certain extent, they
will also cause data leakage and increase economic costs. In this article, a decentralized structure
based on blockchain is proposed, which solves the problem of data security and fine-grained
access by combining emerging technology attribute encryption, blockchain BC, smart contract SC,
and IPFS distributed storage and ensures the privacy of data transactions between users, so that
individual users have absolute control over the data. Finally, through simulation experiments, it is
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proved that the framework proposed in the thesis is feasible and effective.
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Figure 1. Property encryption access tree
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Figure 2. Model design framework
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Figure 3. Transaction throughput
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