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Abstract

The mining of relatively important nodes in network science has important application value, for
example, searching for other criminals through known criminals. For this reason, this paper pro-
poses a relatively important node mining method based on random walk with restart, and com-
bines the two characteristics of criminal networks to apply this method to criminal network min-
ing: Design the initial value of the random walk according to the characteristic of criminals hiding
themselves; Improve the probability transition matrix of random walk based on the characteris-
tic of the communication between criminals who are likely to be criminals. Finally, the proposed
method is compared with four classic relatively important node mining indicators. At the same
time, experiments and analysis are carried out through the actual criminal network. The results
show that the algorithm in this paper can predict criminals more accurately than the classic me-
thod.
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T A SRR SO R A SR B Rk, B ARRE EEE N, Hh R EENERE R
W 2 H A% 005 R [1]-[6] 0 (EAESERRAE G A, T ORI 2% P 201 N ELET AL MR L CRI
HLET A 2% (R SR AN AL, SRUE SRR R T A R E T R E A, AT AR X E
s KSR RIBIE T AU SR X B BT R [ 7] AFDRE EE BT A2 7R AT DL Eh 3 B AR R R 2%
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FARFNEOARZEAI[10], A5 A& o I O RB1T m EFRECHI R 19 m F  H  B 2 (1]

JRAR R 2 TT AP AEVE R VG 2 AN AR I 4, LR 2% plomt A& DUTRHE oAl S AL AR ek 2 94K
Wrig[12] [18]. ARGk Sz 4Bk, Oxf [ B A 22 4= AR R FEN o JUR I 25 1K EVEE S idi L REURT, 32
MR PRI, T — 28U gRM 4, i) LE GEH S # B B B, Faic s,
T UREREE A 2 R KR, T BRI B AT 1T o KR [14] [15] . i JU R R 26 2 B ET LA
RIL—EIFAEMILR, RBBIALZHGHSE, AMERETEICIRAT . dedr it 2 RE I H 1.

FE a7 B R AR AR I 2% P i s U AR A, JEAR D TARR D, ABKORRIR /D, Il # T Lo i IR R 52
o BERIAREED, RIRITACEILREMBRRHRE R, WA NMEALIE R ZRE R, JF
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1) Kty A A BE LI E 779 A T AR B BT A2
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3.1 FERMEHIFENENEED RIZEAE

W5 3 BB LI E RWR (Random Walk with Restart) [32], M—/N 15 S PG BENLITE, AR —BiE
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P* =(1-a)P° +aW P! ®)
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HEA SR 2R, W ABATRARYE 3.2 b 77 0 € D VHE AT ¥OE, R AZ AN B
BEA RIFIRBENLIGE, RAHBINEE P RIS M R, AR AT RO DA E TR
LA B

3.2. MEEESH P ARt

2 B PE 5 o O B B AN AR RS A0 A PO K ORHE, A SCUCKHTE G B E 1T 5, B
7 08 2T 5 SR AR AR AME, B AAE R 2% rh SYMEROT R EEAME RS o3, ERENLIGE S, &
F]RERRAS L S AMERIN Y R BT R R A1 7 B

N T G AR AR 0 2% Bt AN S BE BT 2 R A T R R 22, AT B B — AN B
REFIHA BT o 1 k-shell FHE[16]46 47 REXS T b AT — N REI 2, [EIEATEE ML, Fitk
IR k-shell T7ik ok it ST il B
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3.3. WirERFRRREBERE W A9t

White I Smyth 5 H, 5 s R 8L ZE M TSR AR AN 7291 A 4 R LR AR AE T P 2% e ¥ T B LA
T A2 % R E Y R R A Vvt A o2 % R B B T iR AR AR BT AR L [7] AR SRR B,
SR X T E R AR 28 A% 00 SR AR B AR[33] [34]. AEIRARMIZEH, AR FRIE 2 8] i
5 NYARAT AT REML R FRIB MR /0, ASSCUTh 1 — MR IR R R 45 o RS FLZET m B Iy S ZERE AL
PeE IS, SR T F AL T ORI BT RO (ry, 1), Z AP IR) Y AL b AT .
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2, WAy =1
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.
5 T AT RN Y S 2 R AR R

DOI: 10.12677/csa.2021.1112306 3032 MR 5 R


https://doi.org/10.12677/csa.2021.1112306

PIEHE &

sd(t,r)+sd(t,r,)=sd(r,r,) (10)
b, sd(t,n) s HART At B C RN 2 0 ry (BRI, HHACHEART At B OB T A
1) f R BE B9 5 AN T A R R B NS T 1 5 o 2 ) (R S BRI (A 9 e e — A R )1 A
CL N 25 it mT e e — A ()95 A5

3.4, W IR BAERE W A0

By 5 A BE LT AE 7V (RWR) S5 A AL SRR 25 s 55, A 3.2 A1 3.3 HR G 75 AU RWR Bk W)
R 38 0 AT FIUNE 3 3 B 0 B I N2 P T JB 5 WX 48 (KRR A B B4 P 428, AR SRR X A v RWR* 5125
RWR*SE L ARSI R

RWR*H i
HiN: kshell FVEFRINT EEE (v), WHE MG ISR W, CMEZENNER,
HixTTEET, HEMRa
def fun RWR(W, R, T, 0):
for i do:
I(t| R) <0

1

2

3

4 end for;

5 for Fi 4 do:

6 if  then:

7 P =1()

8 else P« 0;

9 end for;

10 while fEETTH v P =0do
11 P e—(1-a)P’ +aW P
12 end while;

13 R BRI IR
14 return I(T|R)

4. 2%
4.1. ENIERR

AR SR FRE R 2R AR 6 B B S iP5 BT LR A, A B R B AR S TP A M B A HE
TERT L AZRTT S R A IR, AT

precision = N, /L (11)

Hrr, precision TN KIERGZR, N, AR EEMEHEA BT L AN S AR R E T S R AN
4.2. BiRE

L 911 i s F A ELIIU AR % R MR N B BE[24], 1ZM4%AE 37 A1 5, 85 4510 . il /2 Krebs
I B ATE 19 ANCIETIENLE I, A Rr . KA Sgms5 8 1.0 4. 35, 364 37
SN NI EN R T 11 SRHEE, A% 5N 1 MERANL EZOIBIRA G, R ARG 2 1 3556
¥ WA N 2. 17, 32, 28, 31 XM FIAMIEEE T 175 SHiHE, T AH 5N 2 K2 AN ERZ G

JBIEN G WSS 164 184 15, 22, 21 XM I ANMIENRE T 77 SHHE, 545N 16 =AML LT
ZOARIEAN G35 TSRS N 14 304 29, 27 XTI ANIENEE T 93 S HiHE, FiAigS N 14 FIRANL LY
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43. IRLEBE S

SEEG TV, ARSOHAT RS, BRA T AR B AR =4 AN AN SR C A E
MR, RN AR SN T RN E R BT A A B, HEAT 20 DROMSESEES:, 5 ke T A HERS
PG IRAOIME . AR SCRHE 10 575 g5 Ry 8 B0 ORI E B 2 23 AT 00

SHL v o A D A A A L Y R i RWR* A S K. BENLIE H 5 R

K2 &, Ha=07K, RWR*FIEMIUER R ELE.

JUFETT A2 YE S8 (5 L7 i F AR BT () PPR [18]. PHIST [7]. KSMar [7]#1 Katz [35], H:A

O The terrorist who hijacked Flight 175
) The terrorist who hijacked Flight 77
@ The terrorist who hijacked Flight 93
@ The temorist who hijacked Flight 11

Figure 1. Schematic diagram of the division of labor of the criminals in the 911 terrorist attack

1911 BREEM LRI FHIREE

911 network

0.600+

0.5951

0.5901

precision

0.5851

0.5801

01 02 03 04 05 06 07 08 009
a

Figure 2. RWR* algorithm hyperparameter experiment
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PPR 7M1 s =0.75, PHIST 1i)s=0.1, KSMar #' K =3, Katz #1 ¢ =0.0001, Fj=FpJ7iE2E L
BiR[22] S5 o 3 T BE LI A RO R IF A 592, Katz & SRR [22] 5286 v 3 T 45 MR A0 3R B 0 10 7 1

M 3 SEEG 45 AT LAE H, ASCIR I RWR*J7VETE 911 JB5E W48 Bdis L 58 A b i 1 250 58
RIZBIRTEL. LRTECH =4, WL, IATIUMEN T LRI RN HE . BIE =R
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WA RV AE R 0 AT, BT R A HE R A 2 R AR, TRl RWR* B4 PPR BE RE A 4K
FIFH C T SR E
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Figure 3. Comparison of relatively important node mining experiments
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