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Abstract

The original micro payment scheme based on PayWord has the problem that the third-party bro-
ker grasps the information of both parties and colludes with one party to attack the other party, so
that the security of payment cannot be guaranteed. Combined with the idea of double payment
chain and based on blockchain, this paper proposes a new micro payment protocol, which uses
smart contract to replace the third-party broker in the original scheme, realizes decentralization
and ensures the security of payment; the double payment chain is used to support the one-time
execution of multiple unit payments, which improves the efficiency of payment. At the same time,
the arbitration sub protocol is designed to ensure the fairness of the scheme. The analysis of the
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protocol shows that the protocol can not only ensure the security and fairness of payment, but also
has high payment efficiency.
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Figure 1. PayWord protocol interaction process
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Figure 2. Overall protocol model
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