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Abstract

Nowadays, with the continuous development of network technology, the data processing speed of
network equipment is becoming faster and faster. At the same time, the problems related to in-
formation security have gradually emerged. Aiming at the optimization problem of packet encryp-
tion in high-speed network, an optimization method of AES encryption is proposed. Plaintext
identification, packet encryption and replacement can effectively hide plaintext sequence and im-
prove the confidentiality and security of network messages. After testing, the optimized AES en-
cryption algorithm can correctly and effectively complete the encryption and decryption of
high-speed network packets.
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H AT TS AL AR 5 2 BRI R 8, MR B HEME 58 5. BEEMN% BT
WA IANKTSE R T2, FH P A 5252 35 I 28 5 SR IR ) IRt T 0 of I 28 22 4 | {3 JE 50 A58 1) B B4 0
[1]. 495 R ZaMIrEg, —ANEER LRGSR s 5%, SRS AR AT B ik,
PP S AR AR e 7732, B B SRR >R, TN B 245 BT R, S8 Al 1 e A MR AN R 2%
[2].

R0 % b (Advanced Encryption Standard, AES) s 532 4 AN Sk i — R, & H Al SE E B
BUR R B — Mg HoR 3], ik, W25 # 0 AES HEIMEAEFT. Soltani Abolfazl 2 Hi LAHL %
AT AR = AES &, 4G NAMEAENAFAR T ESIEEP I S &85, &5 AES
TE N B H 1 RE[4].  Syed Shahzad Hussain Shah $& 7 —FF 3% F-7R i i AES Sk Zery, Rt
AR, RIS AT RAM SEELF 5 B AR T, DAL AES IR HATZ5 M4 [5] FR5E NFRH 1 ek
HEJE 1Y) CSE Bxt AES Sykirh S &t g 5 /AT Ak 6]

o} iR R AR SCIAE B 22 A n) i, AR SCHRHH T —Fh AES I SIE BT R, KRS 3L
P VRN o 2H AT I B e ARG S RIRHRAL T AES BEAE FHI 1) TAE AR A TAERI, £ AES
SR RENS AT RO N FAE R R N BRSO3, B RS R A e Ak

2. AES B X [ETE

AES INZ B s a5 Bkt g —H, B 2AE Rijndael INZ5BERIREAE b, MR T — e R T
T I[7]. AES $E5E T INAR S TR (R S A K RE, BN BEE K 128 bit, 1254
HIH AT L B O 128 bit, 192 bit B2 256 bit, SR EKIEA F I E K, FIEHAT R SRR .

2.1 BiEhA

AES % Sk — B HR TR R T8 e, BN %y 128 bit,  DLET 9 AL
SRR 16 AT, K HARAh 4%4 (WEERE, AES R — AR AP IR AL, 2 1 B A AT
A, FREMEEEHIN, AES-128 In% BE R AL WE 1 Fis.

AES-128 BVEAEMF LA HT{E 128 bit 1B SCHAR 5 W46 % AT — IR B NIE AR T, I i
YGRS B, BRI 8. TR0, FREAM ST RN ZEHREGHE, 5 —RInE
IR BRFNRIE D IR, A0 1045 RED Y 128 bit 1% SCHHE . MR D IR SNBSS A &, B SCRNSE
HEHEY RN 4 DNV EHRBUR 8 s SRR, USRI AT A% D3R, 52
FIRVE . WATREAL, W1 B ACRA BN, 58 oA RIS A Hogt T LA oS i 26 5% S i th 128 bit 1)
B SCE AR 8] -
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Figure 1. AES-128 algorithm flow chart
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Figure 3. Schematic diagram of row shift transformation
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Figure 4. Key extension schematic diagram
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Figure 5. AES-128 pipeline structure design
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Figure 7. AES-128 encryption simulation diagram
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Figure 9. Network packet encryption process simulation diagram
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