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Abstract

With the rapid development of the Internet, more and more new applications are emerging, and
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the proportion of encrypted traffic continues to increase. At the same time, most network malicious
attacks are also spread in the network in encrypted form. Therefore, the refined classification of
network traffic is compulsory to improve the efficiency of the network and reduce network secu-
rity risks. Traditional port-based and load-based classification methods are no longer applicable
to massive applications and encrypted traffic, and the performance of encrypted traffic classifica-
tion methods using machine learning is limited by the statistical characteristics of traffic. In this
paper, we propose an encrypted traffic classification method based on graph embedding and mul-
timodal deep learning. The method combines two types of features—flow sequence features and
graph embedding features using a multimodal deep learning model. Experimental results show
that our proposed method significantly outperforms the existing state-of-the-art methods and has
a good anti-interference ability.
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KK, R0 2% S s LU R

I A BRATT TR AR AR 25 I [R5 R T I 2822 A ) B, 49 X 2 B 1045 S A ARV R T« AR
BedE. N TERRZ e, AR, AR BORRA W 2 th R S T N, X & im &
TEM 28 B R ) o R R . IR HL, AR 2 R IR R DN B e 28 AR R, 3T RER

X TR REAT 2, AT AT Bl 45 A AT I I R e . NS T R SR E RS
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Figure 1. Graph construction and graph transformations
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Figure 2. The diagram embedding process for an encryption app
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Figure 3. Multimodal deep learning classification algorithm
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WARBE SSLITLS WM&, ML ILIREL T 89,375 257 (648,780 M), FATEEL Vi i %, #ifE,
WK, #25, W, 76283042 RS a5 i . 26 1 F0H 73X B8 F 20k DL R B T 4Eit 15 B

Table 1. Encrypts the app’s flow and packet information
=1 MEMNBRRMBEESER

Yt 5 N /i B
1 Alipay 7384 56,856
2 Baidu 15,622 141,258
3 Github 4887 49,654
4 Gmail 9206 45,109
5 D 5601 45,702
6 LinkedIn 6198 60,125
7 QQ 10,367 72,569
8 Sogou 8910 53,463
9 Taobao 3329 37,941
10 Weibo 9112 46,471
11 Youdao 2718 10,817
12 Zhihu 6041 28,815

A 89,375 648,780

4.2. STEWRE
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ST — &R, T BN ARAE RN E B 0SB E A 2328 USRS A R 1 L, DRI 3RAT A8
PN B SR bRV AL 73 BT VE IV BE . BAVESRAMERFAYE SR (2007 A TPR M FPR). 534b, 341
A TPR e (T IEH - RIRIEFT AR IILL ), FPR e (FTA SR 23 WAL I A i 1 L 22) A
FTF (TPR A1 FPR )73 84 &) KA B AR (1 B AR R B [24] [25] [26]c TPR 5e 1 FPR e 73002 BT 2
TPR Al FPR (FIME, XAFEMEAR A B AR, B8 7 XN RN AR Lt. FTF
XA ERRE SRV 2 RO . Horb, TPRIBER, FPRIEV/DN, XAMEMK, R BBIMLT.

X 3AMERRE LR
C
TPR e :%ZTPRi x N, 8)
i=0
1 C
FPR \e =ﬁszRiXNi 9)
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42.2. MHEFH*E

N T B HPPAL AR SCRT R H 7 v T R AN 2B TR B 2 ST 1 r 85 (GeMDL) ik 45, 3K
ATEELT 4 Pl RO NS & 4y 0L, AT SEge . iX 4 ML T

— W B/R A REEFRSUS Y (FOM) [24]: FOM 2 S I8 T3 71 N 2 i s 1R a7 i, A B2 8
J 5 K8 3 S FH ) — B Ly 7R AT R AR S

T H R A REEHR U A (SOB) [25] [26]: SOB & H A B JE M i B S /R v] REE SRR, t FOM
BAE R M.

T Z B IR DR a] R R IES(MaMPF) [27]: MaMPF [11] LAY B AL 4 H A 2 R0 K B e T SR ]
FARRIENRFAE, A FH BENLAR PR 23 AR IN 2 B AT 402K

T 51 2% (FS-Net) [28]: FS-Net A2 & TR 22 S N2 i & o R A AR ER, B RURSR 24248
TIRERHEF 5

4.3. 3JEESRR
X L RIS R VPAL AT TR, SEER S5 R W& 2 o

Table 2. Compare experimental results
2. XTEESEIRsER

S FOM SOB MaMPF FS-Net GeMDL
R PR FPR TPR FPR TPR FPR TPR FPR TPR FPR
Alipay 0570 0107 0838 0165 0874 0113 0935 0012 0963 0011
Baidu 0633 0260 0862 0160 0817 0074 0863 0143 0937  0.091
Github 0804 0126 0777 0291 0832 0235 0909 0022 0980  0.084
Gmail 0708  0.297  0.890 0126 0946 0062 0764 0058 0941  0.022
D 0633 0182 073 0068 0783 0248 0976 0165 0948  0.041
Linkedin 0763 0466  0.685 0314  0.699 0122 0931 0011 0961  0.037
QQ 0579 0378 0521 0373 0772 0058 0864 0216 0936  0.009
Sogou 0438 0212 0674 0237 0915 0122 0917 0032 0944 0011
Taobao 0628 0304 0857 0162 0814 0231 0772  0.168 0956  0.083
Weibo 0645 0332 0726 0181 0728 0123 0782 0272 0975  0.039
Youdao 0594  0.255 0801 0156 0842 0207 0834 0101 0928  0.045
Zhihu 0375 0431 0616 0203 0771 0352 0897 0217 0861 0114
FH# 0611 0283 0747 0206 0819 0136 0868 0124 0944  0.047

FTF 0.479 0.627 0.725 0.779 0.903
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2) AHELT E R AT KA (FOM. SOB), GeMDL AJ LLSE 4 M it A1 HEAT i A . A G T 5 2R R
FRIT792: R B IR — ANt AR AT A B i) — BB AN IRUT 15 S, 17 GeMDL ] GRU W25 X 57 51 1EA T 34,
BAREBEANRN LTS B0 . {8 BN T3k 8 E NI B A s A &, AU R 3
TR ENUS I FREEX R, TR RICZL L FOM M SOB Bif . X I A B AN B A N ML
IS FH 2B A )R] ) SRR AIE A

3) GeMDL Hi43 Tt 4 Be i 28 MaMPF Il FSNet 52 47 1714 58 - FSNet {CRF 24l B FE 7 HIAE R AN,
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