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Abstract

According to the characteristics of blockchain technology, this paper studies a safe and efficient
electronic medical record system model and related smart contracts. In order to protect the pri-
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vacy and safety of patients, first desensitize the diagnosis and treatment data of these patients,
and adopt different processing methods for different types of medical data to support the safe
storage of various types of data. In order to adapt to P2P network, PBFT Consensus algorithm is
introduced. Finally, MetaMask wallet plug-in is introduced, and IPFS interstellar file system is
used in system design. In this model, each medical institution is regarded as a member of the al-
liance. Different medical institutions can contact each other, and they all need to follow the smart
contract. After authorization, they can share the diagnosis and treatment data information of pa-
tients. This paper innovatively desensitizes patient sensitive data and deploys it on the block-
chain, and then designs smart contracts to ensure the safe sharing of patient privacy data among
institutions.
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Figure 1. Blockchain model diagram
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Figure 2. Model diagram of electronic medical record system
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Figure 3. EMR function module diagram
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