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Abstract

Aiming at the high communication complexity of the Practical Byzantine Fault Tolerance (PBFT)
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consensus algorithm used in the alliance chain and unable to support large-scale network prob-
lems, a Raft cluster practical Byzantine fault-tolerant consensus (Aggregate-Signature Raft Byzan-
tine Fault Tolerance, ARBFT) algorithm. First, the network nodes are grouped, the group adopts
the Raft consensus mechanism to select leaders, and the leaders in each group form a network
committee; secondly, the network committee adopts an improved PBFT mechanism for consensus,
which improves the interaction between nodes. In the prepare phase, each replica node sends in-
formation and signatures to the master node for verification at a single point. In the Commit phase,
the master node collects and verifies the signatures. Combined with the BLS signature, the mul-
tiple signatures that have passed the verification are aggregated into an aggregate signature. Oth-
er necessary information is broadcast to all other replica nodes for verification, and the master
node and replica nodes will conduct consensus within the group after the verification is passed.
The ARBFT consensus algorithm reduces the communication complexity of the network to

O(N/k)+0(k).In the case of multiple nodes, through experiments and comparisons between the

classic PBFT and RBFT (Raft cluster Byzantine fault tolerance) consensus algorithms, the ARBFT
consensus algorithm has better performance in terms of consensus delay, communication over-
head, and throughput.
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FEREIE VR RII [ER R I, HEA 0 28 FRE A5 2 % Pt 2 B3 R O A B i a4 oK, BT DAS R o g SR
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H AT, %) PBFT 3LIREEAFE RIS S DA H IR 2070 AR H 7 B0 7 ik s STHER[ 7142 H—Fh & T Raft
[BIAEREAFE 5 R ARSI, 7E KB I 28 I3, S e o e AR5 B8 0 )[R I mT ADRALE iR FE IR,
CRITT H A B 9 R, R OB IS R UK . SCHR[9]2E T Kademlia PR T Raft 1405 & ik
ZEASLRNUE], PR m T PBFT SRR S H 28 LM k&, (HEH MWRA LA#k PBFT
VA RLE, 19 R 8] A8 A5 B AR R, A& & KR 48 , Raft ILREVEA B4 7 5 RE B 4568 /1 RBFT
(Redundant Byzantine Fault Tolerance)%.2:[10]#1 CBFT (Concurrent Byzantine Fault Tolerance)H.y%[11], &
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W1 ) Prepare Y S HRIGAEIE LI, %75 SHE IR BCIETHE Commit VR . [FIFE, MR SIREIA
T2+ 1SRRI Y, T ROER TR, XS NARHIK A . FER 2 ST R BN N RS
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Figure 1. PBFT algorithm consensus process
[ 1. PBFT EERRTE

PBFT HiE A Y] ek A SRR gm i, [ A kA S ML O = A, BT A TERIR
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2.2. Raft #i0&E %

Raft 2 S 73 A7 AL —Fh 5%, 12550052 B Ongaro S84 HH 1, S ATk sl H 3B S — Btk
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B BT AAT I 4 W E o S AORE B BT 0, PRS2 2 N 383 Raft JLIRAL I 4053 21
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TRV AR 28 W BT i, Hash BUERRBB AR LT HOMR TR e ANY el /R, REA 720 4 40 2 R a8l . (i
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Figure 2. APBFT algorithm consensus process
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H T RUER R L IEIRIE, 455 BLS B4 WIEEE 2N ELREM— N REEL, HEREE4
DA K Ho A i A5 BT 1k 4 HLAB BT BIAS T SR, SEIEA T B2 1R85 O T 25 DRI ARe 8
R 2 58401 S AHERIEZEGE 4 I LS.

HNILRBT B BIATT AU5UE Commit BrBCETT UK R, HHTREZALRE. Wikl )E,
A Raft FLRMEL, BIAT SEFEENSRANT &S #F% (AppendLog,S,d,i) HELAHWN follower T 5,
PR T RO B I RSS2 A T SRR BB Y SR IR AE R, HIR A I, R
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Figure 3. ARBFT and PBFT, RBFT algorithm communication overhead comparison
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Figure 4. ARBFT and PBFT, RBFT algorithm delay comparison
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Figure 5. ARBFT and PBFT, RBFT algorithm throughput comparison
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