Computer Science and Application HEPIEIF 5N, 2022, 12(8), 1887-1894 Hans Y
Published Online August 2022 in Hans. http://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2022.128189

ETHWFRANZinREBERRIRXITSEI

F RY ek M 4% #HEA
NEEZH, LR
METIRREERZE R, Wik X

Weks . 202247 H1H: FHEM: 20224F7H30H: &AM HM: 202248 H5H

R

A THEN ARG R RAHIGE 2 N ZERE, THEABARRBEEMBREERFTFRKR
288, ZETWindowsREWHFEAR, &L Windows FERHXnEEBERSG. REELH
FHAREARN RiAERE, DUAHPRA D Sm TR R R SRR S NE, XA P 47 8k
ITRBIER, SSUBRIERBAY FEY, FREEMRASERENESRNS B3KEThEE, XFHFHA
RBHEEBIFHBHERR. WRARY, PEFLEERAN OSMBNE LEZNGHES, RER
IEFIE R BIETR, HERLPEXTFREEIKE.

X

KhRd, WHRE, BTHER, WREHE

Design and Implementation of Terminal
Security Supervision System Based
on Hook Technology

Liang Li?, Jinlong Liu!, Wei Fuz, Zhenjie Xie?

'PLA Naval Staff, Beijing
2Department of Information Security, Naval University of Engineering, Wuhan Hubei

Received: Jul. 1%, 2022; accepted: Jul. 30", 2022; published: Aug. 5, 2022

Abstract

In view of the internal security risks faced by computer terminals and information systems in en-
terprise, especially the security threats caused by internal personnel misoperation and malicious
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tampering, a terminal security supervision system based on the hook technology for Windows
platform is designed and implemented. The keyboard and mouse operations are monitored
through hook technology, which strengthens identity authentication with the unique rhythm of
users when inputting the password through keyboard. The user’s behaviors are perfectly record-
ed, and the operation playback and reverse analysis are realized. Also, tampering with documents
and system configurations can be detected and automatically recovered, which has a good preven-
tive effect against internal personnel attacks. Tests showed that the rhythm password can signifi-
cantly improve the defense ability against password disclosure and fake login. The system can
correctly record and analyze the user’s operations, and common tampering can be automatically
recovered.
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Figure 1. Rhythm of keyboard input
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Figure 2. Architecture of terminal security supervision system
E 2 KigRERERGRNY

1) ZimiRfERER

2 Im R {E R G 2 A A i R A SR AR AT [ B AR AR . 2R/ 1L AR BRI ] Windows 5 ZElks
FIE T BORREE R AR AR AT, TR N Zm A P A B s H SRR B SEBL R G B AR
THRE, Bl ik 2dm P BSOS R A R ¢ DAk gt Y

2) 1A R

TR Z R ARG OIIRER, B 4 DR, B Hrisi bk DL sm R 1F e 51 B 2 v £/
fr AR TSN, BEAT B DAIRA P AN 1 2 AT R, AE NS I S 1A R
YRR B A AR G ST M RS B 81, AR %7 51 A R A B A e 31 s AR DL O BRAR 8 7 24
RIS BB T SO HEAT EOS s AR AT & iz P B A B BOSE DR 9 10 5% (1 2 o R A F
B 2 b TR B HRAE B0 R IR B A R 81 DL R S SR BUR SRR L

3) TN HE

AT RN 2 AL A S AR DA IERL SRR GBI A . B DA BRSPS 20 M B AR 5L
oA, BRI T FE B A1 ) B 00 DA IE s SR SR P SRASE R 348 0 $58 A1 e 9710 A Pl R R AT 5 A [ TR e
FERAIU 2 i FE TR OR35S O B SORS ) 78 A AR e R BRI B PR T R

3.3. R

1) BT B SRR

FVR AR P B A NRSAE,  COFE B OO L A AT oo B A N 14 [A] o A B 42 T A I TR
TERH P O R 12 B AR SR A O — T R NAERRAE, B0 fl N\ T B R A e FE
2 T A AR (0 2, R R T SRR A AR BRI, ARG IR
LR AR 7 A AN L, 3 BRI RS BOE 14 I T s 1 o SR A A i 2248 5 BV LAY

DOI: 10.12677/csa.2022.128189 1890 THEAURF 5 R


https://doi.org/10.12677/csa.2022.128189

FR F

& p FR S T RN K IE, g J0R M AS R (T — B AT B — HRB Ak R ) RO T g 70
HF, DRI AR P2 B R R B R, R T A FO RN N, K O HATE
SAIURE O T, 0T RS AR P = (py, pyo o, D) MG = (01, 0y 1 0n 1) «

ERT I TN DA, BRI RO A IR ER . 7 py 858 | KO A TR
SRR IR, 114 % R0 O p BRI B, = (P Pryveeos B ) FhFH i =12,
0L R AR D4 %20 p IR s 2%

E(ﬁi)z%z Pij @
j=1
D(pi)zr:-;(pi,j_E(pi))z (2)
[FIEEAS & 547 g HIVME E(G,)) M7 2 D(G,)» Hhi=12,-,n-1. %
E1=(E(|31),E(r)2),~-,E(|3n)) ’ E2:(E(gl)’E(gz)"”’E(gn—l)) ’ Dl=(D(I31),D(I32),°“,D(ﬁn)) ’
D, =(D(G,),D(8,).+:D(8,y)) » KFRO A7 5, M4 P IEHETSILRE AN Y = (K, Ey, By Dy,
D,)-

PRI AR P A RO, RGERERIHTEIHR K L 288K, P, G). HER K S K, HA
FHEE, MRUERIMG 35 7 AR R 4T s S S A UL E h.

n pi_E(pi) il gi_E(gi)
“:%'EL-D(mJl*aﬂ_l_iz.D(g;>+|1 ©

R, ar ap by b MR BUEIRT 0, Hrdr ag M1 a, 20 il TR0 B8 2 a0 Hdis o p A
g WMEIFI 77, by B by 285 TR p E7 2/ g (77 Z g 7). BARE T, Ui &7
5 p (B g (A5 EEREE L0 p HMEF g HMETEA—E, METICACHE h=0; BB T, SuifAm
BEAT R Sl aWE, WHAHT &N TR0 p M g (657 ik 2510 sk 1) p SERT g BME A R
B IR &, K& 377 Z R RN 15 MEIEUE 8 280 BUINBUNAS HULEAE h (h > 0): BE T TRRME hmaxs
21 h < Ny FFEEEIE TS .

PR R IC S HE T /N, UGB P PR AL I N RRAE EU R AR, B Sk R A AR S AR A N M 2 2
FEChBOR, BNZRHEX T S0 HO0E B [ T AERE PIRHIE, 0] 28 200 i 22 M BE3ROR,
T B N B SRR o BeAk, J3E LR P B3 N B AR B B () e A2 738 Ak (b R R AR, T P &
)& S B EAE . DA — 8 LU S50 iZ F P B B e 5, 7 1k — B () J B ik i Bh 28 38 T T B

2) AR EAT NIk

A Z G HH Windows #FH AR KA P AR AE, DIOCH R 7 51T 07 N 25 5 41
B, XN NATNIESR LA txt SR 76

W R ET Y], MU T EH P AT NEAT “FB7 o DER, KRG R B A F
O AT I R AT R0, DA BT P AT REEAT I S0 AT B AR o AR G0 R R 18 X o4
BLEE R AT A B b, (HERBALE TAFE 2 0] 5 F LE R, AR TRKB e Sk . 1A RS LA T 0l
ST ERAE, [0 IR A txt SORY , K 2 380 1e g AT 340 TR i B ol o B A o B 1, il B 28 3R
KA “FME” FrG SRR Z DN, TR, mHE e AT imiE, HEJos
1B, fEEDBCEG 1, WAL T R . S R B RN, KumiRE Il KA | B R B 11T,
WA BRETTENLR —28—30. SR REE. KB ENg M R R . S E AR R

DOI: 10.12677/csa.2022.128189 1891 HENLIRE 55


https://doi.org/10.12677/csa.2022.128189

FR FE

I, T AT A (] B R SREEAT BT, AT S 5 AR AT o

ARG T B iC sk (A 2 B  AE A R AR, Bl S At 3% (keydown) . LA T (keyup). R
Fr#% 5 (mousemove). EART%Z T (mousedown) Fl ERARA T (mouseup) 5. B, R skl 7 B
BROBBEA A RAR S ETR 277, TR — BRI R U A2 8)), il b Eon, dnfEE sk
P A — i, A R bR R EBCR . BRI aE, WITE S RS FBoR BBl did:, X
R R AR, PREBIRSNE R BRI IE, WIAME B R L ORI AR, AR
INEEF MG, RHAENTIRREH SN IR

3) HET KRB E T A IR K S

TE R HE Y 387 51 B IR 6 R B R B AT I AR VR IR, 3B — 20 W AR i 45, 308 ) A K
S5, B PATRE TG ESCR AN “ B ) A MK SR N ARG E -

WHEBEON, REN SRR ENA &0, ABRE SR nE & 0 1 ST IR . T — FLE
R IR T & AR SO, B PR E PIRAS IR AR P IR & 2 18], TR T S Se g 8 17 471 1) B0 Wk 2%
RN P E AR . X T SOR NI, F 2 I INERAE,  WUZE I [ AR AT B 40 ks S P A, 8
BRER(E, WIS RN BRI X T RARE MBS, HR AR, WIHTES NS, HMERE S
BRATIEE . TR TCICHRE B 2l AT A e AR, MIAEBAT I S N AR . 300 ) 29 47 58 & 26 4
VeI, BeAHzmta W E BIRTHES, ARIKEFH . WEFH BTN TIE&MAT, el @ sh#ur,
B R R TROE FEANRE AR, B L B4 ) B 1o AS B B o

4. RGMR S 2R
4.1, BFMK

AT EEER e, 2R E 7 MOSKEE A 2 £ 8), H 15 K& EMAL
ANE4A. HrR—AM AN D4 S5 N 048I RSP X =M T, S22 20 R, &%
IR R AL 1 FTR o

Table 1. Login success rate test

F 1 BRRIMENR

H P AN  96.7% 93.3% 90.0% 88.7% 80.7% 71.7% 65.3%
R ERIE A 16.7% 10.0% 3.3% 0.3% 0.0% 0.0% 0.0%
5 A R RS AR 93.3% 83.3% 25.3% 11.7% 3.3% 0.7% 0.0%

MRS R, IR 45

1) WEAE AN, =REOLT BB SRR T R, SRR UL AR S A A R

2) HAMHOER 5 ALA b, R AEAUE 1ARIE AL DR, AR G T Al
BIRRR O G S0 EOER] 7 G20l b, BERHECBONE 2%, AR E g Ab N T
P, R DLERE I (AT, X By i A A LA B

3) P AN O HARERZE, BN A &R IR WA NRE, BT AR, o —
XTI, BEREA A CRENTREYE, SBUELER RS,

UEAh, v B A VL C G B2 R A, X G B 2 A PR P A5 A58 SR 58 2 TR AT AL A

DOI: 10.12677/csa.2022.128189 1892 MR 5 R


https://doi.org/10.12677/csa.2022.128189

FR F

4.2. Bk E iR

I SRR 7 RS B BT B BOFAT B SRR, R GEA R R IR RE S, JF
FIEH M H G BB &0 SCHFEF R . H S 7 BCE BB SIE L, B E ST
Prid R 1 % TUC B AR ARMEL, 2 0 SCARBE 0 SR o xS B 00 A48 50 e — >3 Windows & 1 _E3E AT,
SO L IR txt SCASCRON ] REE R 2 Fros(beic “ v 7 R Bk E,  “*7 ZoRir
DURAIRAE,  “x” For AW HENIKE).

Table 2. Tampering and recovery test

= 2. Bk g
o N Sf

BAEkE ROBEH  BERESH  REEHH R

FIEHE v J
ZILHE v v
ISR v v
J J
J J

< X o« X

e B TR 7 Ik
RN
SRS A AN
SRS YA N
SRS A
BB
il eais

PR RN
2 X X o %

*

RIS K P AR AT aid e W AT RSN AR G AR R, U BL B =5
REBIPATIEH o MRIEIMALE R, AIEHI T 4L

1) fESRMEH SO B B E SIS LT, X I B 2Be s B AWK, [RIERAE SR O SRS % (0 1
DU, XSO AR R St RE B AR E . RO R AR P A ek TR AL E, TH S, BEX
PRI AR SO PR 7 BT, 458 BTk E .

2) ARMEHE BEESTIZ AR SR OL T, BT RIS B AT BB (B 7 BoR R RE W i
R PRI, JEARIE AL FHRE P A O N RAR N ), RO A S A SR AT ERS, B
LAFR 7 e T2 ok BB IR R . Bildn, AT =S B HE A G B U i oty 1 e — A, (IR AR A
AT BRI AN SR 1O AR, TR AN RIE SO R AR AT 4, O RESR S AL
WEL, MAEBERA SRS .

3) XTI ERAE, WTAASMKE . XTI ORI M, R R A R - R R
A AL R U B E I, PR R e Y BRSEN  6ETSCR AV AN, TR RO XSRS R
ZAIIER B AT SO 2R GEEAT U (W SRR SO Ja i 2 1 [t WIASGE E Zh R . (HXS T c B 5
By, ARREEI, AU SRR, SRR MR A e, WASRE B SRR .

ik, LKA IRIEAT N, JFORIEH SN M IIREIEH, X T KM SR AN B e R s s e, 2
LAEENRE

DOI: 10.12677/csa.2022.128189 1893 MR 5 R


https://doi.org/10.12677/csa.2022.128189

FR FE

5. B4

ARG M5 %4, NTERESHENBEES N 2RMUR, Wi 7 B 0AE. BEEm.
VLHC. #7HAR BlRimit . HERE i BB L Bl F RS BB R . Il B ARG N,
BT IR S 22 A ME ) Windows 231 %2 4 W R G0 A R BAT 5835 1K R G SRR 2% 14 22 4 A LA,
HR R AT S AE,  H O 22 e AR I i oh e B se g i P B 17 hid s, W
FRN A BC A B F BT R s S X R A 7 AU AT I [ 0 A RTS8 OB SR A R AT R S L)
R SR . MR, BEE AT R NS 4 8 e B R R T, X — A SR AT
BEK, RGWASMKE.

=
K B AR 5L 4 0T Bh T H (61672531).

SE 3k

[1]1  THEdE, B, FES, % BTARGALINAEBERALSIFM AN BEEEBR, 2021, 41(5):
144-150.

[21 7%, thR, Mk S EERATEHAREKIER: B EHEEE/MU)]. &R AR, 2019, 33(L):
205-213.

[81 TE&IF, MRl K #ds RGN L w2 BRI [I]. #J7Kk H, 2020, 49(1): 120-124.

[4] e, XUTNEE, RoRfh. R4 224 Rt 5 Set[d]. sl EE 2, 2021, 32(9): 827-828.

[6] EWRIE, BHE FLOVERZSRFERERRZCHEMESNAN]. 5 R24 50 ERE, 2018(11): 44-50.
[6] Z7, #fE, KER. N2 RERRAR TSR] BERR, 2022, 55(2): 241-246.

[71 ®&ME, F7H510, 8, 4. 3T Windows Hook Y GUI MR ERERI IR L[], THEHL TR 5%+, 2016, 37(3):
660-664.

[8] 3kiaoc, HEME. EFHEREN S VGRS 5] tFRAURH, 2009, 29(10): 2799-2801.

DOI: 10.12677/csa.2022.128189 1894 TR 5 R H


https://doi.org/10.12677/csa.2022.128189

	基于钩子技术的终端安全监管系统设计与实现
	摘  要
	关键词
	Design and Implementation of Terminal Security Supervision System Based on Hook Technology
	Abstract
	Keywords
	1. 引言
	2. 系统关键技术
	2.1. Windows钩子技术
	2.2. 韵律密码技术

	3. 终端安全监管系统设计
	3.1. 系统设计目标与功能
	3.2. 系统组成
	3.3. 系统实现

	4. 系统测试与分析
	4.1. 登录测试
	4.2. 篡改恢复测试

	5. 总结
	基金项目
	参考文献

