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Abstract

In the era of the Internet of Everything, the IoT has developed rapidly, showing a rapid growth
trend in both the number of local devices and the overall scale, and the accompanying data secu-
rity issues have become increasingly prominent. Attribute-based encryption (ABE) is one of the
core technologies to protect data security. However, applying attribute-based encryption schemes
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to the Internet of Things environment still faces many challenges. Attribute-based encryption is
implemented based on bilinear pairing, which is considered to be an expensive operation and is
not suitable for resource-constrained IoT devices. In order to solve this problem, this paper pro-
poses a blockchain-based IoT data access control scheme. Through smart contract technology, the
bilinear pairing operation with high cost in attribute-based encryption is outsourced to the block-
chain for execution, and pre-decryption is performed and then locally verifies the correctness of
blockchain pre-decryption, thereby reducing the computational pressure on the user side, solving
the problem of high cost of attribute-based encryption applied to the IoT environment, and rea-
lizing light-level access control. The security analysis results show that the scheme is reliable in
terms of data confidentiality, anti-tampering attacks and resistance to collusion attacks.
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[X He4% (Blockchain) 3 R [ 1152 H1 A< Bk (Satoshi Nakamoto)7E 2008 4 1 Yz Hi Sk . A A —Fh A 1
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L, HX U A R AT TR
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1) Wktt: VaeG,vheGg,xyeZ, e(a'b’)=e(ab)”.

2) JiBfktE: vaeG,vbeGg,e(ab)=1, 1y Grihiic.
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WP Py P} HE S, T2 M % FVB,C, #BerHBcC, MCeY,
WY AR, Y 2Pt g HE, Uy AN RS R 45 H). A De,
WIFR D NFALEE, &N AEFRAEE

RICKFH BRI R, 250784 (P, Py Py ) HUBTEALS . ST I 454 vT LU S5 1T TAIE T 20
FSCH B R AT R A SO Ak, o {8 FH B R 5K i T R AL N AERE M S UR o, Hort MR AT B E p
Prid. WS AEMES, %ﬁﬁ%ﬁﬂz{@}mes, 153

3, oM, =(10,0,+-,0)
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2.3. BIRIEBIEE N % (CP-ABE)
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1) WHIRHLSE Setup(4,P) : R%E CA BATHII LS, MANGER 222 A 5RIEES P, Wil
AFSHPK, RGF % MSK.

2) hnas vk Encrypt (PK,m, Y (M, p)) « HUiB #1847 N3 500, M ASESH PK, A ]
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3) WAL KeyGen(MK, S) : R4 CA BATHYPIAEMSED, MNARFTLEY MSK 5@tk
&S, EHIEHEEES S EPCH, a1 SK.

4) fRE 5% Decrypt (PK, CT, SK) #dla il R F B AT EHIE, AN NAILSH PK, %3 CT HjEtk
WY SK, 7 5 SK RIE IR MEAR AW L CT FIrE S IV RS54 Y (M, p) » MR iR 25 CT 4t 9150 m.

2.4. Hyperledger Fabric

AT TR X e~ 4 9 Hyperledger Fabric. Fabric /& — il FH S Sk S5 M VF ol 8%, o B
Y EERYT R R N R BE & 2 (Smart Contract). U1/& 1 AR, Fabric 5 Al X B 7 & o B3 1 IX )
75T H AR (simulation) . /¥ (ordering) . 3%1F(validation). #25Z (commit) 158 5 $AT 7«

1) B RS B IR, %I SRR % B 4T 1 5 (endorsement policy) i B T 1T AT
(endorsement nodes). 557 RS ANAT A B 5 TE UL S 4 (ReadWriteSet), JHK i 548 515 B4 K% Al
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R JE RIEGHET IR -
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W 26 BT A R A5 e R ORIE AT A X 46717 it [F] I USCR A (R Bk, (HEET gossip WMSCRAIE BT X 46745
SSCRI R I AR TR o

3) TiF: XPEENT IR EISRE, RIXT S A G AT IR . — 07 T IHIE 1% A ) 2 5 1A 1 15 SR e
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Figure 1. Hyperledger Fabric workflow
[& 1. Hyperledger Fabric T1E
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Figure 2. Access control scheme architecture
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il 2 fiios, CA BT EAILSE, REHH 4% Block Chain KX RGuidHT¥I46: 24 DR N
A Block Chain i}, CA #R#E DR it & 1))@ Ml 8 fe & 2 A K= A @A R IE 73 ks DM 439 BAL4L
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4. REHEHIE %
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SRIGHT X R4 SKy BEAT BN E S 2R %3 CT, &Jaimiks s CT MBE L M™ EEE S5
G XCHUEE; R U IR B Bl E e ks A B R s CA A RURTES I Ts, RS KRS
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CA BATHIAILE T Setup(AU ), MIN R ZH A SIRIERAU = (12,1}, ERAIESH PK 5
R T H MSK KXt RGHEAT LA :

CAIEATHE (1) 35 (p,G, Gy e) . it G 15 Gs 4y p M IBHRBE: SRR BEBLEE 0,0, y €G L o, fe 2
X TRMES UG %EE D, BLESEs e Z) SN BIGEFEMARBH G >Z, .

MSK =a

N

PK :(G,Gs,e,g,d,x,y,e(g,g)“,gﬂ,H,Ti = g% Vi eU)

2) s

I;Mﬂgﬁiﬁ?ﬁiﬁ”:i)ﬁ M AT SRR N5, 45 B0 %50 MUK AT 2 = IR 4%, SRR N A LS8 PK.
KPR Ky LRPEVTZ5H) Y = (A p) (AN ixn BHERE, p NEERE A AT IR A DB P p, W),
i ns 9% Encrypt (PK, SK,, Y) SR 4 R %5 8 SK:

M SOEBHEFE RV, € Z) (V=(5,V,000, ), V' =(S7v5, 0 ), SK . e Gy X THERE A 1)
TR A BENLESE G, 1, 2.

J@te# 3 CT =(1,C,C,.C;.C,;,D,,C,,C;.C, . Dy )

Hrp:
C = y"(sKm )VH(SKM*)d

S

CI:SKMe(g,g)”, C/ =¢°, Cm:gﬂ/%\?, Dlvizgrl’i VieU

C, :SKm*e(g1g)as G = g¥, C,i =g Tpﬁ(?)vi , D,;=g" VvieU

3) JE M
CA 1217 @2 5% TokenGen (PK, MSK, S ) Jy DR “E BB VESE & S FITRS R4 ht Ts:
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Figure 3. Access control algorithm
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