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Abstract

For block cipher, the security of cipher comes from confusion and diffusion, and the two mainly
come from round function operation of block cipher. In order to meet the standardization of en-
cryption algorithms, localization of encryption algorithms and the needs of all parties, this paper
uses the relevant knowledge of graph theory and the latest vector logic variable system to study
the security of block ciphers. This paper obtains the intermediate random sequence of block ci-
pher, analyzes the characteristics of the random sequence, obtains the invariant of the random
sequence, and further conducts statistical analysis and research on the invariant. The research
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direction is to observe and compare the statistical visualization results of the invariant through
the control variable method, and explore the characteristics of the invariant; For the same block
cipher, by changing the amount of invariant data, it is concluded that the same cipher invariant
has the characteristics of saturation state, which provides a further theoretical basis for the secu-
rity of block cipher.
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Figure 1. Random sequence acquisition process of block cipher
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Figure 2. Random sequence feature acquisition process
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Figure 3. Invariant acquisition process
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Figure 4. SM4 block cipher, segment length m = 64, data volume x = 1500, left count 1, right count 01
[ 4. SM4 SMBERS, DERKE m=064, HIEE x=1500, A 1, AHH 0l
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Figure 5. Research process of invariant saturation critical value
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Figure 6. SM4 block cipher, segment length m = 64, data volume x = 1000, left count 1, right count 01
& 6. SM4 5YEERD, SERKE m=o064, BIEE x=1000, it 1, it o1
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Figure 7. SM4 block cipher, segment length m = 64, data volume x = 1500, left count 1, right count 01
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Figure 8. SM4 block cipher, segment length m = 64, data volume x = 2000, left count 1, right count 01
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Figure 9. SM4 block cipher, segment length m = 64, data volume x = 2500, left count 1, right count 01
[ 9. SM4 SYEER, SERKE m=064, HIFEE x=2500, ZLitH 1, HitH o0l
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Figure 10. SM4 block cipher, segment length m = 64, data volume x = 3000, left count 1, right count 01
& 10. SM4 SYEERD, SERKE m=o04, HIEE x=3000, ZiHE 1, HitE ol
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Figure 11. SM4 block cipher, segment length m = 64, data volume x = 3500, left count 1, right count 01
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Figure 12. SM4 block cipher, segment length m = 64, data volume x = 2100, left count 1, right count 01
[l 12. SM4 S4BERS, SERAKE m=64, HIEE x=2100, ZitH 1, At o1
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Figure 13. SM4 block cipher, segment length m = 64, data volume x = 2200, left count 1, right count 01
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Figure 14. SM4 block cipher, segment length m = 64, data volume x = 2300, left count 1, right count 01
14. SM4 5Y4AERRE, ERKE m=o64, BIRE x=2300, ZAiHH 1, At 0l
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Figure 15. The data volume x is from 2500 to 3000, the increment interval is 100, the left count is 1, and the right count is 01
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Figure 16. The data volume x is from 2000 to 2500, the increment interval is 100, the left count is 1, and the right count is 01
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