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Abstract

Through the analysis of the proxy blind signature scheme based on the discrete logarithm prob-
lem on elliptic curve (ECDLP) proposed by Tan et al., it is pointed out that the scheme is insecure
and cannot resist four common forgery attacks: forgery of the original signer and signature re-
ceiver, general attack and general forgery attack of the signature receiver, and does not meet the
requirements of unlinkability. In order to overcome the above shortcomings, an improved scheme
is proposed. In the proxy authorization phase, a delegation certificate is introduced to improve the
proxy signature private key, and the parameters in the signature generation phase are removed,
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so that it can resist the forgery attacks of the original signer and receiver. Its security is equivalent
to solving the discrete logarithm problem, and the scheme is also non linkable. At the same time,
the private key of the signature requester is introduced in the signature phase, so the proxy signer
cannot associate the blind message signature with the message signature, that is, the signature is
untraceable.
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Figure 1. Tan ef al.’s agent delegation stage in the ECDLP-based scheme
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Figure 2. Tan et al. signature stage in ECDLP-based scheme
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Figure 3. The agent delegation stage in the new scheme based on ECDLP
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Figure 4. Signature phase in the new scheme based on ECDLP
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Table 1. Total calculated amount of the newly proposed scheme and the scheme of Tan et al.
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